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1 Mongo db(ReplicaSet)

1.1 OnucaHue

Cospanue knactepa(pennuka-ceT) Mongo db. Pa3sepTbiBaHne Ha 3x MallnHax, ¢
WHULManu3aumen knactepa u npeacosgaHmem nosnb3oBatenen promed/zabbix.

1.2 3aBMCUMOCTU NpoOeKTa

1.3 PasBepTbiBaHue ¢ ucnosnb3oBaHnem docker-obpasa

1.3.1 Heobxogumoe 10
e dockerv19.03

e docker-compose 1.25

1.3.2 CTpyKTypa nanok MOHTUpPyeMbIX Ha host-MalunHy
/data
L— db - nanka c gata caitnamm 6.

/etc
timezone-BpemMeHHas 30OHA.
localtime - Tekymee BpeMs.

/etc/mongo
L— auth - dansel ayTeHTUOUKALINNA .

/sys/kernel/mm/transparent hugepage/
L— enabled - damn BKJI/BLHKI MCIOJNb30BAHUS "hugepage".

Ins1 pasSBepTHBaHMST HeOBXOAMMO
IJi9 KaXxOooM MallMHBI :

1. CospaTtb nanky pa3BepTbiBaHUS
2. B kopHe nanku passepTbiBaHUSA co3gaTb dpans .env (NpUuMep CoaepXKaHus Huxe)

3. CospgaTb B nanke pa3epTbiBaHusa dann docker-compose.yaml (mpumep cogepxaHusi
HUXeE)

4. TlpoBepuTb cMHTakcmc KoHdpurypaumm docker-compose komaHgon: docker-compose
config

[na ogHOW 13 MaLlnH:

1. B dann docker-compose.yaml no6aBuTb cogepxxaHue 6rnoka extension B cekumm
"services:".

[0nsa kaxxgon MalwunHbI:
1. 3anyctutb cepBuc c nomoLlbto kKomaHabl: docker-compose up -d
MpumeyaHune:

B cooTtBeTCcTBMM C pekomeHaaumamu Mongo, annosasa cuctema ang nyylen
NPON3BOAMTENBHOCTN Ha MalLMHaX OOrkHa ObiTb Xfs.



https://docs.mongodb.com/manual/administration/production-notes/#kernel-and-file-systems

[nsa kacTomusauum napaMeTpoB 3anycka HopA KnacTtepa, B cekumm "command" KoHTenHepa-
HOAbl MOXHO A00aBUTb KIMo4YM 3anycka. JInbo CMOHTUMPOBaTL FOTOBbIE KOH(UIN B KOHTEMHEP,
cekumto "volumes:". MNpumep(- ./mongod.conf:/etc/mongod.conf:ro)

MONGO INITDB ROOT USERNAME=<mMsa I[OJIb30BaTeJIa>

MONGO INITDB ROOT PASSWORD=<Naposib MOJIb30BaTENs>
MONGO KEY FILE=<napoJib 0Jid MNOAKJIOUEHMS HOH K KJlacTepy>
MONGO HOST 1=<ip ampec xocTa | dns mMma xocrta>:27017
MONGO HOST 2=<ip ampec xocTa | dns mma xocrta>:27017
MONGO HOST 3=<ip ampec xocTa | dns mma xocrta>:27017

Code Block 1 .env

version: "3.8"

services:
# KoHTeNVHep MHMLMaNIM3aLMM KJoYeBOTO Odalya IJjig rs M yCTaHOBKM hugepages
Ha xocT-MammHe B "never".
pre-init:
image: d-repo.rtmis.ru/promed/mongo:4.4.1
env_file: .env
command: sh -c "echo never >
/sys/kernel/mm/transparent hugepage/enabled &&
echo $MONGO KEY FILE > /etc/mongo/auth/mongo.keyfile &&
chown mongodb:mongodb /etc/mongo/auth/mongo.keyfile &&
chmod 400 /etc/mongo/auth/mongo.keyfile"
privileged: true
restart: "no"
volumes:

/sys/kernel/mm/transparent hugepage/:/sys/kernel/mm/transparent hugepage/:
rw
- ./auth:/etc/mongo/auth/
# KouTeliHep 3alnycka IaTa-HOIL
mongo:
image: d-repo.rtmis.ru/promed/mongo:4.4.1
env_file: .env
hostname: mongo
depends_on:
- pre-init
command: mongod --replSet rsO0 --port 27017 --keyFile
/etc/mongo/auth/mongo.keyfile --bind ip all
ports:
- 27017:27017
volumes:
# lanka maTa-damnos. Cos3macTcd B TeKymeM kaTajiore. Eciu muck ¢ xfs
cMOHTMPOBaH B OC OTHENbHO, yKas3HBaeM I[IOJIHE [IyTh IO TOUKM MOHTUPOBAHMS.
- ./mongo:/data/db
- /etc/timezone:/etc/timezone:ro
- /etc/localtime:/etc/localtime:ro
- ./auth:/etc/mongo/auth:ro
privileged: true
ulimits:
nproc: 64000
nofile: 64000

Code Block 2 docker-compose.yaml|


https://docs.mongodb.com/manual/reference/program/mongod/

# KoHTeMHep MHMUMANIM3aUUM PeIiMKa-CceT M CO3IaHMsS I[I0JIb30BaTeJIei.
mongo-init:
image: d-repo.rtmis.ru/promed/mongo:4.4.1
hostname: mongo-init
env_file: .env
depends_on:
- mongo
restart: "no"
command: sh -c "/tmp/mongo init.sh"
volumes:
- ./auth:/etc/mongo/auth/

Code Block 3 extension



2 Node nopTtan npokcu

2.1 OnucaHue cepBuca:

Beb-cepBep Ha node.js ¢ nogknio4eHHbIM Mogynem socket.io. MpeacTtaenseT cobon
CEPBMC AOCTaBKM MITHOBEHHbIX COODOLEHUN 00 KITMEHTOB MOAKIMOYEHHBIX K 3TOMY CEPBUCY.

CepBuc npegHasHaveH anst paboTbl B CBA3KE C MOAYIEM 3NeKTpoHHON odepeam (30) un

moayrnem Pacnucanus Bpaden PMUC. [JocTyn K gaHHOMY CepBUCY NPONMUCLIBAETCA B KOH(Urax

npomena u KOHq.)VIFaX permoHanbHOro noptana MeanunHCKNUX ycnyr.

JocTyn kK 4aHHOMY CepBUCY AOMKHbI UMETh BCE - HE TONbKO BeObI, HO M camMu KINNeHTbI (Bpayu
apMOB, Nonb30oBaTeNn perMoHanbHOro noptana meq. ycnyr). Cepsuc gnst KOHEYHOro
nonb3oBaTensi JOMMKkeH 06s3aTenbHO BUAEH Kak 3almieHHbIn cepeuc (https://), ons
BO3MOXXHOCTU BbINOMHEHNSI KPOCC-OOMEHHbIX 3anpOCOB B HEMY.

2.2 Peno3uTtopun B Git:

https://qit.promedweb.ru/rtmis/promed/-/tree/master/jscore/node-portal-proxy

2.3 MpumeyaHue:

Ina "Mpomena’a" oba3artenbHasi 3aBUCUMOCTb. HacTporika 4depes dann KoHdurypawumm
promed.conf

// NODE JS mnpokxcyu mOjs nopTasa

// 1. nnsa wMmeHy xocTa oBg3aTelsIbHO yKashBaTh NpoTokojs (http:// wim
https://) B 3aBUCUMOCTM OT TOTO, B KakoM pexmuMe 3anyiumeH NODE-SERVER (MOXHO
[IOCMOTPETH [IPM CTapTe cepBepa WM B JiOoTax)

// 2. HOMepa MOPTOB OyOIMPYIOTCS - STO HOPMaJbHO, T.K. COKET CepBep Tellepb
VHULMAIMBUPYETCS dYepes MopT BebO-cepBepa

// 3. eciy BGJOK He B3aKOMMEHTMPOBaH. O0g3aTejleH K pPasBOpPauMBAaHMUIO CEPBUC
node-portal-

proxy (https://confluence.rtlabs.ru/pages/viewpage.action?pageId=253706886)
define ('NODEJS PORTAL PROXY HOSTNAME', 'http: //127.0.0.1");

define ('NODEJS PORTAL PROXY HTTPPORT', '7070'");

define ('NODEJS PORTAL PROXY SOCKETPORT', '7070');

Code Block 4 NMpumep promed.conf

2.4 Pa3sBepTtbiBaHUue ¢ ucnonb3osaHmem docker-obpasa

2.4.1 Heobxogumoe 1O
e docker v19.03

e docker-compose 1.25

2.4.2 CTpyKTypa nanok MOHTUPYyeMbIX Ha hoSt-maLuuHy

/srv/node-portal-proxy/
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http://socket.io/
https://git.promedweb.ru/rtmis/promed/-/tree/master/jscore/node-portal-proxy

— certs - nanka ¢ ceptudukatamu
— logs - narka c noramm

L— constants.js - dhaiin HacTpoek cepsepa

2.4.3 Onsa pa3BepTbiBaHMA Heo6XxoANUMO

CospgaTb nanky passepTbiBaHWS

B kopHe nanku paseepTbiBaHWUSA co3gaTth hann constants.js (npyuMep cogepXaHus Hke)
Cospgatb nanku logs, certs

[MomecTuTb B Nanky certs AencTBYOWNIA cepTudukar, Koy

o~ w DR

CospgaTtb B nanke passepTbiBaHuUs dann docker-compose.yaml (npumep cogepxaHus
HUXe)

6. 3ameHuTb 3Ha4YeHWe BHELLHEro nopTa B cekuun ports ¢ 7070 Ha HeobxoaMMoe 3HadYeHne
BHELLHero nopTa cepsuca

7. TpoBeputb cMHTaKcuc KoHdurypauum docker-compose komangown: docker-compose
config

3anycTuTb CepBUC C NOMOLLbIO KoMaHAbl: docker-compose up -d

MpenocTtaBuTb 4OCTYN K CEPBUCY (NPUMEP HACTPOMKM BanaHcUpoBLLMKa)

var constants = {
httpServerPort : 7070,

// nns cosmaHmsa https cepBepa HyxHeH cepTudrkaT cepBepa M eTo KJII0Y
// MOXHO yKaszaTb NyTb 0o damnia miaM NOJIOKMTL BHYTPM IAlKM HOIA
certKey : 'certs/server.key',

// cam cepTudMKaT

cert: 'certs/server.crt',

// nyTb mo jora

portal proxy log: 'logs/node portal proxy info.log',

for (var key in constants) {
exports[key] = constants[key];

Code Block 5 constants.js

version: '3.3"

services:
node-portal-proxy:

image: d-repo.rtmis.ru/promed/node-portal-proxy:1.0.0

container name: node-portal-proxy

volumes:
- ./constants.js:/srv/node-portal-proxy/constants.]js
- ./logs/:/srv/node-portal-proxy/logs/
- ./certs/:/srv/node-portal-proxy/certs/

ports:
- 7070:7070

Code Block 6 docker-compose.yaml|

11



map $http upgrade Sconnection upgrade {
default upgrade;

location / {
proxy pass
proxy set header
Origin *;
proxy connect timeout
proxy send timeout
proxy read timeout
proxy http version
proxy set header
Shttp upgrade;
proxy set header
Sconnection upgrade;
}
}

'" close;

}

server {
listen 7070;
server name promed.promedweb. ru;
ssl on;
ssl certificate /etc/nginx/ssl/promedweb 2020.crt;
ssl certificate key /etc/nginx/ssl/promedweb 2020.key;
ssl session_ timeout 5m;
ssl protocols TLSvl TLSv1l.1l TLSv1.2;
ssl ciphers KEECDH+AES128 :kEECDH: kEDH: -

3DES: kRSA+AES128: kEDH+3DES : DES-CBC3-SHA: !RC4: !'aNULL: ! eNULL: !MD5: ! EXPORT$
ssl prefer server ciphers on;
error_ log /var/log/nginx/nodejs_error.log;
open_file cache errors off;

https://node-portal-proxy;
Access-Control-Allow-

10;
60s;
600s;
1.1;
Upgrade

Connection

Code Block 7 NMpume HacTponkmn Nginx

12




3 PostgreSQL Ha CentOS 8

e PostgreSOL 11
e PostgreSOL 12

3.1 PostgreSQL 11

0S: CentOsS 8
DB: PostgreSQL 11

CmoTpum goctynHbele Bepcum PostgreSQL:

$ sudo dnf module list postgresqgl

Mo ymonuanuio B AppStream goctynHo 3 Bepcumn PostgreSQL:

e 906
e 10
o 12

Ham HyxHa 11 Bepcust PostgreSQL.

AkTyanbHyto ccbinky Ha RPM repository PostgreSQL moxHO B3ATb € opmumanbHOro cavra
komnaHum PostgreSQL: PostgreSQL: Repository

Hob6aensiem RPM repository PostgreSQL.:

$ sudo dnf -y install
https://download.postgresqgl.org/pub/repos/yum/reporpms/EL-8-x86 64/pgdg-
redhat-repo-latest.noarch.rpm

13


https://www.postgresql.org/download/linux/redhat/

CmMOoTpMM gononHuUTeNbHy0 MHdopMauuio no gobasneHHomy RPM repository PostgreSQL:

$ sudo rpm -gi pgdg-redhat-repo

OTkntovaem ctaHaapTHeIn AppStream PostgreSQL.:

$ sudo dnf -y module disable postgresql

[NpoBepsiem oTKMOYEHME cTaHgapTHoro AppStream PostgreSQL:

$ sudo dnf module list postgresql

OunaemM UCTOPUIO TPaH3aKLWiA:

14



$ sudo dnf -y clean all

YcTtaHaenuBaem PostgreSQL:

$ sudo dnf -y install postgresglll-server postgresglll

Cospgaem knactep DB PostgreSQL.:

$ sudo /usr/pgsqgl-11/bin/postgresqgl-1ll-setup initdb

Knouom "-D" MOXHO yKasz3aTh JIOOyoD, IPYyIyl IMPEKTOPMI IOJS KjacTepa DB
PostgreSQL:

$ sudo /usr/pgsqgl-11/bin/postgresql-l1l-setup initdb -D /dbpostgres

AkTMBMpYem 3anyck crnyxbbl PostgreSQL npu 3anycke cepepa 1 3anycTum criyxoy
PostgreSQL:

$ sudo systemctl enable --now postgresqgl-11

15



MpoBepsiem 3anyck cnyx6bl PostgreSQL:

$ sudo systemctl status postgresqgl-11

Pepaktnpyem koHdburypaumoHHbii cann "postgresql.conf":

$ sudo vim /var/lib/pgsqgl/data/postgresqgl.conf

CTpoky:

listen addresses = 'localhost'

MeHsiem Ha:

16



listen addresses = '*!'

Ctpoky:

max_connections = 100

OcTtaBnsem 6e3 3aMeHeHW Unn KONMYEeCTBO akTMBHBIX NodktodeHun B pasmepe 100 meHsem
Ha Apyroe 3HaveHue.

2 cobos S

Crpoky:

shared buffers = 128MB

17



OcTtaBnsiem 6e3 nameHeHuin pasmep Oydepa B pasgensieMon NamsiTblo Ui N3MeHsIeEM pasmep
Oydepa B pasgensemon namsaTbio B konmyectse 128MB Ha apyroe 3HayeHue.

2 - o

Pepaktupyem "pg_hba.conf":

$ sudo vim /var/lib/pgsgl/data/pg hba.conf

CTpoky:

# IPv4 local connections:
host all all 127.0.0.1/32 ident

MeHsiem Ha:

18



# IPv4 local connections:
host all all 0.0.0.0/0 md>b

Mepes3anyckaem cnyx0y PostgreSQL.:

$ sudo systemctl restart postgresqgl

3anyckaem nonb3osBartenem postgres command line psql:

$ sudo -u postgres psql

Cosfgaem nonb3oBaTens:

CREATE USER "zartdinov" WITH SUPERUSER ENCRYPTED PASSWORD 'QWERTY';

OTtkpbiBaeM port 5432 Ha firewall:



$ sudo firewall-cmd --add-port=5432/tcp --permanent

%

sitdimovBiosalhot - & x

Mepesanyckaem firewall:

$ sudo firewall-cmd --reload

&P rdnovBlocalhos - o x
MpoBepsiem nogknioyeHne k cepsepy DB PostgreSQL ¢ gpyroro nepcoHansHoro komnbetotepa ¢

nomoulbto cmd telnet:

$ telnet 192.168.100.103 5432

B Dbeaver, B MmeHto BbiOMpaem nyHKT "Basbl gaHHbIX", "HoBOEe coegnHeHne":



Q i
e
I Project - Genea © - a
B oTkpbiBLLEMCSI OKHE BblbMpaem 6a3y aaHHbIX "PostgreSQL":
fy Co3aaTe COEgMHEHNE — O >
=
BbiGepuTe TMN HOBOTO COEAMHEHHMA =
PostgreSOL cranpapTHeId apaiieep
‘ BeeauTe yacTe umenn B/ apafisepa ana guasTpaumm /7 PR Classic
A
Sl Vo4 ™
§ Popular .;f_yu‘: M c :'l_k
MariaDB yaou
£ saL \
3 NoSQL SQLite DB2 LUW MariaDB MySQL
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3 Embedded S O0DBC ORACLE CI
3 Hadoop / BigData SQL server
= e QDBC Oracle PostgreSOL SOL Server
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Connection view: () Simple (®) Acvanced
TecT coEAMHEHKA ... < Hasag [oToBD
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)
fy Cosgate coeguHeHNE
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3.2 PostgreSQL 12

0S: CentOS 8
DB: PostgreSQL 12

CmoTpum goctynHbele Bepcun PostgreSQL:

$ sudo dnf module list postgresqgl

B oTBeT A40MmKHbI nony4yunTb:

Mo ymonyaHuio NOTOK Moaynst yCTaHOBKM paccmatpuBaeT PostgreSQL 10, 4Tobbl nepekntioumnTb
Ha PostgreSQL 12:

$ sudo dnf -y module enable postgresgl:12

YcTtaHoBka PostgreSQL 12:

$ sudo dnf -y install postgresgl-server

Cospnaem knactep DB PostgreSQL:

$ sudo postgresgl-setup --initdb

24



b
|
R
x

sardinovioeslhost 3

3anyckaem cnyx0y PostgreSQL:

$ sudo systemctl start postgresqgl

AkTMBMpYeM 3anyck crnyx6bl PostgreSQL npu 3anycke cepsepa:

$ sudo systemctl enable postgresqgl

MpoBepsiem 3anyck cnyxobl PostgreSQL.:

$ sudo systemctl status postgresqgl

B o o

$ sudo vim /var/lib/pgsgl/data/postgresqgl.conf

CTpoky:

listen addresses = 'localhost'



MeHsiem Ha:

listen addresses

CTpoky:

max_ connections

26



Mo HeOBXOANUMOCTM MEHSIEM HA HY>XHOE BaM MOAKITHOYEHUA.

Pepaktupyem pg_hba.conf:

$ sudo vim /var/lib/pgsqgl/data/pg hba.conf

CTpoky:

# IPv4 local connections:
host all all 127.0.0.1/32 ident

MeHsiem Ha:

27



# IPv4 local connections:
host all all 0.0.0.0/0 md>b

Mepes3anyckaem cnyx0y PostgreSQL.:

$ sudo systevctl restart postgresqgl

3anyckaem nonb3oBartenem postgres command line psql:

$ sudo -u postgres psql

LY
|
a
x

sardinoviocalhost

Cosfgaem nonb3oBaTens:

CREATE USER "zartdinov" WITH SUPERUSER ENCRYPTED PASSWORD 'QWERTY';

sxctdinoyBiocalhost - o

OTtkpbiBaeM port 5432 Ha firewall:

%

$ sudo firewall-cmd --add-port=5432/tcp --permanent



b
|
a
x

sardimoviocalhost

Mepesanyckam firewall:

sudo firewall-cmd --reload

B artdnovBlocihost - =] x R
MpoBepsem nogknioveHue k cepsepy DB PostgreSQL:

B cmd ¢ nomouibto telnet:

$ telnet 192.168.100.103 5432
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4 BanaHCUPOBLUMK NginXx

4.1 CTpyKTypa nanok

/etc/nginx

— conf.d
— html
| L—index.html
F— main
| L— promed.conf
F— nojob
| L— promed.conf
— params
| — birt_param.conf
| — ermp_param.conf
| F— other_max.conf
| F— other_min.conf

| L— promed_param.conf

— ssl
| F— promed.ssl

| F— certificate.crt
| L— certificate.key
L— upstream

L— upstream.conf

— fastcgi.conf
— fastcgi_params
F— koi-utf

F— koi-win

— mime.types
— nginx.conf

— proxy_params
— scgi_params
— uwsgi_params

L— win-utf
html HaxogaTcs html doannbl, Ansa nokasa o0bABNEHNSI B MOMEHT OCTAHOBKN CUCTEMBI
main OCHOBHas narnka ans xpaHenusi koHdgurypauum ELIN.MUC

nojob narnka c Konmewm KOHUroB U3 main HoO BMECTO MPOKCMPOBaHUS Ha paboune cepeepa
nokasbiBaeT html 3arnyLwky 13 nanku html

params nanka c napameTpamu ans location BHyTpu koHdura
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ssl nexart ceptucukatel SSL/TLS ansa wudposaHHoro Tpaduka u ainel ssl B
KOTOPbIX MPONUCBLIBAIOTCS CEPTUUKATLI 1 KIMOUM U NapaMeTpbl UX NOAKMIOYEHUS.
camMu dhaninbl UHKNIDAATCA B HEoOXoanMbIe KOHpUM

upstream cpbarn ¢ upstream o backend cepsepos

/srv/hosts
L—promed

— export

L—uploads
promed nanka - konusi cuctembl Mpomen. Tak e oBHOBNSETCA Kak W ocTanbHble Be6 ceBpep
export narka export nofknoyaeTcs B nfs/samba xpaHunuila

uploads nanka uploads nogkntodaetcs B nfs/samba xpaHunuuwia
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4.2 OnucaHue ¢pannoB KOHdUrypaumm

35



user nginx; # Tosb30BaTEsNbH [OI KOTOPHM OyIeT
NIpOM3BOOUTHECHA paboTa cepBuca

worker processes auto; # ABTOMATMYECKM CO3IaCTLCH
CTOJIBKO WOorker mpoLeCCOB CKOJIbBKO BHIOEJIEHO MallMHEe
worker rlimit nofile 65536; # MaxcuMmasibHOE KOJIMYECTBO

OTKPEITHX (GanyoB Ha SOpO. IO yMOJiYaHMoO B cucTeme 1024

error log /var/log/nginx/error.log crit; # oTxmounTe error log
HEeBO3MOXHO. OH BCE paBHO OynmeT nmucaTb OGansel, 4YTOOH NMCaJl Ha IOUCK MeHblle
cTaBuM Ccrit

pid /var/run/nginx.pid; # pid o¢atin ryaBHOTO Hpollecca
nginx
events {

worker connections 10240; #PeasibHOE KOJIMUECTBO KOHHEKTOB OOJIbIIE.
[IpOCTO yMHOXalM Ha KOJIMUECTBO IPOLIECCOB

use epoll; #Hamubosiee sbbexTmBHO miig Linux Tak uTo

Jiydie OCTaBUTHb

}

http {

include /etc/nginx/mime. types; # ommcaHue THIOB (QanyoB
HaOpMMep OH y3HAaeT YTO Takoe TEeKCT M T.n.

default type application/octet-stream; # Tun 0O yMOJIUAHMIO, €CJU

HE TIOHATHO KaKOM TMII

#2T0 mOHATHO. GopMaT JIOTOB
log format main 'Sremote addr - S$remote user [S$time local]
"Srequest" '
'Sstatus $body bytes sent "$http referer" '
'"$http_user_a§ent" W$http_x_for;arded_for"';

access_log off; # oTxiogaeM
access JIOTH.
error log /var/log/nginx/nginx error.log crit; # error log mus
CUCTEMEl TOJIBKO KPUTHUUECUKE
sendfile on; #3KOHOMMUS
pecypcoB mnpu otTmade oOainos
tcp nopush on;
tcp nodelay off;
keepalive timeout 180; #keepalive
COeIMHEeHMSA. KOTOPHE 3aBMCJIM — BEITOHSEM. TYyT PacdeT B CeKyHIax
gzip on; #BrJOUaEeM CcxaTue
NPOCTEIX NAHHBIX, IJIS yMEHblleHVe Tpadrka, B OCHOBHOM TEKTPOBEIX (QalijioB
gzip proxied any; #paspemaeT
cxaTve IJig BCeX MNPOKCUPOBAHHEIX 3alpoco
gzip min length 1100; #nmyHa oreeTa.
Iocjle KOTOPOM HauMHAETCs CXaTue, e€CJM MEeHblle - CXaTHe He NPOMCXOONUT
gzip http version 1.0; #MrHMMAaIIb HA S
Bepcus MNPOTOKOJIa, [IPY KaKOM BKJIOUaeTcsa gzip
gzip buffers 4 8k; # B3apmaé&r umcio u
pa3Mep Oydepor, B KOTOpPEE OyIeT CXMMATbCSA OTBET.
gzip comp level 6; # camoe

sbbexTrBHOE CxaTme 9, HO OUEHbL CUJIBHO CBhemaeT [IPOLEeCCOp, XOTS CUILHOTO
YMEeHBbIIeHsS C 6 HeboJibloe

gzip types text/plain text/css application/x-javascript text/xml
application/xml application/xml+rss text/javascript application/json;
# TUIBE CXMMaEeMBIX ITaHHBIX

# include /etc/nginx/include/nojob/*.conf; # Barsymku
HpOMe,H 10 YMOJIUaHMK BBEIKJIIOUEHEL

include /etc/nginx/include/upstream/*.conf; # nomksiunaeM
upstream xoHOUIM

include /etc/nginx/include/main/*.conf; # momkinouaeM

IanKy C OCHOBHBIMM KOHQMI'aMM

}

Code Block 8 nginx.conf
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# 192.168.0.{1,2,3,4,5} no nopry 2080 He3HO 3aMeHUTb Ha 1P ¥ MHOPTH BaWMxX

BeO CepBepoOB

upstream promed backend ({
server 192.168.0.
server 192.168.0.
server 192.168.0.
server 192.168.0.
server 192.168.0.

keepalive 40;

:2080 weight=1 max fails=1 fail timeout=5s;
:2080 weight=1 max fails=1 fail timeout=5s;
:2080 weight=1 max fails=1 fail timeout=5s;
:2080 weight=1 max fails=1 fail timeout=5s;
:2080 weight=1 max fails=1 fail timeout=5s;

g w N

}
upstream birt backend {

server 192.168.0.1:8080 weight=1 max fails=1
fail timeout=5s;

server 192.168.0.2:8080 weight=1 max fails=1
fail timeout=5s;

keepalive 40;

}

upstream ermp backend {
server 192.168.0.1:8080 weight=1 max fails=1
fail timeout=5s;
server 192.168.0.2:8080 weight=1 max fails=1
fail timeout=5s;
keepalive 40;
}

upstream wiki backend {
server 192.168.0.1:2022 weight=1 max fails=1
fail timeout=5s;
keepalive 40;
}

Code Block 9 upstream/upstream.conf



# IejlaeM penupeKkT CO BCeMM IapaMeTpaMmy Ha Ssl

server {
listen 80;
server name promed.ru; # BaMeHMTbH Ha
HeOOXOOMMBIM alpec
access_log off;
error log /dev/null crit;
open file cache errors off;
rewrite "~ (.*) https://Shost$l permanent;
}
server {
listen 443 ssl http2; # BrJimouyaem s
3TOTO anpeca ssl u http2 nporoxos
server name promed.ru; # BaMeHMTbH Ha
HeODOXOOMMBIM alpec
include /etc/nginx/ssl/promed.ssl; # IloGaBigem
HACTPOMKM Ssl KOTOpPEIE s ONMCaH HIXEe
access_log /var/log/nginx/promed _access.log main
buffer=64k;
error log /var/log/nginx/promed error.log warn;
open_file cache errors off;
location / {
proxy pass http://promed backend/;
proxy next upstream error timeout http 500 http 502
http 503 http 504;
include

/etc/nginx/params/promed param.conf;

location /birt-viewer/run {
proxy pass http://birt backend/birt-
viewer/preview;
include
/etc/nginx/conf.d/params/birt param.conf;

}

location /birt-viewer/ {
proxy pass http://birt backend/birt-
viewer/;
include
/etc/nginx/conf.d/params/birt param.conf;

}

location /ermp/servlets/ {
proxy pass http://ermp backend/ermp/;
include
/etc/nginx/conf.d/params/ermp param.conf;
}

location /ermp/reports/ {

proxy pass http://ermp backend/ermp/;
include
/etc/nginx/conf.d/params/ermp param.conf;
} location /wiki/ {

Proxy pass
http://wiki backend/wiki/;

include
/etc/nginx/conf.d/params/other min.conf;

}
#lloBaBisgeM ecny CTaTMKa HaxOOMTCS y Hac Ha nginx
location ~*
A2 /wiki/ | /export/ | /uploads/) .+. (Jpgljpeglgif|pnglicol|zipltgz|gz|rar|bz2|
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doc|xls|docx|xlsx|exe|pdf|ppt|txt|css|tar|mid|midi|wav|bmp|rtf|js|html|htm
lodt |ods)$ {

root "/srv/promed/";

gzip static on;

#gzip proxied expired no-cache no-store private
auth;

add header Cache-Control public;

expires max;

etag on;

Code Block 10 main/promed.conf

4.3 Hactpouka ssl pna canta

4.3.1 Hactpouka RSA ceptucukaron

#Kmou promed 2020 mokxasaH Ojid IpyMepa HeEOOXOOMMO M3MEeHUTb B COOTBETCTBUU
C HasBaHMeM Oaliyla BameIro KJIoYa.

ssl certificate /etc/nginx/ssl/promed 2020.crt;

ssl certificate key /etc/nginx/ssl/promed 2020.key;

ssl session timeout 120m;

ssl protocols TLSvl.1l TLSv1.Z2 ;

ssl ciphers kEECDH:KkEDH:ECDHE-RSA-AES256-GCM-SHA384 :ECDHE-RSA-AES256-
SHA:ECDHE-RSA-AES256-
SHA384:!RC4:!aNULL: !eNULL: !MD5: !EXPORT: !LOW: ! SEED: ! CAMELLIA: ! IDEA: ! PSK: ! SR
P:!SSLv2;

ssl prefer server ciphers on;

Code Block 11 ssl/promed.ssl

4.3.2 Hactpouka GOST cepTtucdpukaron
[lna Ha4yana Hy)XXHO YCTaHOBUTb:
e opensslv1.1.0 u BbiWwe

e engine gost nu6o Kpmntollpo 4 u Bbiwwe (HY>XHO TOMNbKO AN 6ubnmoTekn gost.so)
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#Ha Ubuntu 18.04 u Bome yxe crouT openssl Bepcum 1.1.1f m ycraHoBka He
TpebyeTcsa

#craBuM OMOIMOTEKY IJid MOOKJIOUEeHMS gost
apt update

apt install libengine-gost-openssll.l
#lpaemMm /etc/ssl/openssl.cnf

#B Hauasyio Garyia BCTaBJISEM

openssl conf = openssl def

#B KoOHel Garja BCTaBJISEM

[openssl def]

engines = engine section

[engine_ section]
gost = gost section

[gost section]

engine id = gost

dynamic path = /usr/1ib/x86 64-linux-gnu/engines-1.1/gost.so
default:algorithms = ALL B

CRYPT PARAMS = id-Gost28147-89-CryptoPro-A-ParamSet

Code Block 12 Ubuntu: YctaHoBka Openssl +GOST

# CraBmMm Nginx +openssl (c nopmepxxoi I'OCT) . Ha HaHHBII MOMEHT COOPAaHEH
TONBKO IJisa centos 7

cat << EOF > /etc/yum.repos.d/rtmis.repo

[rtmis]

name=rtmis repo
baseurl=https://yum-repo.rtmis.ru/centos/Sreleasever/Sbasearch/
gpgcheck=0

enabled=1

EOF

yum remove openssl
yum install -y nginx

Code Block 13 Centos: YcraHoBka Openssl +GOST

#Kmou gost 2020 noxaszaH miA OprMepa HeoOXOAOMMO M3MEHMTb B COOTBETCTBUM C
HazBaHveM OQanjia Bamero KJIoYa .

ssl certificate /etc/nginx/ssl/gost 2020.crt;
ssl certificate key /etc/nginx/ssl/gost 2020.key;
ssl session_ timeout 5m;

ssl protocols TLSvl TLSv1l.1l TLSv1.2;

ssl ciphers GOST2012-GOST8912-GOST8912:HIGH:MEDIUM;

ssl prefer server ciphers on;

Code Block 14 ssl/promed.ssl

Ona tectupoBanusa nginx ¢ GOST 2012 MOXHO MCMONb30BaTh CrefyrLme
cepTudmkaThl https://paste.is-mis.ru/AZjP9tNz (GOST2012_256)

Mpn ncnonb3oBaHMM 3TUX CEPTUCMKATOB CalT JOIMKEH OTKPbITLCA TONbKO B Opay3epax
chromiun-gost nnu sputnik
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5 BaxHble HacTpouku ELIN.MUC

Bce gavinbl Haxogates B ELIN.MUC B nanke promed/config.

B nanke config cosgaem nanky ¢ Ha3aBaHMeM pernoHa, Hanpumep, krasnoyarsk. Tam Mmoxem
NOBTOPSATL channbl KOHPUIOB M3 OCHOBHOM Nanku. Obs3aTenbHO HYXXHO MOBTOPUTL chann
database.php. Ecnu koHur B OCHOBHOM M pernoHanbHoW narnke cosnagatoT, nepBoHayansHo
KOHUr BepeTcs U3 pervoHarbHOWN Narnkw.

Mpumep KOHPUIroB MOXHO B3ATb MO cebinke https://git.promedweb.ru/dev/configs/postare

config.php

// COMCOK PperroHOB
// Tlo npwMepy nobaBjigeM MM PeruoHa JIaTHMHULIEN (TakoBa OyHOeT [anka C MMEeHeM
permuoHa B KOHbOMUIax)
Sconfig['regions'] = [
0 => ['nick'=>'undefined', 'name'=>'Heonpenemnenusnt', 'schema'=>'dbo'],
2 => ['nick'=>'ufa', 'name'=>'Ypa', 'schema'=>'r2'],

1;

// Tapamerp develop BausgeT Ha 3arpysky JS m CSS damnsor, bopmmpoBaHue
CCBUJIOK Ha 3arjaBHOM cTpauuie ENIN.MJC, a Takxe Ha »OoOaBJIeHME TeKcTa OomMbOoK
IPM BEHIIOJIHEHUM 3anpocoB K BJI

// Ecnu 3Hauenme TRUE, To Bce JS m CSS damyiu rpy3garcs "kak ecTb" (OTHENIBHO
u 0es3 MMHMMM3aLMM) , oumOky BJl BBIOAITCSA Ha KIJIMEHT BMeCTe C 3alpocaMu.

// Ecnu sHaueHme FALSE, mnpaxTmyecku Bce JS m CSS danmnel coOupaioTcs B
cooTBeTcTByWUMEe engine-dariel. [lpy Hammuuy ommBokx BJll noJb30BATEJb HE BUIUT
TEKCTHE 3allpOCOB.

Sconfig['develop'] = TRUE;

// Pexwum API EII.MUC

// IomycTuMele 3HAauyeHMg: common, lis, rish

// 1) common - pexum API nna byHKUMOHAJIa, KOTOPEIL elle He BHHECEeH B
MUKPOCEPBUCH

// 2) lis - pexmuMm MuKpocepsuca JIUC

// 3) rish - pexwum "MoHONMTA", HOOJIXEH MCIIOJIL30BATLCH IJid BeO-CEPBEpPOB
ELI. MUC

Sconfig['PROMED MODULE'] = 'rish';

// TyTb 0O JIOTOB
Sconfig['log path'] = '/srv/promed/promed/logs/';

constants.php

// BKIOUUTH NEeMmkMHT C nomombio OFFSET / FETCH NEXT B 3anpocax (He paboraer
B cTapex SQL SERVER)
define ("USE NEW SQL PAGING", true);

database.php
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// HACTPOMKM pAacClpelesigioTcd 10 TPYyInaM
CTPYKTypa TPyNN IIoka3aHa a npuMepe rpynns default
// Default database

Sdb['default'] ['hostname'] = ‘' ;

Sdb['default'] ['username'] = ‘';

Sdb['default'] ['password']l = '’;

Sdb['default'] ['database'] = '';

Sdb['default'] ['dbdriver'] = "postgre";

//$db['default'] ['port'] = '6432'; —-——--—- IaHHOE BHAauUeHMe HeOoOXOIMMO eCJIM

HYXHO M3MEHMTb CTaHIOAPTHBEM IOPT postgresqgl "5432" Ha mpyron

Sdb['default'] ['dbprefix'] = "";

Sdb['default'] ['pconnect'] = FALSE;
Sdb['default'] ['db debug'] = TRUE;

Sdb['default'] ['cache on'] = FALSE;

Sdb['default'] ['cachedir'] = "";
$db['default']['char_set'] = "utf-8";

Sdb['default'] ['dbcollat'] = "utf8 general ci";
Sdb['default'] ['query timeout'] = 6000;
Sdb['default'] ['schema'] = 'dbo';

$db['default'] ['context info'] = true; // true - BKIOUMTL 3alOJIHEHUE
KOHTEeKCTa npu kaxnoMm zamnpoce B Bll, false - BHKJIOUUTH

// Hapsny c Default ryiaBHas Tpymna OpM MCIOJIL30BaHMM Gasel  postgre
Sdb['postgres'] = Sdb['default'];

// peecrTpoBas Baszsa HaHHBIX
Sdb['registry'] = Sdb['default'];

// Basza maHHHX JId GOPMMPOBAHMA IepeBa OTUETOB
Sdb['reports'] = S$db['default'];

// Baza IOaHHH3 IJi9 OTUeTOB
Sdb['bdreports'] = Sdb['default'];

// Basza OmaHHHIX IJId TOMCKAa HANPUMEp [IOMCKa UYeJjloBeKa
Sdb['search'] = $db['default'];

// ApxusHasa Bl
Sdb['archive'] = S$Sdb['default'];

// Basza manHeix UserPortal , koTopas TakKkxe MCIOJIb3yeTcs y nopraja K-
Bpauy.

// TO ecTb JIOI'MH M [apoJib Ha HOAaHHHIM MOMEHT OepeTcs BCe Te Xe HACTPOMUK U3
default, =3ameHas TOJNKO MMS Oasbl IAHHBIX.

Sdb['UserPortal'] = $db['default'];

Sdb['UserPortal']['database'] = "userportaltest";

// Basza maHHHIX nopTajia. llepBoi cTpaHuusl B ELI.MUC. TOe XpaHaTcs HOBOCTH,
OOBABJIEHUS U T.I.
Sdb['portal'] = S$db['default'];

// Basza maHHHIX HopTajia. llepBoi cTpaHuusl B ELI.MUC. TOe XpaHATCs HOBOCTH,
oOBaBJIEHMA M T.n. , HO crneumanbHO nOJd Postgre
$db['portalPg'] = array merge (Sdb['postgres'], [
'database' => 'portaltest',
1)

// Gasza maHHEIX IJId XpaHeHusd ceccum. Ja ceccum XPaHATCsS BCE PaBHO B mMONgo,
HO 0Oe3 Hee He paboTaerT

Sdb['php session'] = Sdb['default'];
Sdb['php session'] = Sdb['postgres'];
Sdb['php session']['database'] = "php session test";

// Baza mna xpaHehHud JIOTOB NEMCTBMIA [IOJIb30BaTEJIEN
Sdb['phplog'] = S$db['default'];
sdb['phplog'] ['database'] = "php log";
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Sdb['phplog'] ['schema'] = "dbo";

// Basza CMIl Bepcum 1

Sdb['smp'] = Sdb['default'];
Sdb['smp'] ['hostname'] = '';
Sdb['smp'] ['database'] = '';
Sdb['smp'] ['username'] = '';
Sdb['smp'] ['password'] = '';
//DIEKTPOHHEE MEOUUVHCKYE INOKYMEHTH
Sdb['emd'] = Sdb['default'];
Sdb['emd'] ['database'] = 'emd';

//JlabopaTopHele MHbOPMALVOHHEE crcTeMsl (JIVC)
Sdb['1lis'] =Sdb['default'];
Sdb['lis'] ['database'] = 'promedlistest2';

// Baza nna bopmmpoBaHus peecTpoB JIBH
$db['registry es'] = Sdb['registry'];

database.php gonxeH 6bITb B 06LLEN N perMoHanbHON nanke. Y3HaBaTb napameTpol B[ y
AgmunnctpaTopos BJ.

Mpun ucnone3sosaHun PostgreSQL y rpynn default, postgres, phplog Heo6xoaumo nponucatb
cxemy paboTbl - dbo

esia.php
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/**
* HacTpoMkmM Onsa abTopusauum depes ECHUA
*/
Sconfig['esia']l = [
// BKJIOUMTH/OTKIIOUMTE aBTOpM3aLMio uepes ECHUA
'enabled' => true,

// Twun aBTopm3auuM (esia - uepes nopTajl IOCyCIyT WM egisz - uepes VA
ETUC3)
'type' => 'egisz',

// NyTe x SAML of6paborumky MA EIUC3
'egisz path' => 'https://ia-
test.egisz.rosminzdrav.ru/realms/master/protocol/saml’,

// VneHtuourkarop UC B ECUA
'client id' => '98089a68-972c-916e-c2c5-5ec939c71b5c’,

// Tyt k PIM njs nepeHanpabBjieHus c ECUA

'redirect uri' => 'https://prm.promedweb.ru/?c=IaEgisz&m=login', //
onsa VA EIUC3

// 'redirect uri' => 'https://prm.promedweb.ru/?c=Esia&m=login', //
OJIs opTajlia T'oCyCJyT

// TyTb k PIM 1jig [OJIyUEeHMS IAHHBIX [10JIb30BaTEJII
'redirect uri info' =>
'https://prm.promedweb.ru/?c=Esia&m=user info&user id=:user id',

// NyTb k KOHTpoOJulepy ECVA Ojd HOJIydYeHMs aBTOPMB3AlMOHHOTO KOIa
'ac_path' => 'https://esia.gosuslugi.ru/aas/ocauth2/ac’',

// TyTb K KOHTpoJulepy ECUA Ijs HoJiydeHMs Mapkepa MOeHTHubuKaumuy KoIa
'te path' => 'https://esia.gosuslugi.ru/aas/ocauth2/te’',

// OBrnacTe moCTyma IJiA MOJIydeHMs BCexX IMaHHHX I10 MOJIb30BaTello
'usr scope' => 'fullname birthdate snils medical doc',

// TyTb k REST KOHTPOJUIEPY IJIs IIOJIyUEHMsS IaHHHIX [10 I10JIb30BaTeJI0
'usr data path' => 'https://esia.gosuslugi.ru/rs/prns/:user id',

// NyTb k REST KOHTPOJUIEPY INJIsS IIOJIYUEHMS KOHTAKTHBEIX IaHHBIX I10
[10JIb30BaTEJIO

'usr contacts path' =>
'https://esia.gosuslugi.ru/rs/prns/:user_id/ctts?embed=(elements) ',

// Ceptuburar VA ETUC3

'egisz _crt' =>
'MIICmzCCAYMCBgFSPzj0bTANBgkghkiGOwOBAQsFADARMQ8wDQYDVQQODDAZtYXNOZXIwHhcNM
TYWMTE OMDgxOTAZzWhcNM YwMTE OMDg yMDQz W3 ARMQO8wDQY DVQQDDAZt YXNOZXIwggEiMAOGCSq
GSIb3DQEBAQUAA4IBDWAWGGEKAOIBAQDI1leonyVTyqVM/R+4+6RDPN110LaEPGNRCOpPWDEMA
ATuzsuDDjHaEzArbXsej30Yk+31h6jVh3pLtfwYJyYnN926ZcQt STJpUHN+iEcNgIB+d3NHe+41
HPLvb8U19Y4TsndcWTjO9tGlKpGDOZrtGBu3TYtSGOGaeLdEBSV1I+ApOiKt1HeMwsEwdCr5YKe2
2KTQpicVDDHMO1Q7+B1lEje70+wvCkQFpc6t103Lezhdt0azZH8V8DJI5NScVRxHCV/17jJZIFrY/
7ulBmhPfsIjjx2GtC/BEaG+MNw918a4JsToP2sCSA6LNGh+Bngp/nl1AtHI9zIz4xWsSsQQ2P+CT
6 f PAGQMBAAEWDQY JKoZ IhveNAQELBQADGGEBAF4YCgy /AvkTOL 1Kt TCcgoyCnMSUFQang 1wNVJ
vb1lnlWYGgkbAt+1Z18GZk28HFbdAyOzIp0QXGKsXTAPRHCGb10OV5faMM8/YnrGDdH4 7THSKRWuB
vkZgEWWOwWZ 6Gqj2eLV/NNvO30A1JriEWLXtdAQDf fFbBmrJI3bG) yOj1l1KkkExz 7TmrFSRr2eLXwC
/PT3648RN6ay837+Q9Z2L1UAleWfcbsxRzgnzYHmM4+iC6D7ulM3R1hY7Woem+RQE 9+ 7nA3m4d1lrg
0df4u3Ycl0SCQ2bV97kCAWvV1btfsuo2IJPeTFDhdhK8ALUZYwzlc/mcLA2/+bdiMEQXw2yeOC]S
80D8zBNw=",

// Ceptuduxar
'crt' => '————- BEGIN CERTIFICATE-----

44



// BaKPEITHIT KJIOY
'key' => '----- BEGIN PRIVATE KEY-----

// Tlaponb OJjid 3aKPHTOTO KJYa, ecjM KoY He sammudpoBaH,
ynanaem

// 'key pass' => '12345678"',
)

TO MapaMeTp

hooks.php

45



// Hauano norupoBaHuA
Shook['pre system'][] = [
// Ina morupoBanusa B Bl SQL yxasarb DBLog. lMcmnosbsyercsa Bll, ykaszaHHas
B Tpynne coemmHeHusa phplog odaina database.php
// Ina jmorupoBaHusa B MongoDB ykaszsars DBMongoLog, HO TOTIa HYXHO
HACTPOMUTL 3amaHme Ha 3anyck /?c=PhplLogService&m=transferDataFromMongoDB
'class' => 'DBMongoLog',

// MeTom, HAUMHAKUMY BEBIIOJIHEHME JIOTVMPOBAHUA
'function' => 'StartRequest',

// VMg 6ubimoTeky s oBpaboTKM 3arnpoCoB

// IDnsa mormpoBauusa B Bl SQL ykaszsaTb DBLog.php

// Ina jormpoBaHus B MongoDB ykaszaTs DBMongoLog.php
'filename' => 'DBMongoLog.php',

// NyTb 0o OMBIMOTEKMU
'filepath' => 'hooks',

// TapaMeTpsl (IyCTHE IOJig CTapTa JIOTMPOBAHNS)
'params' => [],

1;

// KoHel JIOTMpPOBaHMUI

Shook['post system'] = [
'class' => 'DBMongolog',
'function' => 'FinishRequest',
'filename' => 'DBMongoLog.php',
'filepath' => 'hooks',

/**

* B params MOTYT OBITH IIepelnaHbl NpaBuja JIOTMPOBaHMS. ECHM OHM IIYCTH,
TO JIOTMPYKTCS BCe OOpaleHrs

* [lpaBujla IepenanTCcs MacCMBOM, B KaxIOM IpaBMjie MOXeT OHTb 3amaHo
PeryJapHOM BHpPaxXeHue IJisS MMeHM KOHTpOJlepa M MMeHM MeTona (ofa BMecTe Wu
KaxIell IO OTHOeJIbHOCTM)

* B JIOT momnamamnT TOJIBKO BalpoCH, YIOBJETBOpPAKINME KakoMy-Jmnbo mu3

npaBuil

* IlycToe NpaBMJIO aHaJIOTMYHO pas3pelleHMI BCeTro

*

* IlpuMep JIOTMPOBaHMA BCEX 3allpOCOB K KOHTpoJlepy EvnPL

* 0

* 'controller' => '/"EvnPLS$/i'

* ]

*

* IlpyMep JIOTMPOBaHMUSA BCEX 3alpOCOB, B KOTOPHIX METOI COIEPXMUT CJIOBO
person

* 0

* 'method' => '/person/i'

* ]

*/

'params' => []

1

mongodb.php
mongodblog.php

mongodbsessions.php



// Ampec cepsepa MongoDB

Sconfig['mongo host'] = "127.0.0.1";
// TopT
Sconfig['mongo port'] = 27017;

// HamMeHoBaume Bl
$config['mongo db'] = "db";

// IlaHHBIE YYEeTHOM 3amMcy IJig NOOKJIYeHMS K MongoDB

// OcTaBuUTL NyCcTeMM, ecau MongoDB samnyumeHa He B pexmMe auth
$config['mongo user'] = "";

$config['mongo pass'] = "";

// VIcmoJyib30BaHMe [MOCTOSHHOTO COeOUHEHUS
Sconfig['mongo persist'] = TRUE;
Sconfig['mongo persist key'] = 'ci mongo persist';

// ®opMaT pPes3yJbTAaTOB 3ampoca

// 1) array - Maccwus

// 2) object - obbexT
$config['mongo_return'] = 'array';

// When you run an insert/update/delete how sure do you want to be that
the database has received the query?

// safe = the database has receieved and executed the query

// fysnc = as above + the change has been committed to harddisk <- NOTE:
will introduce a performance penalty

Sconfig['mongo query safety'] = 'w';

// Supress connection error password display
Sconfig['mongo_ supress connect error'] = TRUE;

// If you are having problems connecting try changing this to TRUE
Sconfig['host db flag'] = FALSE;

// TloJyis B HWXHEM permcTpe
Sconfig['fields uncase'] = TRUE;

portal.php

47



/**
* KoHOuIypaumus noprajia
*/

// Tlomb30BaTeNM nopraa
Sconfig['users'] = [
[
'username' => 'admin',
'password' => '*xxExl,

1;

// TeneboHBl CIIYyXOb TEXIIONISPKKNA
Sconfig['phones'] = [];

// PasHBIE CCBUIKM
Sconfig['links'] = [

// ChnpaBouHas cucrTeMa
'promedhelp' => '',

// ®opyM MOIOEPXKU
'forum' => '"',

// CCHIJIKA Ha CTaThbl C ONMCAHMEM IMOCJEeNHUX M3MEeHEHNM
'lastupdates' => '',
1;

// HasBaHMe pasBOpauMBaEMOI'O NPOOYKTa
Sconfig['titles'] = [
'main title' => 'EOI',
'main page 1' => 'EOI',
'main page 2' => 'EgmHaa umudporas nmardopma’',
'RIAMS' => 'ENI',
'auth page enter' => 'Bxom B ENI',
17

// Pas3HblE HACTPOMKMU
Sconfig['settings'] = [

// KonmuuecTBO HOBOCTEM Ha TIJIaBHOM CTpaHMLe
'news_on main page' => 0,

// KonmuuecTBO HOBOCTEM Ha CTpPaHMIax apxMBa HOBOCTEN
'news_on_page' => 20,

// MakcuMaJbHOE KOJIMYECTBO CTPOK B HOBOCTM, [IOCJIE KOTOPOI'O HOBOCTL
Hazno obpesaTb
'news body cut lines' => 15,

// Bpems xpaHenusa B PHP-ksme (B CeKyHIax)
'cache time' => 300,

1

// OCHOBHLIE CEPBMCH
Sconfig['products'] = [
'promed' => [
'title' => 'ENI',
'description' => 'EzmmHasa umubpomas maTrdopma’,
'icon' => '/img/portal/icon-promed.png',
'url' => '?c=portal&m=promed’',
1,
1
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promed.php
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// TyTb k nanke c log-odarmmamm ELI.MUC
define("PROMED_LOGS", APPPATH . '/logs');

// Java HyxHa mja mwiarmHa nobaejigomero PDF mjid HAHMCEHMS MEeTKM UTo
OOKYMEHT IOANMCAaH
$config['JAVA PATH'] = '/usr/bin/java';

// Ampec LDAP

define ("LDAP_ SERVER", "192.168.37.3");
define("LDAP_SERVER_PORT",389);

define ("LDAP_DOMAIN", "dc=swan,dc=perm,dc=ru") ;
define("LDAP_GROUP_PATH", "ouZGroups,".LDAP_DOMAIN);
define("LDAP_USER_PATH", "ou=Users,".LDAP_DOMAIN);
define ("LDAP_ADDRBOOK PATH", "ou=Books,".LDAP DOMAIN) ;
define ("LDAP_USER", "cn=admin,".LDAP DOMAIN) ;

define ("LDAP_PASS", "amokkamokk") ;

// SMTP xocr
// Ecmm SSL wnm TLS coemuHeHMe, TO CJjelyeT nmucaTh ssl://cepBep win
tls://cepsep

define ("SMTP_HOST", "mx.swan-it.ru");
define ("SMTP_PORT", "25");

define ("SMTP TIMEOUT", "5");

define ("SMTP_EMAIL", "infol@swan-it.ru");

define ("SMTP EMAIL PASS", "");
define ("SMTP EMAIL DESCR", "ELIN");

// BkIOUeHMe/BHKJIOUEHYE OroBemeHus depes CMC mojib30BaTesiel nopraja Ipu
3anucu/orTMene 3anmcu B EHIT.MUC
$config['USER _PORTAL IS ALLOW NOTIFY ABOUT RECORD CANCEL'] = TRUE;

// OTnpaBaTh yBEINOMJIHEHMS I[10JIb30BATEJIAM [IOpTajla CaMoO3allncy
$config['USER_PORTAL_NOTIFICATION‘] = true;

// Anpec llpoMen mjis MUCHoJib30BaHus B BIRT npy BCTaBKe B NedaTHBE (GOPME
MTPUX-KOLOB M MHHX M300paxeHMuy, IeHepupyeMblx EILII.MIC

Sconfig['PromedURL'] = 'http://192.168.37.3:2080"';
// OTJIamOUHBIA DPEXUM

// 1 - BxiwoueH, 0 - BHKJIOUEH

Sconfig['IS DEBUG'] = "0";

// OToBpaxaTb CTaTUCTUKY Ha IOpTaje
$config['SHOW PORTAL STATS'] = FALSE;

// TlapaMeTpsl MOINKJINYEHMVS K CEPBUCY OHJIAMH MIASHTUOUKALMUMA
$config['IDENTIFY SERVICE URI'] =
"http://11.0.0.4/LPUWebServices/LPU WebService.asmx";

$config['IDENTIFY SERVICE PORT'] = 3455;
$config['IDENTIFY SERVICE LOGIN'] = "";
$config['IDENTIFY SERVICE PASS'] = "";

// TpusHaK HEOOXOIMMOCTU IPOBEPATL INPUKPEIJIEHMWE, €CJIM C MOMEHTAa IOCJIeNHErO
MPUKPEIJIEHMA He MpomeJl I'oxg
Sconfig['CHECK_ATTACH IF YEAR EXPIRE'] = false;

// Tlpr3Hak HEOOXOOMMOCTM MNPOM3BOIUTL NPOBEPKY Ha OBOMHUKOB
Sconfig['CHECK_PERSON DOUBLES'] = true;

// CHIMCOK KOIOB T'MHEKOJIOTMUECKMX CHelUMaJIbHOCTeN (npuMep njsa Yder, g
KOHKPETHOTO permoHa BMecTO ufa momcTaBMTh COOTBETCTByKIEE HaMMeHOBaHMUE)
sconfig['ufa'] ['GIN LSP CODE LIST'] = [ 522, 540, 622, 640, 822, 840 ];

// CHIMCOK KOIOB CTOMAaTOJIOTMUECKUX CIelMasibHOCTeN (npmuMep mig Ydel, 0Jsd
KOHKPETHOT'O permoHa BMecTO ufa momcTaBMTL COOTBETCTByKIEE HaMMeHOBaHMUE)
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Sconfig['ufa'] ['STOM LSP CODE LIST'] = [ 526, 527, 528, 529, 530, 559,
560, 561, 562, 626, 627, 628, 629, 630, 659, 660, 661, 662, 826, 827, 828,
829, 830, 859, 860, 861, 862 ];

// MakcuMaJibHOE BpeMs OXMIAaHMS OTuéTa
Sconfig['ReportMaxExecutionTime'] = 1800;

// BpeMsa KsoUMPOBAHMS OTUETA, MUH.

// B TeueHue 3TOTO BpeMeHM, COOPMMPOBAHHEII TEM Xe& [10JIb30BaTeJIeM, C TEeMU Xe
napamMeTpamu OTUET He OyrneT GopMMPOBATHCS 3aHOBO, a OymeT OpaTbCa T'OTOBEIM C
cepeepa

Sconfig['ReportCacheTime'] = 5;

// MaccuB OOMNOJIHMTEJILHEIX apMoB Ha CMII cepsepe
$Config['ADDITIONAL_SMP_ARMS'] = ['mstat'];

// BOBMOXHOCTb INOOaBJSTb KapTe CMI m3 APM Men. CTaTUCTMKA
Sconfig['MedStatAddCards'] = true;

// Hactpoiixu NODE JS

define ('NODE ENABLED', false);

define ('NODEJS_SERVER HOSTNAME', '127.0.0.1");
define ('NODEJS_HTTPSERVER PORT', '9900');
define ('NODEJS_SOCKETSERVER PORT', '9999');

// NODE JS mnpokxcyu mOjs nopTasa

// 1. nnsa wMmeHM xocTa 00d3aTesIbHO yKaswBaTh npoTokos (http:// wmim
https://) B 3aBUCUMOCTM OT TOT'O, B KakoMm pexmMe 3anymeH NODE-SERVER (MOXHO
[IOCMOTPETH [IPM CTapTe cepBepa WM B JiOTax)

// 2. HOMepa MNOPTOB OyOIMPYIOTCS - STO HOPMaJIbHO, T.K. COKET CepBep TeIllepb
VHULMAJIM3UPYEeTCsS dyepes HopT Beb-cepBepa

// 3. ecnu OJOK He BaKOMMEHTMPOBaH. O0g3aTesieH K pasBOpauMBaHMIO CEPBUC
node-portal-

proxy (https://confluence.rtlabs.ru/pages/viewpage.action?pageId=253706886)
define ('NODEJS PORTAL PROXY HOSTNAME', 'http://127.0.0.1");

define ('NODEJS PORTAL PROXY HTTPPORT', '7070'");

define ('NODEJS PORTAL PROXY SOCKETPORT', '7070');

// BKJIOUMTH \BHKJIOUUTL [NOINKJIOUEHME K HOIy-IopTajla M3 KIMEHTa

define ('NODEJS PORTAL ENABLE', true);

define ('NODEJS SMP_HTTPSERVER PORT', '8800');
define ('NODEJS SMP_SOCKETSERVER PORT', '8888');
define ('NODEJS PROMED SOCKET PORT', '9995');
define ('NODEJS CONTROL ENABLE', true);

define ('NODEJS VIDEOCHAT SOCKET HOST', 'https://promed.promedweb.ru');

define ('NODEJS VIDEOCHAT SOCKET PORT', '9991');

define('NODEJS_VIDEOCHAT_ENABLE', true) ;

define ('NODEJS VIDEOCHAT ICE SERVERS', '[{
"urls":"stun:stun.l.google.com:19302"

1N

// TyTb K cHOpaBKe

define ("CONFLUENCE PATH", "https://confluence.rtlabs.ru/display/main/");
define ("CONFLUENCE AUTH PATH",
"https://confluence.rtlabs.ru/?os_authType=basic&os_username=users_ perm&os
_password=qlW@e3RS") ;

define ("WIKI_PATH", "https://192.168.36.64/wiki/perm/wiki/");

// TyTb kK BupTy
define ("BIRT SERVLET PATH", "http://perm.swn.local/birt-viewer/");
define ("BIRT SERVLET PATH ABS", "http://192.168.37.44:8080/birt perm/");

// BKIJIOUUTH [IOIONEPXKY KapTpuIepa
define ("CARDREADER IS ENABLE", true);
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// BKJOUMTEL JIOTMH o JSIII
define ("ECP_IS ENABLE", true);

// TlyTb mo JIOKanbHOTO BebcepBuca
define ("LOCALPHP", "http://perm.promed/");

// DKCHOPT IaHHBIX
// OnpemesieHre NOyTeM IJid 3KCIOpTa BCexX NaHHBIX B EIIN.MUC

// KopHeBOM kaTajioT IJis SKCIopTa

define ("EXPORTPATH ROOT", "export/");

// Karajor njs SKCHOpTa WTAaTHOTO pacnmcaHus OPMII

define ("EXPORTPATH STAFF", EXPORTPATH_ROOT."Staff/");

// KaTajor Ojs SKCHOPTa perucrpa HO opdaHHEM 3ab0JIeBaHMUSIM

define ("EXPORTPATH ORPHAN", EXPORTPATH ROOT."orphan register/");
// Karajor njs SKCIOpTa peecTpoB

define ("EXPORTPATH REGISTRY", EXPORTPATH_ROOT."register_files/");
// KaTajyor njs SKCIOPTa NPUKPEIJIEHHOTO HaCEJIeHUS

define ("EXPORTPATH ATACHED LIST", EXPORTPATH_ROOT."attached_list/");
// KaTajyor Ojs SKCHOpTa peecTpa MeIpabOoTHMKOB
define("EXPORTPATH_MEDPERSONAL_LIST",

EXPORTPATH ROOT."medpersonal list/");

// Karamor nnsa skcnopra M3C"

define ("EXPORTPATH MES", EXPORTPATH_ROOT."mes_files/");

// Karamor njs sKcropTa
define("EXPORTPATH_DD",
// Karamor njs sKcropTa
define("EXPORTPATH_DO",
// Karamor njs sKcropTa
define("EXPORTPATH_PL",
// Karamor njs sKcropTa
define ("EXPORTPATH PS",
// Karamor njs sKcropTa
define ("EXPORTPATH PC",
// Karamor njs sKcropTa

perucTtpa no I

EXPORTPATH ROOT."dd files/");
permcrpa 110 nOeTdaM CHUpOoTaM
EXPORTPATH ROOT."do files/");
TAII B B
EXPORTPATH ROOT."pl files/");
KBC

EXPORTPATH ROOT."ps files/");
KapTOTEeKM

EXPORTPATH ROOT."pc files/");
IIOONMCAaHHEIX ITOKYMEHTOB

define ("EXPORTPATH SIGNED", EXPORTPATH ROOT."signed files/");
// KaTajor Ojs SKCHOpTa Ind gwerty u peecTpa QOoHIA M3 WMTATHOTO PaCIMUCAHUS
JIITY

define ("EXPORTPATH LPU STAFF QWERTY REG FOND",

EXPORTPATH ROOT."lpu staff gwerty reg fond files/");

// Karamor mns skcrnopra DBF bainoB 0Jsg MUHCHMCTEPCTBA TpPyHa
define ("EXPORTPATH LABOR", EXPORTPATH ROOT."labordep files/");
// Karamor nns skcrnopra DBF bdaino nms BCMD

define ("EXPORTPATH BSME", EXPORTPATH_ROOT."bsme_files/");

// KaTajior njs XpaHEeHUs BSJIEKTPOHHEIX MEOVUMHCKUX IOKYMEHTOB
define ("EXPORTPATH EMD", EXPORTPATH_ROOT."emd_files/");

// Karamor mns skcrnopra PDF darion

define ("EXPORTPATH PDF PRINT", EXPORTPATH_ROOT."pdf_print/");
// Karamor mjs skcrnopra koedHoro doHma (mis CamMaphl)

define ("EXPORTPATH HOSPITAL BED FOND",

EXPORTPATH ROOT."hospital bed fond files/");

// Karamor mns skcnopra JjioroB (unit of trading)

define ("EXPORTPATH UOT", EXPORTPATH_ROOT."uot_files/");

// Karamor mns skcrnopra ueH Ha XHBIII

define ("EXPORTPATH JNVLP_ PRICE", EXPORTPATH ROOT."jnvlp price files/");
// Karajor mjs 3KCIOpTa CBOIHEIX 3asBOK

define ("EXPORTPATH CONSOLIDATED REQUEST",

EXPORTPATH ROOT."consolidated request files/");

// Karajor mjs SKCHOpTa COIEPXMMOTO pPerMcTpa OCTATKOB

define ("EXPORTPATH OSTAT REGISTRY",

EXPORTPATH ROOT."ostat registry files/");

// KopHeBOM kaTajior mJjd mMmropTa Gbaiios
define ("IMPORTPATH ROOT", "uploads/");
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// KopueBoit kaTajor njsa dbopmmpoBaHus (aisoB oTuéron OJIK

define ("DIRECTORYPATH", IMPORTPATH ROOT . "Directory_files/");
// KopHeBOM kaTasior misd GaljioB MOJIb30BATEJIEN B paMkKax Npobmient
define ("USERSPATH", IMPORTPATH ROOT . "users/") ;

// KopHeBOM kaTajior njsa xpaHeHusa ¢anmioB opraHmz3aumi (B T.4d. MO)
define ("ORGSPATH", IMPORTPATH ROOT . "orgs/");

define ("ORGSPHOTOPATH", ORGSPATH . "photos/") ;

// KopHEBOM kaTajioT IJid NPUKPEIJIEHHHX K COOOmeHMIM GanioB
define ("FILESSPATH", IMPORTPATH ROOT . "messages/");

// KOopHEeBOM KaTaJjior IS M300pa)xeHum IpernapaTosB

define ("DRUGSPATH", IMPORTPATH ROOT . "drugs/") ;

// KopHeBOM kaTajloT mjsd HOKyMeHTOB EvnMediaFiles

define ("EVNMEDIAPATH", IMPORTPATH ROOT . "evnmedia/") ;

// KOpHeBOM KkaTajioT IJjisg IOKyMeHTOB pmMediaData

define ("PMMEDIAPATH", IMPORTPATH ROOT . "pmmedia/") ;

/]2

define ("VALIDATE ROOT", "validate");

// KOpHEBOM KaTaJIoT COoxpaHeHus O(aiyoB OTUYETOB
define ("REPORTPATH ROOT", "export/reports/");

// TyTb 0O MNPOKCUPYWOIETO KOHTPOJIJIepa OTUETOB
define ("REPORT CONTROLLER", '/?c=ReportRun&m=Run');

// TlapameTprl BJ] mjs xXpaHeHUs CeCCum

define ('USE DBSESSIONS', FALSE);
define('SES§IONDB_HOSTNAME', "192.168.36.61");
define ('SESSIONDB USER', NULL) ;

define ('SESSIONDB PASS', NULL);

define ('SESSIONDB DBNAME', "PHP session");
define ('SESSIONDB TABLE', "PHPSessions");

// Topran "K Bpauy" (1 - cTapei, 2 - HOBHIZ)
define ('KVRACHU TYPE', "2");

// Basza c noJbp30BaTeyaMu P
define ('ACCDATABASE', "UserPortal");

// E-mail, C KOTOPOTO OTIPABJIANTCH yBEIOMJIIEHUS
define ('KVRACHU MAIL', "reg@k-vrachu.ru");

define ('KVRACHU MAIL PASS', "x**");

define ('KVRACHU MAIL DESCR', "Cucrema ysBemommeHmn") ;

// TyTb no coobuehnusda o6 OTCyTCTBUM Gears (ycTapeso)
define ('GEARS WARNING', "/?c=portal&m=article&id=3");

// TOyTb k wpubram mis FPDF
define ('FPDF_FONTPATH', APPPATH . 'libraries/fpdfl6font/');

// BKIOUUTH JIOTMpPOBaHMe B textlog
define ('DOLOG', TRUE):;

// Tyrb k PACS Ipomen
define ('PROMED PACS AETITLE', 'DCMA4CHEE');

define ('PROMED PACS IP', '192.168.36.159');
define ('PROMED PACS PORT', '11112');

define ('PROMED PACS WADOPORT', '8080');
define ('PROMED PACS HTTPS WADOPORT', '8443');

// PACS cepsBuc

define ('PACS SERVICE IP','192.168.36.226");
define('PACSisERVICEiPORT','8080');

define ('PACS SERVICE NAME', 'DCMWebService');

// STOMP-coobueHns
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// TpebyeTcsa nompoBHOE ONMCaHue

define('STOMP_MESSAGE_ENABLE', FALSE) ;

define ('STOMP MESSAGE SERVER URL', 'tcp://192.168.36.208:61613");
define ('STOMP MESSAGE DESTINATION RULE', ' /queue/ru.swan.fer.Rule');
define('STOMP_MESSAGE_DESTINATION_SLOT', ' /queue/ru.swan.fer.Slot");
define('STOMP_MESSAGE_TIMEOUT', 2);

// QOuepemnb COOOBUEHUN

define('STOMPMQ_MESSAGE_ENABLE', TRUE) ;
define('STOMPMQ_MESSAGE_SERVER_URL', 'tcp://192.168.37.3:61613");
define ('STOMPMQ MESSAGE DESTINATION RULE', ' /queue/ru.swan.directory');
define ('STOMPMQ MESSAGE DESTINATION SLOT', ' /queue/ru.swan.person') ;
define('STOMPMQ_MESSAGE_TIMEOUT’, 2);

// Crnyxba npoBepku nommucu JAX-RS
define ('SIGN SERVICE URL', 'http://192.168.37.3:8081/service/api');

// HacTpOMkKM NOOKJIOUEeHMs (JIOTMH U [HapoJib) K JIMC mJjid NOoJiydeHMsS CIPaBOUYHMKOB
define ('LIS LOGIN', "admin");
define ('LIS_PASSWORD', '***');
define ('LIS CLIENTID', '***');

// TyTb no mnopraja K-Bpauy
define ('KVRACHU URL', 'https://swantest.k-vrachu.ru');

// HacTpoiika cepBuca nonmucanms JJIH mms oCC

Sconfig['EvnStickServiceEncryption'] = true;

Sconfig['EvnStickServiceEncryptionCert'] =

'documents/FSS_TEST CERT 2020 GOST2012.pem';

if (Sconfig['EvnStickServiceEncryption']) {
Sconfig['EncryptionServiceUrl'] =

'http://192.168.37.32:8180/jcpCipher/CipherServicelmplService?WSDL"' ;

Sconfig['EvnStickServiceUrl'] = 'https://docs-
test.fss.ru/WSLnCryptoVll/FileOperationsLnPort?WSDL';
} else {

Sconfig['EvnStickServiceUrl'] =
'http://193.148.44.24/FSSWSLn/FileOperationsLnPort?WSDL' ;
}

// TOyTb no openssl c nonmepxkor GOST-2012-256 HyXeH Id MNPOBEPKM xXd2lla U
IPOBEPKM MOONMCAHNS

Sconfig['OPENSSL PATH'] '/usr/bin/openssl’';

Sconfig['OPENSSL CONF'] '/etc/ssl/openssl.cnf';

Sconfig['RHASH PATH'] = '/usr/bin/rhash';

// VnentudukarTop naumeHTa ms O3P
Sconfig['FER PERSON ID'] = 3615838;

// Hactpomku Wialon
define ('"WIALON API URL', 'http://wialon.03.perm.ru:8026/ajax.html"');
define ('WIALON IMAGE HOST', 'http://wialon.03.perm.ru:8022"');

// Hactpomku cepBuca EIVICCO
define ('EGISSO REST URL',
'https://promed.promedweb.ru/PortalGateService/webresources/rest/execdson'

)

// Hactpoykmu CIIIIP
$config['DSS API URL'] = 'http://192.168.37.3:2071"';

// Cnmcok MO, KOTOPBIM INOCTYIIHEI HOBBle APM Bpaua MNOJMKIMHUKM ¥ 3MK
Sconfig['LPU _LIST WITH ALLOWED EXTJS6 ARMS'] = [
10010833 => [
'LpuSection' => [ 99560017734 ] // COMCOK OTHOENE€HWM, IOCTYIIHEL
HOBBIe APM Bpauda NOJMKIMHUKM ¥ OMK

1y
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10010833 => [],
13002730 => [],
13002737 => []
10010817 => [],
9990000183 => [],
150185 => [],
9990000166 => [],
13002362 => [],
9990010223 => [],

4

1;

// Barpyska ExtJS 6 6es ExtJS 2.
$Config['USE_EXTJS6_ONLY'] = false;

// HacTpolika NOINKJIOYeHMS K BJl IJjsS NPOBEPKM YUETHHX INOKYMEHTOB Ha BXOXIEHNE
B PEeeCTpEl
Sconfig['RegistryChecksDBConnection'] = 'default';

// CHOMCOK BJIEKTPOHHEIX Oouepernel, IS KOTOPHEIX HOJDXKHA MCIIOJIb30BATHCH
HeJMHEelMHasa cxeMa ofciyxuBaHusa ero 110
$Config['NON_LINEAR_ELECTRONIC_QUEUE_LIST'] = [ 92 1;

// MuHMUMAabHOE BpeMd NPeIjoXeHus MecTa B 20
Sconfig['MinTimeQueue'] = 2;

// BaszoBas YacTb OJig CCEUIOK B Ipumax CopaBouHMK MHOOMATOB M CHPaBOUKMK
BJIEKTPOHHEIX TabJio
Sconfig['infomat base'] = 'https://swantest.k-vrachu.ru';

define('USE_POSTGRESQL', '"TRUE") ;
define('USE_POSTGRESQL_LIS', '"TRUE") ;
// Vicmombzyem s BJl PostgreSQL
SusePostgre = false;

// Vicmombzyem s Bl PostgreSQL mms JIUC

SusePostgrelLis = false;

// s TEeCTOBHX CEPBEPOB MOXEM BKJLOUATH/BHKJIOUATL MCIOJb30BaHMe Bl
PostgreSQL uepes COOKIE

if (isset(Sconfig['IS DEBUG']) && Sconfig['IS DEBUG']) {
if (isset (S COOKIE['usePostgre'])) SusePostgre =

$ COOKIE['usePostgre'];
if (isset (S _COOKIE['usePostgreLis'])) SusePostgrelLis =

$ COOKIE['usePostgrelLis'];
}

define ('USE _POSTGRESQL', filter var(SusePostgre,
FILTER_VALIDATE_BOOLEAN));

define ('USE_POSTGRESQL LIS', filter var(SusePostgrelis,
FILTER_VALIDATE_BOOLEAN));

// BubnmoTeka mojd aynomTa

defined('USERAUDIT_LIBPATH') [ define("USERAUDIT_LIBPATH", APPPATH
(USE_POSTGRESQL ? 'libraries/ pgsgl/UserAudit.php'
'libraries/UserAudit.php'));

// BKJIOUUTH MCIIOJIb30BaHMe 6asel emd IJig XPaHEeHMS SJIEKTPOHHBIX MEIULVHCKMX
IOKYMEHTOB
Sconfig['EMD ENABLE'] = true;

// OTkJOUeHME MPOBEPKM cepTudurara
Sconfig['EMD DISABLE CERT_CENTER CHECK'] = true;

// HacTporka cepBuca mHTerpauum c TOOMC
Sconfig['TFOMSAutoInteract'] = [
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'host' => '192.168.37.43",

'port' => '5672',

'user' => 'admin',

'password' => 'admin',

'publisher queues' => |
'common' => 'test input',

'answer' => 'test answer',
1s
'consumer queues' => [
'common' => 'test output',
'answer' => ‘tfomgToPromed.answer',

1y
'init date' => '2019-01-01",
'read only' => false,
'allowed lpus' => [],

17

// Dansele RabbitMQ mysa BzamMmomercTeus c UC "MpobuiaxkTyxa'
Sconfig['ServiceISProf'] = [

'host' => '45.139.16.125', // xocT

'port' => '55672', // nopt

'user' => 'promed svc', // snoruH

'password' => '***' // napoJib

'vhost' => 'Promed', // VirtualHost

'request queue' => 'Income' // HaspaHMe ouepemu

1;

/]2
Sconfig['ExchInspectPlan'] = Sconfig['TFOMSAutoInteract'];

// IHoctyn x IIAK HNI MBY

Sconfig['MBU'] = |
'apiurl' => 'http://194.0.219.199/pdkdl/api/fhir/"', // ampec api
'timeout' => 600

1

/]2

Sconfig['enableSmsTalonCode'] = 'true';

// Comcox mMOeHTHOMKaTopoB MO (CHpaBOUHMK Lpu), SBISKIMKXCS ICUXMATPUYECKUMU
Sconfig['PsycholpulList'] = [
13004374, // IEPMb KKIB (HoBas)
13002453,
10010868,
150225,
150229,
150301,
1502009,
150221,
150059,
10010987,
13002446,
13002528,
10010884,
10011058,
13002676,
13002690,
13002684,
13002683,
13002692,
13002697,
13002687,
13002686,
17

// Kmmou API mnsa Yandex Maps API
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define ('YANDEX API KEY', '');

// TuUm MCHOJIL3YEeMOTO K3la
Sconfig['cache']['use'] = 'mongo';

// HacTpolika XM3HM K3lla B CeKyHIax MOJd HEKOTOPHX Kallel (4TOOGH He JIasUTbh B
KOI NIPU HeOOXOIOMMOCTM M3MEeHEeHUH)
Sconfig['cache']['ttl'] = [
//'LpuBuildingList' => 3600, // Ha uac
//'LpuSectionList' => 1800,
//'LpuUnitList' => 3600,
//'LpuSectionWardList' => 3600,
//'MedServiceList' => 1800,
//'MedStaffFactList' => 1800
1

/]2

Sconfig['minimal'] = true;

// Hactponkmu nys AC MJIO

Sconfig['asmlo server'] = '192.168.37.3:8880/interface'; // cepsep
$config['asmlo_timeout'] = 100000; // raiiMmayT B CeKyHIax
$config['asmlo login'] = 'admin'; // smorun

Sconfig['asmlo _password'] = '***'; // pmaposp

// HacTpoMky MCHIOJb30BAaHMS APXMUBHOM Bl
Sconfig['archive database enable'] = false;
Sconfig['archive database date'] = '2014-01-01';

// 2xcnopr MSEExp
Sconfig['MSEExp'] = [
'host' => '192.168.36.58",
'port' => '21"',
'user' => 'test',
'password' => 'test',
'export folder' => 'export',
'import folder' => 'import',

1;

// BJIOKMPOBKA MEIJIEHHHIX (QYyHKLINMIA
Sconfig['blockSlowbDownFunctions'] = false;
Sconfig['blockedSlowDownFunctions'] = [
'search' => ['exportsearchresultstodbf'],
'personcard' => ['exportpctodbf', 'loadattachedlist'],
'vaccinectrl' => [], // ecsu He ykaszaHb METOIH OJIOKMPYEeTCS BeChb
KOHTPOJIJIED
'vaccine' => [],
'vaccine list' => [],

1

// Hng xoHTpoJlepa Search MOXHO 3abJIOKMPOBATL HEKOTOPHEE BUIOH [IOMCKA,

HanpmuMmep, PIH: Ilomck (SearchFormType = 'PersonCard')

Sconfig['blockedSlowDownSearchFormTypes'] = [
'personcard’

17

/]2

Sconfig['PMU'] = [

'xmlurl' => 'http://logs.promedweb.ru/web04/web/passport/passport-
xml',

'replicatorurl' => 'http://passport.promedweb.ru/PassportReplicator’',
1

/]2
Sconfig['SwServicelis'] = [
'apiurl' => 'http://127.0.0.1:2080/api/lis",
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'timeout' => 30,
'name' => 'Jiuc',
'nick' => 'lis',

1;

Sconfig['SwServiceCommon'] = [
'apiurl' => 'http://127.0.0.1:2080/api/common’',
'timeout' => 30,
'name' => 'Obumy byHKLUMOHAJ',
'nick' => 'common',

1;

/]2
Sconfig['dbReplicatorQueue'] = [
'enable' => false,
'host' => '10.159.8.44",
'port' => '61613"',
'login' => 'sabirov',
'password' => 'x*x*x',
'destPrefix' => '/topic/dbReplicator.VirtualTopic.',
'timeout' => 2,

1;

// TpusHak cepsBepa CMII
Sconfig['IsSMPServer'] = false;

// FCM_KEY mna push ysBemomieHwuit
define ('PUSH _NOTIFICATION FCM KEY', '***');

// DoGaBnenme test id arpmubyTa O aBTO-TECTOB.
Sconfig['TEST ID ENABLED'] = 1;

// KommuecTBO 3ammcelt ofpabaThiBAaeMHX 3a OIOMH 3allyCK 3alaHMs IO I[IEePEHOCY
zanmucen Jjora. Ilo ymojsiuanmio 2000000

Sconfig['PhpLogCountRun'] = 2000000;

// KommuecTBO 3ammcels, oOpabaTHBaEeMEIXx 3a OOMH WAl 3amaHyrsg. [0 yMOJIYaHMO
5000

Sconfig['PhpLogCountStep'] = 5000;

// BpeMms, uepes KOTOPOEe IONyCTMMO IMOBTOPHOE BEINIOJHEHME MNepeHOoCa 3alMcel B
cek. [lo ymosyaumio 1 YWac B CeKyHIax

Sconfig['PhpLogTimeToLive'] = 3600;

Code Block 15 promed.php

proxy_queries.php
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// KOoHOMTYpaLMOHHEIE HOAHHBE IJiS XyKa ProxyQueries

Sconfig['proxy queries'] = [
'enable' => false,

'settings' => [

'http port' => '80',
'httpg_port' => '443",
'timeout' => '5"',

'http auth user' => null,
'http auth passwd' => null,
'session key' => 'proxyq',

1y

// TIOPAOOK NPOKCUPOBAHMUA
'order' => 'allow,deny',

// BampoCH, KOTOPEIE HEe HAIO MNPOKCUPOBATH
'deny' => [

[ 'c'" => 'promed', 'm' => 'getJSFile' ],

[ 'c'" => '"perm promed', 'm' => 'getJSFile' ],
Iy

// BampoCH, KOTOpPEE BCerZa MNPOKCUPYITCSI
'allow' => [],

'server' => '192.168.37.7', // https://perm.swn.local

session.php
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Jicnonp30BaThk IOONOJIHMUTEJIBHED OpaMBep OJja paboTEl C CceCcCHuaMU
BapmaHTEL:

false - xXpaHeHMe CceCcCHUM Kak 3alaHO B HacTpolkax PHP

'db' - xpaHeHMe ceccuy B 0Oa3e IaHHBIX

'mongodb' - xpaHeHue ceccur B MongoDB

/

EE R

Sconfig['session driver'] = 'mongodb';

// BecTu xypHaJl aBTOopMsBauuyi B cucreme (true - Bki, false - BBKJI)
define ('USERAUDIT LOGINS', true);

// ObpaborTumk xpaHeHus ceccuit B MONGODB

if ( isset(Sconfig['session driver']) && Sconfig['session driver'] ==
'mongodb’' ) {
//TNapameTpu B]l BO3BMyTCS M3 KOHOMTAE, a Ha3BaHWe TaOJMLE yTOUYHUM 3IECh
Sconfig['mongodb session settings'] = array('table'=>'Session');

// TomkmnouaeM OuBIMOTEKY IJsa paboTel ¢ ceccusamMy B MOHTOIB

require_once (APPPATH.'libraries/MONGODB SESSIONS.php');

smongodb sessions = new MONGODB_SESSIONS (Sconfig); # cosmaem oOBeKT
}

// Crapryem!
if (!ini get ("session.auto start"))
{
if (!isset($ SESSION)) { // IlpoBepsdeMm He Owljla JIM yXe cCO3maHa
ceccusa, HYXHO €CiiM Mbl HomkJjmouaeM index.php M3 CTOPOHHETO CKPUITA, HAIpUMeEp
TeHEePUM IOKYMEHTALVO
// moctaém napamerp m3 REQUEST URI, kak 3TO HejlaeTcHa B
URI.php (xoTOphDI €lle He BaTpyXeH)
if (!empty($_SERVER['REQUEST_URI'])) {
suri = parse url ('http://dummy’
$_SERVER['REQUEST_URI']);
Squery = isset (Suri['query']) ? Suri['query']

Ty .
’

parse_str($query, S$Sget);
if (lempty(Sget['sess id'])) {
// yCTaHaBJMBAEM TEeKyUMMi MUOEHTUIUKATOP

ceccum
session id(Sget['sess 1id']);
}
}
session_start();
}
} else {
if ( isset(Sconfig['session driver']) && Sconfig['session driver']
== 'db' ) |

die ('Henb3s MCIOJIE30BATHL aBTO3aI'Py3Ky CeCCUll IPpU XPpaHeHUU
ceccum B BIO!');
}
}

sms.php
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/**

*/

* HacTpoMKM »Ojisg OTHNpaBkM SMS

Sconfig['sms'] = [

// BubunmoTeka, uepes KOTOpyw ornpasjgeM CMC
'1lib' => 'SMSTraffic',

// JIOTMH y4YeTHOM 3amnmucu njs oTnpaBku CMC
'login' => 'swan:test',

// TlapoJsib ydyeTHOM 3anmcu njg oTnpaBku CMC
'password' => '***1,

// OrnpaBuTesb
'sender' => 'k-vrachu.ru'

timetabletypes.php
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// HacTporka oToOpaxeHus OMPOK B BaBUCHMMOCTM OT THUIIA
Sconfig['types'] = [

[

1y

'id' => 1,

'name' => 'OOviuHasa',

'style' => 'background-color: #ddffdd;"',

'style person' => 'background-color: #ffdddd;',
'sources' => [ 1, 2, 3, 4, 5, 6, 7, 8, 91,
'places' => [ 1, 2, 3 1,

tid' => 2,

'name' => 'PezsepBHasa',

'style' => 'background-color: yellow;',

'style person' => 'background-color: orange;',
'sources' => [ 1, 2, 3, 4, 51,

'places' => [ 1, 2, 31,

'id' => 3,

'name' => 'IljaTHas',

'style' => 'background-color: #ff99ff;"',

'style person' => 'background-color: #£f£9999;"',
'sources' => [ 1, 2, 3, 4, 51,

'places' => [ 1, 3 1,

'id' => 4,

'name' => 'Bupxa nnsa LI3',

'style' => 'background-color: #66ccece; ',

'style person' => 'background-color: #227777;"',
'sources' => [ 1, 2, 3, 4, 5, 71,

'places' => [ 1 ],

'id' => 5,

'name' => 'Ilo HanpaBJieHUO',

'style' => 'background-color: #eebb88;"',

'style person' => 'background-color: #aa9966;"',
'sources' => [ 1, 2, 3, 4, 51,

'places' => [ 1, 3 1,

'id' => o6,

'name' => 'DOkcTpeHHasa',

'style' => 'background-color: #66££f00;"',
'style person' => 'background-color: orange;',
'sources' => [ 1, 2, 3, 4, 51,

'places' => [ 2 ],

tid' => 7,

'name' => 'Ilna Bpauey ceoey JIIY',

'style' => 'background-color: #66££00;"',
'style person' => 'background-color: orange;',
'sources' => [ 3 1,

'places' => [ 1, 2, 3 1,
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// comcok, KOTOPHE OIpenesseT KaKue HaHHBE HYXHO JIOIMporaTh B RESTLog Y-m-
d.log mug xaxmoro 3amnpoca

Sconfig['rest log params'] = ['uri', 'method', 'params', 'api key',

'ip address', 'time', 'authorized'];

promed.conf (B nginx)

PervoH ykasbiBaeM B HacTpomnkax nginx, Hanpumep, krasnoyarsk:

fastcgi param REGION krasnoyarsk;
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6 HacTpounka BnoeocBaA3un

6.1 PasBopa4ymBaHue cepBuca Ha nodejs. docker-
compose.ym|

version: '2'
services:
nodevideochat:

image: docker.promedweb.ru/node-video-chat:8
container name: node-video-chat
restart: unless-stopped
ports:
- "9991:9991"

Code Block 16 docker-compose.yml

6.2 HacTtpoukn ELIN.MUC

6.2.1 promed.php

define ('NODEJS VIDEOCHAT SOCKET HOST', 'https://ADDRESS');
define ('NODEJS_VIDEOCHAT SOCKET_PORT', '9991");

define ('NODEJS_VIDEOCHAT ENABLE', true);

define ('NODEJS_VIDEOCHAT ICE_SERVERS', '[{

"urls":"stun:stun.l.google.com:19302"
boo A
"urls": "turn:turn.promedweb.ru:5349?transport=udp",
"username" :"admin",
"credential":"admin999"

P1Y)

Code Block 17 promed.php

ADDRESS - Heob6xoammo noMeHsiTb Ha TOT agpec Bawero ELIN.MWC no kotopomy paboTaet

BaLl BuaeouaT cepBep, B Maeane no Tomy xe agpecy, 4to u paboraet cam ELIN.MAC.
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6.3 HacTtpouku noptana

6.3.1 site.php -pabota web nopTana

'nodejs_videochat socket host' => 'https://ADDRESS',
'nodejs_videochat socket port' => '9991"',

'nodejs_videochat enable' => true,

'nodejs_videochat ice servers' =>
'[{"urls":"stun:stun.l.google.com:19302"}, {"urls":
"turn:turn.promedweb.ru:5349?transport=udp",
"username" :"admin", "credential":"admin999"}] "',

// npuMmedaHue OJid SKCIJlyaTaumm: B KOHQMIe nBa MaccuBa 'record' m sTO

HE BjioxeHHBM B 'service' => array(....'record'), a OTIEeJbHHEINM MaCCUB
'record’
'record' => array (
'videoChatIsOn' => true, // mpm3HaK, UYTO BMIOEOUYAT BKJIOUEH
'timeForVideoChat' => 15, // Bpemsa OTBemeHHOE Ha KOHCYJILTALMO B
MUHY TaXx

);

Code Block 18 site.php

Hapo nomeHaTb ADDRESS

6.3.2 regions.php - paboTa Yyepe3 MO6UNbHOE NPUSTOXEHUE

'perm' => array (
'nodejs_videochat socket host' => 'https://ADDRESS',
'nodejs_videochat socket port' => '9991"',

'nodejs_videochat enable' => true,
'nodejs_videochat ice servers' => array (
array('urls' => 'stun:stun.l.google.com:19302"),
array (
'urls' => 'turn:turn.promedweb.ru:5349?transport=udp’',
'username' => 'admin',

'credential' => 'admin999'

Code Block 19 regions.php

[laHHble HacTponkM Ha nepmckoM k-vrachu.ru genatrTcs. nepBoHa4YanbHO BCe MOBUIbHbIE
yCTpomncTBa 06paLLaloTC MIMEHHO K HEMY.
Hago nomeHsaTb ADDRESS

6.4 HacTtpomuka 6anaHcupoBLMKaA

video.conf
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server {

listen 9991 ssl;
server name ADDRESS;
include ssl/ecp.ssl;

access_log
/var/log/nginx/node video access.log;

error log B -
/var/log/nginx/node video error.log;

open file cache errors off;

location / {
Proxy pass
http://ADDRESS_NODE:9991;

include
params/nodejs.conf;

proxy set header Access-Control-
Allow-Origin *;

}
}

Code Block 20 video.conf

ADDRESS_NODE - Agpec pa3BepHyToro nodejs KoHTerHepa

6.4.1 nodejs.conf

proxy connect timeout 15;

proxy send timeout 60s;

proxy read timeout 600s;

proxy http version 1.1,

proxy set header Upgrade
Shttp upgrade;

proxy set header Connection
Sconnection upgrade;

Code Block 21 params/nodejs.conf

6.4.2 nginx.conf

map Shttp upgrade S$connection upgrade {
default upgrade;
'" close;

Code Block 22 nginx.conf

6.5 lMpumeyvaHus
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7 HacTpomnka permoHanbHbIX NapamMeTpoB nNpu
pa3BopaymBaHuu "KopobouHon" Bepcun ELUIN.MUC

AJpbirest cuMTaeTCsa 3TaNoOHHLIM PEMMOHOM A5t KOpobOoYHOI Bepcum cuctemsl. [MNpu
pa3BopaYMBaHMM HOBOFO PErMOHa HYXXHO CKOMMPOBaTb KOH(UIM C PpErMoHarnbHbIMM
napameTtpamu paremeters_client.php n paremeters_server.php us promed/parameters/adygeya
B @aHanorM4Hyto narky Ans 3Toro pervoHa.

)J,aaneVlmyro HaCTpOVIKy napameTpoB permoHa MOXXHO BbIMOJITHATbL Clneayrwnm o6pa30M:

1. Hawntu cuctemHoe HasBaHWe nNapamMmeTpa B KOHUrypaumoHHOM dhaine ¢ napameTpamu no
ymonyaHuto promed/parameters/parameters_client.php n
promed/parameters/parameters_server.php. o koMmeHTapusim K napameTpam
OMNPELENUTb HYXXHbIA NapaMeTp.

2. HanTn Takon xxe napameTp B permoHanbHOM KOHUIypaumMoHHOM dainne
promed/parameters/{pernon}/parameters_client.php n
promed/parameters/{pernon}/parameters_server.php. Ecnu napameTtpa B permoHasibHOM
dharine HeT, TO CKONMMPOBATL €ro u3 panna ¢ napameTpaMmm No YMONYaHMIO.

3. V/I3MeHUTb 3HauYeHMe napameTpa Hy>HbIM 06pa3oM. [apameTp MOXET UMeTb 3Ha4YeHUe
ofHoro u3 Tmnog: null, 6ynesbli, YNCNOBOW, CTPOKa UM MAcCUB 3HAYEHWI NEPEYNCIIEHHbIX
TWNOB.

KoHdurm npaeaTca akcnnyatauuneint. KoHdpurn He gobasnstoTtes B .gitignore.

PaspaboTtka nocrne gobaeneHns HOBLIX NapameTpoB B 3a4aye ykasbiBaeT ux B none "[encraus
npu obHoeneHun". Mpumep no KCI/KCINTM/rpynnnpoBke B 3agadve https://jira.is-
mis.ru/browse/PROMEDWEB-21882:

[ob6asuTb NnapameTpbl B promed/parameters/parameters_server.php:
/* Pacuet KCI™ BbInonHseTcsa xpaHnumon oyHkumen */
$config['EvnSection_model_CalcKSGByStoredFunction'] = false;

/* Pacuet KCJII BbinonHseTca xpaHnmon oyHkumen */
$config['EvnSection_model_CalcKSLPByStoredFunction] = false;

/* PacyeT rpynnmMpoBKM BbIMOSTHAETCA XPaHUMOWN pyHKUmen */
$config['EvnSection_model_CalcGroupByStoredFunction'] = false;

[ob6asnTb NnapameTpbl B promed/parameters/yanao/parameters_server.php:
/* Pacuet KCI BbInonHseTcsa xpaHnmon oyHkumen */
$config['EvnSection_model_CalcKSGByStoredFunction’] = true;

/* Pacuet KCIII BbinonHseTca xpaHnmon oyHkumen */
$config['EvnSection_model_CalcKSLPByStoredFunction] = true;

/* PacyeT rpynnmMpoBKuM BbIMOSTHAETCA XpaHUMOW pyHKumen */
$config['EvnSection_model_CalcGroupByStoredFunction'] = true;
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8 Hactpouku B[] nocne pa3BepTbiBaHUA.

Mocne pa3BepTbiBaHUA bl Heobxoaumo BPYy4HYIO NpoBeCTU cnenywwmne DENCTBUS:

1. YcraHoBKa 3Ha4eHusi permoHa.
3HaveHune pernoHa onpegensetcs npouenypon GetRegion().

Ons nepson Bepcun dbo.getregion He06x0aAMMO yCTaHOBUTL BO3BpaLLaeMoe 3HavYeHue
Koga pervioHa.

CREATE OR REPLACE FUNCTION dbo.getregion ()
RETURNS integer

LANGUAGE plpgsqgl

AS S$function$

declare r integer;

User Name varchar;

begin

r:=1; --YCTaHOBUTHL 3HAaUeHME KOIa PeTrMoHa.
return r;

end;

$function$;

B cnyyae ecnu yctaHoBrneHa BTopas Bepcusi npoLeaypbi
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CREATE OR REPLACE FUNCTION dbo.getregion ()
RETURNS integer
LANGUAGE plpgsgl
AS S$function$
declare r integer;
User Name varchar;

begin
--dbo.GetRegion Bepcus 2.0
r:=0;
User_Name : =current_user;
begin
SELECT to number (current setting('Session.Region')) into r;
EXCEPTION
when others then r:=0;
END;
--RAISE notice 'Session.Region %', r;

if r=0 then
if User Name like 'web promed$'then
User Name:=regexp replace(User Name, ' ["0-9]+', '');
if ISNUMERIC (User Name) = 1 then
r:=to_number (User Name) ;

end if;
end if;
end if;
--RAISE notice 'web promed %', r;
if r=0 then
select region id into r from pmuser region where
pmuser_name=mer(User_Name);
end if;
--RAISE notice 'pmuser region %', r;
r:=coalesce (r, 0) ;
--RAISE notice 'coalesce %', r;
if r=0 then
r:=COALESCE (to_number (dbo.get sysparametr('region')),0);
end if;
if r=0 then
r:=59;
end if;
SELECT to number (set config('Session.Region', r::varchar, False)) into
--RAISE notice 'set Session.Region %', r;
return r;
end;
$function$

’

TO Heo6xoaMMo B Tabnuue napameTpoB HACTPOWUTL PErVOH U CABWI MO BPEMEHW ANs
TEKyLLEero pervoHa
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--BeecTu [Koxm permnonal]
INSERT INTO dbo.sysparametr

10:56:42.511380" : : timestamp)
ON CONFLICT ( sysparametr id ) DO UPDATE SET

00:00:00"::timestamp, sysparametr value='[Kon peruonal ',

-- Beectu '[coBur epemenu]' B ¢popmare '+HH:MI'
INSERT INTO dbo.sysparametr

values (3, 'timezone', 'Coeur BpemeHu','1900-01-01 00:00:00"'::timestamp, "’
10:56:49.774212" : : timestamp)
ON CONFLICT ( sysparametr id ) DO UPDATE SET

00:00:00"::timestamp, sysparametr value='[coBur_ spemenu]',

(sysparametr id, sysparametr tag,sysparametr name, sysparametr begdate, sysparametr value,p
values (2, 'region', 'Kon permona', '1900-01-01 00:00:00'::timestamp, ' [Kong peruoral',1,1,'2

sysparametr id=2,sysparametr tag='region',6 sysparametr name='Konm permoHa',sysparametr beg

pmuser insid=1l,pmuser updid=1, sysparametr insdt='2020-09-07 09:43:14.404389'::timestamp,

(sysparametr id, sysparametr tag,sysparametr name, sysparametr begdate, sysparametr value,p

[coBur Bpemenu] ',

sysparametr i1d=3,sysparametr tag='timezone', sysparametr name='Cneur BpemeHn', sysparametr

pmuser insid=1l,pmuser updid=1, sysparametr insdt='2020-09-07 10:36:30.535680"'::timestamp,

1. YcrtaHoBKa gmnana3oHa CUKBEHCOB.

[nsa obecneyenns rnobanbHOM He NnepecekaeMocT 3HavyeHun |D ycTaHaBnuBaem npasuna Ans

BHOBb co3gaBaembix B[]
HayvanbHble 3Ha4veHus Bcex ID onpegensoTca cneayowmmM obpasomM

0 000 00 00 XXX XXX XXX

I T I

[ | |1 |- [eBaTb 3HakoB. [MpupallyBaemoe 3Ha4yeHne 3HavyeHne

I I [Ba 3Haka. Homep cepsepa no nopsiaky (10 -PROD,20 -DEV,30-
TEST,40-Release)

| | | [Ba 3Haka. Kog rpynnbl/yHKUMOHANbHOW NPUHAAIEXHOCTH (

Yenosek - 1, JINC - 2, MonuknuHuka - 3, CtaumoHap - 4, CMI1 - 5, OTyeTHbIN - 6, PeecTpbl - 7

PesepBHbin CMI1 - 8, Pabouas Npomega - 9)

| | Tpu 3Haka. Kog pernoHa (Mepmckuin Kpan- 059, bawkopTocTaH -002,
Kpbim 082 u 4. [1na Kasaxctana koga Buga 101,102 )

| OAauH 3Hak. He 3anonnHsem

[lna nameHeHnsa ananasoHa CMKBEHCOB ncnosnb3yeTcd OaHHbIN CcKpunT.
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do
$S
declare
sgltext varchar (1000);
rec record;
min value varchar (20);
max value varchar (20);
min value int wvarchar (10);
max value int varchar (10);
begin
/* https://redmine.swan-
it.ru/projects/knowledgebase/wiki/lpaBuna_dopmmuporannus ID

0 000 00 00 XXX XXX XXX
. [l |

[ L T IeBaTh 3HAKOB. llprpaumMBaeMoe 3HAUEHMe

3HaueHue

| \ | ——— = IBa BHaka. HomMep cepBepa O MNOPAIKY

| | e IBa sBHaka. Konm rpymnmisl/dyHKLIMOHAIBEHOMN
npuHanyexsoctu ( Yesosex - 1, JMC - 2, Ilomuximuumka - 3, Craumonap - 4, CMII
- 5, OruerHet - 6, PeecTpel - 7 )

| - Tpwr 3Haka. Konm permoxHa (IlepMmckuit Kpar- 059,
BamkopTocTtaH -002, Kpem 082 m Tn. [ns KazsaxcraHa kxoza Bmma 101,102 )
——————————————————————————————— OmuH 3Hak. He szanosHsaem

*/

min value:='0"'|| lpad(dbo.getregion()::text,3,'0") || '0101000000001";
max value:='0"'|| lpad(dbo.getregion()::text,3,'0") || "'"0101999999999";
if dbo.getregion()<100 then

min value int:= lpad(dbo.getregion()::text,3,'0") || '1010001';
else

min value int:= lpad(dbo.getregion()::text,3,'0") [| '101001"';
end if;

max value int:='2147483647";
for rec in (select nspname,relname,pg sequence.* from
pPg_catalog.pg sequence pg_sequence
join pg_class on pg class.oid=pg_sequence.seqrelid
Join pg_namespace on pg namespace.oid=pg_class.relnamespace
--and relname='descriptions descriptions id seq'
and (relname not like 'pmgen $' or relname= 'pmgen pmgen_id seq')
where segmin<>cast(min value as bigint) and segmin<>cast (min value int
as bigint)
--and segmax>cast (min value as bigint)
order by 1,2) loop -
if rec.segmax>2147483647 then
if rec.segmax<cast(min value as bigint) then

sgltext:= 'alter SEQUENCE
'|lrec.nspname||'."'||rec.relname|| ' MAXVALUE '||max valuel||';"';
execute (sgltext) ;
end if;
if rec.segmin>max value::bigint then
sgltext:= 'alter SEQUENCE
'||rec.nspname||"'."'||rec.relname|| ' MINVALUE 1 RESTART WITH 1';
execute (sgltext) ;
end if;
sgltext:= 'alter SEQUENCE
'|lrec.nspname||'."'||rec.relname|| ' RESTART WITH '||min valuel||';";
sgltext:= sqgltext||chr(13) | |chr(10)]|]|'alter SEQUENCE
'| |lrec.nspname||"'."'||rec.relname|| ' INCREMENT BY 1 MINVALUE
'I'lmin_value||' MAXVALUE '||max value||' START '||min value||' CACHE 1 NO

CYCLE; ';
execute (sgltext);
else

if rec.segmax<cast(min value int as bigint) then
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sgltext:= 'alter SEQUENCE

'|lrec.nspname||'."||rec.relname|| ' MAXVALUE '||max value int]|]|';"';
execute (sgltext) ;
end if;
if rec.segmin>min value int::bigint then
sgqltext:= 'alter SEQUENCE
'"| |[rec.nspname| | '."||rec.relname|| ' MINVALUE 1 RESTART WITH 1°';
execute (sgltext) ;
end if;
sgltext:= 'alter SEQUENCE
'"|lrec.nspname| |'."'||rec.relname|| ' RESTART WITH '||min value int|]|';"';
sgltext:= sqgltext||chr(13) | |chr(10)]|]|'alter SEQUENCE
'"| |[rec.nspname| | '."||rec.relname|| ' INCREMENT BY 1 MINVALUE
'l Imin_value int||' MAXVALUE '||max value int||' START '||min value int||'

CACHE 1 NO CYCLE;';
execute (sgltext);
end if;
end loop;
end;

$$

3. YucTka permoHanbHbIX 3HAY€HUMN.
e OuncTtka Bepcuil CrnpaBOYHUKOB:
delete from stg.localdbversion ;
4. Ynctka permoHanbHbIX CXeM
B B[l Ana kakgoro pernoHa co3garTca OTAENbHbIE CXEMbI
e N - ona pacyeTa peecTpos
e IptN - onsa xpaHeHns cTpykTyp B yHMKanbHbIX OTY4ETOB
raoe N - Homep pervoHa.

Mocne passepTbiBaHus B[ Heobx0QMMO yaanuTb CXeMbl YYy>KUX PETMOHOB, U NpU
HeobXoAMMOCTM CO3aaTb CXEMbI A1 CBOETO PErMoHa.



DO

$$
DECLARE

r record;
sql text text;

BEGIN

Sql_text := 'CREATE SCHEMA IF NOT EXISTS ' ||
quote ident('r'||dbo.getregion()::text) || ';';

RAISE NOTICE '$', sql text;

EXECUTE sqgl text;

sql_text := '"CREATE SCHEMA IF NOT EXISTS ' ||
quote ident ('rpt'||dbo.getregion()::text) || ';';

RAISE NOTICE 'S$', sqgl text;

EXECUTE sqgl text;

FOR r IN
SELECT pn.nspname AS schema name FROM pg catalog.pg namespace pn
WHERE pn.nspname NOT IN
('"r'||dbo.getregion() ::text, 'rpt'| |dbo.getregion () : :text)
AND ( pn.nspname ~ '~ (r|rpt) (\d)"')
LOOP

sql text := 'DROP SCHEMA ' || quote ident (r.schema name) || '
CASCADE; ';

RAISE NOTICE 'S$', sqgl text;

EXECUTE sqgl text;

END LOOP;

END;
$S$;

CTpyKkTypa pervoHanbHbIX CXeM pa3pabaTbiBaeTCsl OTAENbHO AN KaXaoro permnoHa u He
BXOOMT B 00LMIA gamn.

5. O6HoBneHue B[

Mpn HeobxoaumocTn npoeecTn o6HoBNneHnst b1 BbinonHB Bbirpyska diff B BL, Liguibase

6. YoaneHuve 13 rnokanbHoOro cnpaBO4YHUKa pernoHarnbHbIX CXeM

delete from stg.regionallocaldblist where localdblist id Iin (select
localdblist id FROM stg.localdblist
where localdblist schema like 'r%' and localdblist schema!='rls');

delete FROM stg.localdblist
where localdblist schema like 'r%' and localdblist schema!='rls';
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9 NamATKa - yctaHOBKa "KOopobo4yHOU" Bepcun B
HoBble pernoHbl ELIN.MUC

N¢3apava WUCMNOJSTHUT OXuAaeMbIn pe3ynbTaTt
enb
1 BblaeneHne MoLLHOCTEN PM + CM
+ OGUP
3akynka nuueHsuin Kpuntollpo - MHoro PI
npoueccopHas no 1 WT Ha KaxgbIi cepBUC
WHTerpaummn + 1 nopTan Kk Bpady + 1 Ha TecT
3aBecTn Onuk B XKupe Ans npuBA3biBaHNS BCEX PI1, CM
3agay 1 NpobnemM No TECTMPOBaHUIO CTeHAa
noAaroToBKka cepBepoB, 6e3 npuknaga Oo3nP HacTpoeHbl BM, aaHbl
poctynbl ansa OOUP + OBA
+ OTC + BHeapeHue?
HacTpownika CYB[] postgres n mongoDB + OBA CYB[ rotosebl Kk
npegoctaenenne npas goctyna OTC, OPC, paBepTbIBAHUIO 3TANOHHOM
BHegpeHue, 3J1M1 B
nonyuuts konuo B "kopobkun" JBA Konuna b1
192.168.36.24/mnt/backup/
(Ecnun HeT pocTyna
obcygutb €
Knumayes Anekcen
JleoHnaoBuyY ) kak 3abpaTb
PassepHyTtb B[] ELIINT.MAC, emd OBA OO0JKHbI 6bITb 6a3bi:
- ocHoBHas Promed
(YctaHosuTb diffbl oo
diff20201002_0001.sql
)
emd,php_log,usrer_portal,|
0g_service
8 [llepenmeHoBaTb CXeMbl NOA TEKYLLNIA PETUOH. U OBA [JOMKHbI ObITb CXEMbI:
BbINonHUTL Hactpoukn Bl nocne passepTrbiBaHUS. - OCHOBHas
- pervoHa
- peecTpoBasi
r<kopg_pervoHa>
- OTYeTHaa rpt<kop
pervoHa>
Kogbl pernoHoe Tabnuua
YTBEDXAEHHbIX MEH
PEMVIOHOB U NX KOAOB
9 Hactpoutb MongoDB YcTaHoBka cepeepa OBA + OTCYTCTBME OLLUMOOK B
XPaHEeHWs CPaBOYHUKOB, JIOrOB, K3LLa, CECCUi O3nP npviknage no obpalleHmo K

BA

74


https://confluence.rtlabs.ru/display/~aleksey.klimachev
https://confluence.rtlabs.ru/display/~aleksey.klimachev
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N<¢3apgaua

N =

R We

0 Nk oOR UgR

NN =N onN O -

[NpoBepka Hann4na Bcex aptedaktos B B[.
3arpyska HeZ4OCTalLWUX JaHHbIX B CIPABOYHUKM,
HeobOXoAMMbLIX 411K Ha4Yana BBO4a Cryyaes.

NonyYnTb KOA AN YCTaHOBKN "KOpPoOKnN" u
nNpoBecTn HacTpowka permoHanbHbIX NapameTpoB
npu paseopaynBaHmm "kopoboyHon" Bepcum
ELIN.MNC

pa3BepHyTb CEPBUCHI Ha Npoasaiike

HactpouTtb Npoaliarik

YCTaHOBUTb N HACTPOUTb OTYETbI N3

git.promedweb.ru/rtmis/report_pg

HacTpouTb 3arpysky oT4eTOB Ha CTeHN

3aBecTtu Y3 B npog-navike

MoaroToBUTL YeK NUCT Ans NPOBEPKU MO BBOAY
crny4aeB B cUCTeEMy, aHanorn4yHo Ageiree
https://confluence.rtlabs.ru/pages/viewpage.action?

pageld=236076865

MpoTecTnpoBaTh BBOA CIy4aeB Mo Yek-rncTy u3
npeabiayLero nyHKTa u OTMETUTb NMPOBEPEHHOE.

MpoBepnTb OTYETDI
MpoBeputb paboTy dunnuHra, opmmnpoBaHue
CYETOB PeecTpoB

PassepHyTb B[] Ha npoaykTnee

PasBepHyTb cepBuCbI Ha NpoayKTuBe

UCNOJSTHUT OXnOaembIn pe3ynbTaTt
ernb

OoTC + HY>XHble CXEMbI U

BunnuHr  cnpaBoOYHMKU Ha MecTe
MO>HO BOCMOJS1b30BaTLCS
CKpUNTamun nsi pasnuBku
AaHHbIX Kopobka.
MakeTHas Murpaums
JaHHbIX AObiren Ha gpyrue
[pervoHbl.

3nn + AkTyanbHas kog

Oo3nP TyT [Mpomen Penus Agplires
- ecp-pg.1.0.25

odunP KOA pasBepHyT Ha
cepBepax 1 3anyckaeTcs
6e3 owmnbok.

Oo3nP B CTEHA MOXXHO 3anTu nop,
Y3 agMuHucTpaTopa

Oo3dnP OTYETbI ECTb Ha CTEHAE U
3anyckaroTcsi
npu Heo6xoanMMoCTH
co3gaHue nanku ans
pernoHa obpaTnTcs K
JlynanguH PomaH
Brnagummposuy

Oo3nP

BHegpenun

e

Bunnuur

Bunnuur

+

BHeapeHn

e+ O0pC

BHeapeHn

e+ O0pC

Bunnuur

OBA

O3nP
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https://confluence.rtlabs.ru/pages/viewpage.action?pageId=261875420
https://confluence.rtlabs.ru/pages/viewpage.action?pageId=261875420
https://confluence.rtlabs.ru/pages/viewpage.action?pageId=261875420
https://confluence.rtlabs.ru/pages/viewpage.action?pageId=261867542
https://confluence.rtlabs.ru/pages/viewpage.action?pageId=261867542
http://git.promedweb.ru/rtmis/report_pg
https://confluence.rtlabs.ru/display/~roman.lupandin
https://confluence.rtlabs.ru/display/~roman.lupandin
https://confluence.rtlabs.ru/pages/viewpage.action?pageId=236076865
https://confluence.rtlabs.ru/pages/viewpage.action?pageId=236076865

N¢3apaua
2 HacTtpouTb NMpoayKTUBHBIN KOHTYP

3

2 TMpoBepuTb NPOAYKTUBHLIA KOHTYP
4

UCNOJSTHUT OXnOaembIn pe3ynbTaTt
ernb

Oo3nP

BHeapeHu
e+ OK
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10 HonyquMe TOKeHa aBTOpUu3aumnn.
[nsa cosgaHus nonb3oBaTens Heobxoanma ydeTHas 3anunck ¢ npasamu Cynep
AomunnctpaTopa CBAH.
Mepexonum K nonb3oBaTensim.

4eHTH [Cepac| OTueTn OksHa [ToMomb

Monszosarent L MonbsoBareny

JE0iHIHA 2 Tpynne

Cuctema
TecTMpOBAHWE W OTNagKa

i Bmbop MO

Uenosex: nonck

O6HOBNEHWE PETHCTROB
(4 HacTpoiim

Moii npodwne

Coobwenna

L Hymepatopt

MpoBepsaem ecTb N nonb3oatene scheduler, ecnv nonb3oBaTenNs HET TO HAXMMaeEM
nobasutb. Ecnu nonb3oBaTtenb CyllecTByeT, 3aX04UM B Hero.

& | HawMWTe 4T0Obl CEEPHY Th/pa3sBEPHYTE NaHeNb (huNLTPoE

Noruh: | schedul DamMUnuA;
Ipynna: v WMms:
Oprannzayma: P|x Tun opraxM3aimm: v
Onucaxwe: 3abnokMpoeaH: v
Nonbsosarenn

@ OoGasute 7 Hamennts || [pocMotpets € Yzamute | @ O6uosuts | J§Tevatey | (@ OefcTenay
TIOTWH & HMma Damunna Ipynnel Oprannzauyan Onucaxmne

scheduler scheduler scheduler SuperAdmin

Ons pobaBneHns nonb3oBaTens BBOAUM FOTMH U Naposib A1 3TOro Nonb3oBaTernsl.
Hobasnsem B nonb3oBareto rpynna SuperAdmin (CynepAamunHuctpatop CBAH)

[nsa reHepaumn TokeHa HaxMMaem KHonky "CreHepvpoBaTh”, BBOAUM ATy MeEHbLUE
19.01.2038 roga. O npobreme MOXHO nounTaTtb TyT
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https://ru.wikipedia.org/wiki/%D0%9F%D1%80%D0%BE%D0%B1%D0%BB%D0%B5%D0%BC%D0%B0_2038_%D0%B3%D0%BE%D0%B4%D0%B0#:~:text=%D0%9F%D1%80%D0%BE%D0%B1%D0%BB%D0%B5%D0%BC%D0%B0%202038%20%D0%B3%D0%BE%D0%B4%D0%B0%20%D0%B2%20%D0%B2%D1%8B%D1%87%D0%B8%D1%81%D0%BB%D0%B8%D1%82%D0%B5%D0%BB%D1%8C%D0%BD%D0%BE%D0%B9,%D0%BD%D0%B0%D0%BA%D0%B0%D0%BD%D1%83%D0%BD%D0%B5%2019%20%D1%8F%D0%BD

n Tenb: Pe,n,an'

1. OcHoBHOE 2. focTyn k APM

b3

OpraHuzaLuA ‘ |

|p|x H €3 Jobasute ][ € Voamute

HaumeHosaxue

Hazsanue He onpegeneHo

Tun

Noru: | scheduler [C] 3aGnokupoean

BpeMEHHEIR NADOME; sswsesmsees

TokeH: 907h3509d125c47d23feadfEf434c40060154c3c

[ CepTHdHKATE ] [ CeprabHEaTE PIMIT

CoTpyaHuK

COTpygHuK:

DamuuA;  scheduler

Ao: | 28.02.2022

UgenT. MAPLLa:

I —

= COoXpaHHTh

Montxoe WMA: | scheduler scheduler
WmA: scheduler 3n. noura:
QOTyecTBo Onncanne:
Tpynne! g [ @5 DobasuTe ][ € Yoamute
Mpynna Onucanne
SuperAdmin Cynep Agmubvctpatop CBAH
Konuuecteo
napannentHex
CeaHcoB

CoxpaHsiem nonb3oBaTtens.

CreHepupoBaHHbIN TOKEH Heobxoanm ans 3arnycka cepsmcoB
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11 Mopspok pa3BepTbiBaHuAa B n gencreua oo
3arpyskuv gamna

1. Nopspok pasBepTbiBaHuA B
Ba3sbl 4aHHbIX HEO6X0AMMO pa3BepTbiBaTb B CriedytoLLeM Nopsake:

- userportal
- promed

- php_log

- portal

- emd

2. BHelwHue cepBepa
HeobxopmmMo nponucaTtb NnapameTpbl BHELLHUX CEPBEPOB
Ina ocHoBHon B/l Promed BHewHWi cepBep Ha B[ UserPortal

CREATE SERVER userportal
OPTIONS (

SET host 'IP cepeepa’,

SET dbname 'userportal’);

Ona B PHP_Log BHelLHUA cepBep Ha OCHOBHY B[]

CREATE SERVER promed
OPTIONS (

SET host 'IP cepeepa’,
SET dbname 'promed);

HaMmeHoBaHue napameTtpa dbname OOMKHO TOYHO COOTBETCTBOBATL HAMMEHOBaHMIO cepBepa
MOAKMIOYEHUS, BKIOYas PermcTpbl.

Tak e B crniydae CMeHbl naposien HeobxogumMo M3MeHUTb 06epPTKM AN1S BHELLHUX CEPBEPOB

alter USER MAPPING FOR public
SERVER userportal

OPTIONS (

Set password '***-k**-k**-k***"

set "user" 'locomotive');

lMNoacrasme COOTBETCTBYOLLMX NMonb3oBaTtesnd 1 naponb.
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12 PernoHanbHbIN nopTan meA. ycnyr

Penosutopun PIIMY B Git: https://qit.promedweb.ru/rtmis/medservice

Ha noptane nogaepxvBaeTca ctapas u HoBasi Bepcusi. HoBble pernoHbl paboTaroT TONbKO C
HOBOW BepcUen.

MopoepxmBaeTcs CTEKW:

mssql + php 5.6 (TekyLime permoHsbl)

postgre + php 7.2 (Agbires)

O6wue dannel HaxoasTca B nanke application/config.

PervnoHanbHas cneuuduka yumTbiBaeTcs B dpannax, pacnonoXeHHbIX B nNankax, HauMeHoBaHue
KOTOpbIX COOTBETCTBYET pervoHy. Hanpumep, buryatia_new ans HoBon Bepcum nopTtana u
buryatia gnsa crapon Bepcun.

12.13aBMCMMOCTHN NPOEKTa

Mpomen(ELINM.MUNC)

Node Portal Proxy

12.2 Pa3BepTbiBaHue ¢ ucnosnb3oBaHnem docker-obpasa

12.2.1 Heobxogumoe 1O
docker v19.03

docker-compose 1.25

12.2.2 CTpyKTypa nanoKk MOHTUpPYeMbIX Ha host-mawunHy
/srvipromed/applicaion
— logs - nanka c noramm
|— web.conf - baiin HacTpoek Beb-cepBepa nginx
— config - nanka ¢ koHduramm

L config/secrets - nanka ¢ ¢annom .env cogepkalimm yyeTHble JaHHble ANS NOAKITHYEHS
K BHELLUHMM cucTeMam

12.2.3 [Onsa pa3BepTbiBaHUA HeO6XoaNMMO
Cospgatb nanky passepTbiBaHUSA
B kopHe nanku pasBepTbiBaHWsA co3gaTth hann .env (mpuMep CoOAepXKaHMs HUXKE)

CosgaTtb nanku logs/nginx, logs/php, config, secrets

A W DN PR

MomecTuTb B Nanky config Heobxoaumble KOHUIYpauUOHHbIE dhannbl
(https://git.promedweb.ru/rtmis/medservice/-/tree/master/application/confiqg)

5. B cpannax koHdurypauum naponu npuseaeHsl K Buay nepemMeHHbIx. [pumep:
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'hostname' => '192.168.36.30",
'database' => 'promedtest',

'username' => "user r59",

// 3BHaueHue M3 INEPEMEHHOM eCJM NpelyCTaHOBJIEHHO MHade

'password' => isset (S SERVER['DATABASE DEFAULT PASSWORD']) ?
$ SERVER[' DATABASE DEFAULT PASSWORD'] : 'IAPOJB',

'pooling' => TRUE,

Code Block 23 database.php

MNepemeHHble NnoacTaBnAwTCcA U3 panna .J/secrets/.env . Npegonpeaenute Naponu MOXHO:
a. 4epes cann ./secrets/.env . (npumep cogepxaHus Huxe)

b. un3mMeHeHneM 3HaYeHUa KOHUrypaunoHHoro danna
isset($_SERVER['DATABASE_DEFAULT_PASSWORD']) ? $ SERVER['DATA
BASE_DEFAULT_PASSWORD'] : 'NAPOJIb MO YMONTYAHUIO' Ha 'TEKYLLUWA
MAPOIJIb'. MNpumep:

'hostname' => '192.168.36.30",
'database' => 'promedtest',
'username' => "user r59",
/**
* 3HadeHMe [penolnpelnesieHHOe
* crapas cTpoka 'password' =>

isset ($_SERVER['DATABASE DEFAULT PASSWORD']) 2
$ SERVER['DATABASE DEFAULT PASSWORD'] : 'NIIAPOJIb IIO YMOJIUAHVI',
*/

'password' => 'TEKYIUA NAPOJIbL',
'pooling' => TRUE,

Code Block 24 database.php

C. nnbBo N3MeHeHMeM 3Ha4YEeHMS KOHGUIrypaLMoHHOro danna
$ SERVER['DATABASE_DEFAULT_PASSWORDT : 'MAPOJb NO
YMONYAHUIO' Ha $_SERVER['DATABASE_DEFAULT_PASSWORD'
. '"TEKYLLMW NAPOJb'. Mpumep:

'hostname' => '192.168.36.30",

'database' => 'promedtest',
'username' => "user r59",
/**

* 3HadeHMe [penolpenesieHHOe
* crapas cTpoka 'password' =>

isset ($_SERVER['DATABASE DEFAULT PASSWORD']) ?
$ _SERVER['DATABASE DEFAULT PASSWORD'] : 'IIAPOJIb IIO YMOJIYAHMIO',

*/

'password' => isset ($_SERVER['DATABASE DEFAULT PASSWORD'])
$ _SERVER['DATABASE DEFAULT PASSWORD'] : 'TEKYIIUA TIAPOJIB',

'pooling' => TRUE,

?

Code Block 25 database.php

Mpw BeIGOPE NpeponpeneneHns naponen Yepes .env. [NomecTuTb B Nanky secrets dann
.env (https://git.promedweb.ru/rtmis/medservice/-
[tree/master/application/config/.env.example) 1 3anoNHUTL(NPUMED COAEPXKAHUS HIDKE).

Cospgatb dpanvn web.conf (npumep cofepxaHus HKe)

YcTaHOBUTL Ha nanku u dannel co3gaHHbie B n.n. 3, 4, 5 Bnagensua www-data (UID: 33,
GID: 33)

Cospgatb B nanke passepTbiBaHus ann docker-compose.yaml (npumep cogepxaHus
HUXeE)
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10. 3ameHuTb 3Ha4YeHne BHELLHEro nopTa B cekumm ports ¢ 2080 Ha Heobxooumoe 3HaveHue
BHELLHEero nopta cepsuca

11. MNpoBepuTb cnHTaKcuc kKoHpurypaumm docker-compose komaHgoun: docker-compose
config

12. 3anycTuTb cepBUC C NOMOLLBIO KoMaHAabl: docker-compose up -d

13. HacTpouTtb GanaHcupoBLUMK (MpUMep copepXaHusi HUXe)

SYSPATH=/srv/promed/application

Code Block 26 .env

server {
listen 80;
root /srv/promed/;
# JlorrupoBaHue B stdOut koHTelHepa
#error log stderr warn;
#access_log /dev/stdout;
access_log /srv/promed/application/logs/nginx/access.log;
error_log /srv/promed/application/logs/nginx/error.log;

location ~ \.php$ {
charset utf-8;
try files Suri = 404;
include fastcgi params;
fastcgi pass unix:/var/run/php/php7.2-fpm.sock;
fastcgil read timeout 3600;
fastcgil send timeout 3600;
fastcgi index index.php;

# 3amaTh NepeMeHHY OKPYXeHMUS pPeTrMroHa
# nna ormanxku - development

# nns nponm - production

fastcgili param PORTAL REGION perm;

# 3BamaTe [NepeMeHHY OKPYXEeHMS

# nna ormanxky - "development"

# nnsa nponm - "production"

fastcgili param KOHANA ENV development;

fastcgi param SCRIPT FILENAME S$document root$fastcgi script name;

#Ina 3anycka 0e3 OaljlaHCHMPOBUMKA C CepTUOMKATOM KOMMEHTHUPYEM
napaMeTphl HIXE
fastcgi param HTTPS on;
fastcgi param X-Forwarded-Proto https;
}

location / {
charset utf-8;
index index.php index.html index.htm;
try files $uri Suri/ /index.php$is argsSargs;

Code Block 27 web.conf
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[www]
user = www-data
group = www-data

listen = /run/php/php7.2-fpm.sock
listen.owner = www-data
listen.group = www-data

pm = dynamic

pm.max children = 460

pm.start servers = 8

pm.min spare servers = 6

pm.max spare servers = 24

pm.process_idle timeout = 60s;

pm.max requests = 1536

env[TMP] = /tmp

env[TMPDIR] = /tmp

env[TEMP] = /tmp

php flagldisplay errors] = off

php admin value[error log] = /srv/promed/application/logs/php/error.log
; JlorrupoBaHmMe B stdOut koHTeMHepa

;php _admin value[error log] = /proc/self/fd/2
php_admin flag[log errors] = on

php_admin value[memory limit] = 2048M

php admin value[date.timezone] = Europe/Moscow
php_admin value[post max size] = 400M
php_admin value[upload max filesize] = 400M
php_admin value[max execution time] = 3600
php_admin value[session.gc _maxlifetime] = 7200

Code Block 28 php-fpm.conf
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# B KOMMEHTapuax Ha3BaHMe KOHOUIypaumoHHOTO darja, IOJjgd KOTOPOI'O
IpenonpenesiseTcs IepeMeHHas .

#api.php
API_APIKEYZ""

#auth.php
AUTH LDAP PASS=""

#captha.php
CAPTCHA RECAPTCHA SECRET=""
CAPTCHA RECAPTCHA SITEKEY=""

#database.php
DATABASE_DEFAULT_PASSWORD:""
DATABASE_ACCOUNTS_PASSWORD:""

DATABASE DEFAULT POSTGRES PASSWORD= nn
DATABASE ACCOUNTS POSTGRES PASSWORD=""
DATABASE_EMD_PASSWORD:""
#DATABASE MONGO PASSWORD=""

#esia.php
ESIA CRT=""
ESIA KEY=""

#mail.php
MATIL PASSWORD=""

#site.php

SITE FCM KEY=""
GENERAL_PURPOSE_PASSWORD=""
SWTOKEN=""

#sms.php
SMS_PASSWORD=""

#uec_auth.php
UEC_AUTH MASTER SECRET=""

Code Block 29 ./secrets/.env

version: '3.0'
services:
medservice:

container name: medservice
image: d-repo.rtmis.ru/medservice/medservice:rpms-1-0-0
environment:

SYSPATH: ${SYSPATH}
volumes:

- ./logs:${SYSPATH}/logs

- ./config:${SYSPATH}/config

- ./secrets:${SYSPATH}/config/secrets

- ./web.conf:/etc/nginx/conf.d/web.conf
ports:

- 2080:80

Code Block 30 docker-compose.yaml|
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server {
listen
server name
open file cache errors
access_log
error log

location / {

Proxy pass

proxy redirect

proxy set header

proxy set header
Sremote addr;

proxy set header
Sproxy add x forwarded for;

proxy set header

proxy set header
Origin *;

}

upstream medservice {

fail timeout=10s;

}

least conn;
server medservice:80

80;

promed.local;

off;
/var/log/nginx/access.log;
/var/log/nginx/error.log;

http://medservice/;

off;

Host Shost;
X-Real-IP

X-Forwarded-For

X-Forwarded-Proto $scheme;
Access-Control-Allow-

weight=2 max fails=3

Code Block 31 lNMpumep koHdurypaumm ansa LB Nginx.

12.3006wme channbl KOHUrypauum

api.php
HacTtpowiku API

return array (

)

// Kiou NpuiioXeHus, [epenaBaeMbli npu obpamenum k API
'apiKey' => '44c8a6356a3e67ed38c9d9df0e6£8e57"',

auth.php

Hactporiku LDAP gns aBTopusaumn nonb3osatenen B8 APM agmuHucTpaTopa xonna, APM
COTPyOHUKa NyHKTa 3abopa, APM coTpyaHuka obp. y4epxaeHus
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return array (
'driver' => 'ORM',
'hash method' => 'md5',
'hash key' => NULL,
'lifetime' => 1209600,
'session key' => 'auth user',
'LDAP ROOT' => 'dc=swan,dc=perm,dc=ru',
'LDAP USER PATH' => 'ou=Users,dc=swan,dc=perm,dc=ru’,
'LDAP SERVER' => ' 192.168.37.3",
'LDAP SERVER PORT' => 389,
'LDAP_USER' => 'cn=admin,dc=swan,dc=perm,dc=ru',
'LDAP PASS' => 'amokkamokk',

cache.php

HacTpoiku kampoBaHus

return array (
'file' => array(

'driver' => 'file',

'cache dir' => APPPATH.'cache',

'default expire' => 3600,

'ignore on delete' => array(
'.gitignore’',
'.git',
'.svn'

captcha.php

Hactpoiikn Captcha

return array (

'default' => array (
'style' => 'basic',
'width' => 200,
'height' => 50,
'complexity' => 5,
'background' => '',
'fontpath' => MODPATH. 'captcha/fonts/"',
'fonts' => array('DejaVuSerif.ttf'),
'promote' => FALSE,

) s

'recaptcha' => array (
'style' => 'recaptcha',
'url' => 'https://www.google.com/recaptcha/api/siteverify',
'secret' => v***v,
'sitekey' => TxKkkT
'DontShowCaptcha' => true,
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demo.php

KOchwrypau,Mﬂ OEMOHCTPALNOHHbIX aKKayHTOB

return array (
'users' => array (
// JIOTMHEL JEMOHCTPAUMOHHBIX YWYETHBIX 3anmucen
'demo',
)
);

record_restriction.php

HaCTpOﬁKM MexaHu3mMa orpaHu4eHua 3anmcum no 60J'IbHMLI,e npuKpenneHna 4YenoBseka
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// TOPANOK KJIOYEN (0, 1, 2) BAXEH

return array (
'default' => array (

/**
* 3. Cnmcok mnpoomieri, K KOTOPHEM 3alpelleHa 3amnmch (6e3yCJIOBHO)
*/
0 => array (
'code' => 'banned profiles list',
'value' => FALSE,
'profiles array' => array()
),
/‘k*
* 2. Banmuce 0o TeppuTopmm obciyxuBaHus MO
*/
1 => array (
'code' => 'mo_ service area',
'value' => FALSE
),
/**

* 1. BammMce 0O MeCTy NPUKPeIJIeHNS
*/
2 => array (
'code' => 'attaching point',
'value' => FALSE,
/**
* 1.1 Ipodmny, K KOTOPHIM pPaspeleHa 3allChb He3aBMCUMO OT
[IPYKPEIJIeHNA .
*/
'profiles' => array(
'value' => TRUE,
'profiles array' => array()
),
/**
* 1.2 3anmch Onsgd HENPUKPEeIJIeHHOT'O HaceJIeHUS
*/
'patient without attaching' => array(
'value' => FALSE
),
/**
* 1.4 3anmch B MO 0e3 NPUMKPEINJIEHHOTO HaCeJIeHUS
*/
'mo_without attaching' => array(
'value' => FALSE
)
)
) s
// CooTBeTcTBMe KOIa HNPodMIsS Ha3BaHUD
// Kiou mMaccuBa - MASHTUOMKATOP 3anucCy B CIPAaBOUHMKE
dbo.LpuSectionProfile
'default profiles list' => array(
35217 => 'TepanesT',
35255 => 'Tepanest/Ilemnarp',
35188 => 'lleonaTpusa',
35232 => '"Xupyprusa',
35184 => 'OromyapuuHrojysorus',
35185 => 'Odbramnbmosmorus',
35250 => 'TpasmatTojyorusa',
35220 => 'JepwmatTosiorusa',
35136 => 'ImuexkoJsiorusa',
35122 => 'TuHexkoJsiormsga',
35123 => 'ImuexkoJsiorusa',
35247 => 'TuHexkoJsiormsga',
35248 => 'ImuexkoJsiorusa',
35249 => 'ImuexkoJsiorusa',
35140 => 'CromaTojsiorus',
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35205 => 'Cromarosorus',
35209 => 'Cromarosorus',
35210 => 'Cromarosorus',
35206 => 'CromarTosiorus'

regions.php

Cnuncok permoHos C HaCTpOVIKaMM Ans MobunbHoOro NPpUNoXeHna
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return array (
'list' => array(

'astrakhan' => array (
// HaumeHoBaHme IJid [IeUaTH
'print name' => 'AcTpaxaHCckasa o0JjacTe',
'geo _name' => 'AcTpaxaHckaa objacTb',
// Ampec PIMY
'link' => 'https://doctor30.ru/"',
// CucTeMHOe HauMeHOBaHME peIruoHa
'nick' => 'astrakhan',
// Kom permoHa
'code' => '30',
// VIcriosib30BaHMe MOOUIILHOTO MPUIIOXEHNS
'mobile' => true,
// Appec API
'apiaddress' => 'https://doctor30.ru/api/vl/"',
// VIcnosib30BaHME IIJIATHHX YCIIYT
'paidservices' => false,
// B MOOWJIBHOM MNPUJIOXKEHMM BKJIOUEHA aBTOPM3AlMS Uepes

TOCCYCIy T

'esialoginEnabled' => true,
// ABTOpmM3Bauua uepes email
'emailLoginEnabled' => true,
// B MOOWMIIBHOM NIPUJIOXEHMM BKJIOUeHa SMK
'mobileEmkEnabled' => true,
// B MOOWMIIBHOM [IPUIIOXEHMM BKJIOUEH BEI3OB Bpaua Ha IOOM
'mobileDoctorhomeEnabled' => true
)y
'penza' => array (
'print name' => 'llenseHckada objnacTs',
'geo _name' => 'Illen3eHCckada objacTb',
'link' => 'https://neusa-mokrop.pd',
'punylink' => 'https://xn----7sbnbkvgmbbuw.xn--plai’',
'nick' => 'penza',
'code' => '58",
'mobile' => true,
'apiaddress' => 'https://xn----7sbnbkvgmbbuw.xn--

plai/api/vl/",

PEeNTUHT,

'paidservices' => true,
'esialoginEnabled' => true,
'emailloginEnabled' => true,
'mobileEmkEnabled' => true,
'mobileDoctorhomeEnabled' => true
) s
'perm' => array (
'print name' => 'llepMckuit Kpan',
'geo_name' => 'IllepMckuy kpan',
'link' => 'https://swantest.k-vrachu.ru/',
'nick' => 'perm',
'code' => '59"'",
'mobile' => true,
'apiaddress' => 'https://swantest.k-vrachu.ru/api/vl/"',
'paidservices' => true,
'esialoginEnabled' => true,
'emaillLoginEnabled' => true,
'mobileEmkEnabled' => true,
'mobileDoctorhomeEnabled' => true,
'mobileDiaryEnabled' => true,
// OrTkjoueHye OGyHKLUMOHATIA AHKETUPOBAHUS B MOOMIIBHOM YCTPOMCTBE
'mobilePollEnabled' => true,
// OTKIIOUEHME BO3MOXHOCTM PEerMCTpalLuy B MOOMIIEHOM yCTPOMCTBE
'mobileRegisterEnabled' => false,
// eciu HeT napameTrpa wmiau NULL - orTkjoudeHs, 0 - TOJIBKO
1 - TeKCT + PEeuTHHT
'doc_feedbacks' => 1,
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// ecnu HerT napameTpa wmiau NULL - orTkjoueHb, 0 - TOJIBKO
penmTuHr, 1 - TeKCT + PEUTHHT

'lpu feedbacks' => 1,

// BKIIOUUTE/OTKIIOUMTE CMC yBemomiyienwsa// Ijid canTa napaMmeTp
Haxommrcsa B config/mma permona/site.php

'sms_notifications' => false,

)

session.php

HacTpowiku ans paboTbl ¢ ceccusimm

return array (
'native' => array (
'name' => 'session name',
'lifetime' => 43200,
)y
'cookie' => array (
'name' => 'cookie name',
'encrypted' => FALSE,
'lifetime' => 43200,
)y
'database' => array(
'name' => 'cookie name',
'encrypted' => FALSE,
'lifetime' => 43200,
'group' => 'accounts',
'table' => 'sessions',
'columns' => array (
'session id' => 'session id',
'last_active' => 'last active',
'contents' => 'contents'

'ge' => 500,

uec_auth.php

HacTtpolikn nHterpaumm ¢ cepemcom aBTopusaumm Y3IK

return array (
// MacTep mnapoJib CepBMuCa aBTOPU3ALUN
'master secret' => 'password'

)

12.4PernoHanbHble (hannbl KOHUrypauyumm

database.php

HacTpolikn coeauHeHnus c b
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return array (
// BI ENI
'default' => array (
// Twun npariBepa
'type' => 'sqglsrv',
// HacTpoMkmy CcoemuHEeHMUS
'connection' => array (
// Ampec cepeepa
'hostname' => '10.255.0.62",
// HaumeHoBaHue B]l
'database' => 'PromedWebBuryativya',
// YdeTHas 3anuchb

'username' => 'web user',
// Tapomnb

'password' => 'xx*x',

/]2

'pooling' => TRUE,
),
'table prefix' => '",
'charset' => 'utfsg',
'caching' => TRUE,
'profiling' => TRUE
)y
// BI PIMY
'accounts' => array(
'type' => 'sqglsrv',
'connection' => array (
'hostname' => '10.255.0.62",
'database' => 'UserPortal',
'username' => 'web user',
'password' => 'xx*x!,
'pooling' => TRUE,
)y
'table prefix' => '',
'charset' => 'utfg8',
'caching' => FALSE,
'profiling' => TRUE
)y

//IOns BIl PG
'default postgres' => array
(
'type' => 'PostgreSQL',
'connection' => array (
'hostname' => 'host',
'database' => 'db name',
'username' => 'user',

'password' => '¥***',
'persistent' => FALSE,
)y

'primary key' => '', // Column to return from INSERT
see #2188 and #2273
'schema' => ',
'table prefix' => '",
'charset' => 'utf8',
'caching' => FALSE,
)y
'accounts postgres' => array
(
'type' => 'PostgreSQL',
'connection' => array (
'hostname' => 'host',
'database' => 'db name',
'username' => 'user',

'password' => '**x*',
'persistent' => FALSE,

queries,

92



'primary key' => '', // Column to return from
see #2188 and #2273

'schema'’ => ',
'table prefix' => '"',
'charset' => 'utfg',
'caching' => FALSE,

)y
);

INSERT queries,

esia.php

HacTtpowiku ons astopusaumm yepes ECUA
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return array (

// WCHOJIb30BATh PEeTMCTPALMI Ha [HopTajle TOJbko uepes ECHA
'registration' => false,

// WCHOJIB30BATHL aBTOPMBALMI Ha [NOopTajie TOJbKO uepes ECHUA
'auth' => false,

// wncnonp30BaTh pacumMpeHHEn ECVA KOHTPOJUIEP (C HOBHIM QyHKLMOHAJIOM)
'use extended esia' => true,

// BRIOUNTHL/OTKIIOUMUTE JIOTMPOBAHUE
'log' => false,

// BKJIOUUTEH/OTKJIIOUMTEL aBTOpM3aLuio depes ECVA
'enabled' => true,

// VpenTudmxarop UC B ECUA
'client id' => 'MZPK015901",

// Tyt x PIM njs nepeHanpabiyeHus c ECHA
'redirect uri' => 'https://k-vrachu.ru/login/esia’,

// TyTb k PIM 1jig [OJIyUEHMS IAHHBIX [10JIb30BaTEJII
'redirect uri info' => 'https://k-vrachu.ru/esia/user info/:user id',

// NyTb K KOHTpoJulepy ECUA 1 [NOJIydeHMs aBTOPM3aLMOHHOTO KOoIa
'ac_path' => 'https://esia.gosuslugi.ru/aas/ocauth2/ac’',

// NyTb K KOHTpoJulepy ECUA mjs HojiydeHus Mapkepa MOSHTHUOMKALMM KOoIa
'te path' => 'https://esia.gosuslugi.ru/aas/ocauth2/te’',

// O6jacTb HOCTyla OJis [OJIydeHMs BCeX NAaHHHEX [0 [10JIb30BaTEeJIo
'usr_scope' => 'http://esia.gosuslugi.ru/usr inf?oid=:user id',

// TyTb k REST KOHTPOJUIEPY IJIs IIOJIyUEHMsS IAaHHBIX [10 I10JIb30BaTeJIo
'usr _data path' => 'https://esia.gosuslugi.ru/rs/prns/:user_id',

// TyTb k REST KOHTPOJUIEPY INJIs IOJIyUEHMS KOHTAKTHBEIX IJaHHBIX I10
TIOJIb30BaTEJI0

'usr contacts path' =>
'https://esia.gosuslugi.ru/rs/prns/:user_id/ctts?embed=(elements) ',

// Ceptudmuxar
'‘crt' => '-————- BEGIN CERTIFICATE-----

// BaKpPBITBIA KJIIOY

'key' => '----- BEGIN ENCRYPTED PRIVATE KEY--—--
————— END ENCRYPTED PRIVATE KEY-----',
'key pass' => '**x!

hospitals.php

He ncnonbsyetcs
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return array (
'menu' => array(
'main' => array(
'page' => 'main',
'title' => 'I'maBHasa',

'yrl' => "'
),
'terms' => array (
'page' => 'terms',
'title' => 'YcioBusa okazaHusa nomoum',
'url' => 'terms'
),
'care types' => array(
'page' => 'care types',
'title' => 'Bumgw noMomm',
'url' => 'care types'

),

'criteria' => array(

'page' => 'criteria',
'title' => 'llokaszsaTemnu',
'url' => 'criteria'

),

'drugs' => array (
'page' => 'drugs',
'title' => 'JlekapcTBa',

'url' => 'drugs'

),

kiosk.php

HacTtpowku nHopmaLmMOoHHOro Knocka (4ns ctapon Bepcumn nopTana)
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return array (
/**
* 3aroJIoBOK IJIABHOT'O 3KpaHa
*/
'title' => 'MemmumHCkKMe ycCuayTru',

/‘k*

* BpeMsa 6e3meicTBMS OJIS BO3BpAaTa HA HAUAJIBHYI CTPAaHMILY
*/

'idle timeout' => 900000,

/‘k*
* Yenyru
*/
'services' => array(
'record' => array (
'title' => 'Bamnmce Ha HnpueM k Bpauy',
'title html' => 'Bamnmce<br> Ha npuem K Bpady',
'description' => 'Cucrema npenHasHaueHa IJIS B3aluCM Ha [IPUEM K
MEeIMUMHCKMM Ccleluuammcram',
'link title' => 'Bammcareca',
'url' => 'record',
'icon' => '/design/common/img/main items 0l.png',
'type' => 'service',
'enabled' => TRUE
),
'fake servicel' => array (
'title' => 'llomaua 3agBJIEHMS Ha [PUKPEIJIeHMEe K MEeIMUMHCKOM
opraHmszauum',
'title html' => 'llomaya 3aABJIEHMA Ha [PUKPEIUIEHME K

MeIMLMHCKOM opTaHm3auum',
'description' => 'CepBuC npuema 3BasaBJIEHMI Ha IPUKPEIUIEHME K
MeIMLMHCKOM opTaHu3auum',

'link title' => 'llomaTe 3afABjeHMe',

'url' => 'notimplemented',

'icon' => '/design/common/img/main items 02.png',
'type' => 'service',

'enabled' => TRUE
)/

'fake service2' => array (
'title' => 'Bammck Ha MEIMLUMHCKYILD YCIyry',
'title html' => '3amnmce Ha MeIMUMHCKYKL yCIyTy',
'description' => 'Cucrema 3ammcu Ha MeOMUMHCKYWO yCayry',
'link title' => 'Bammcarsca',
'url' => 'notimplemented',
'icon' => '/design/common/img/main items 03.png',
'type' => 'service',

'enabled' => TRUE
)y

'fake service3' => array (
'title' => 'llomaua 3agBJIeHMs Ha CTpaxoBaHue B cucteme OMC',
'title html' => 'llomaya 3adBJjleHUs Ha CTpPaxOBaHME B CUCTEeMe
oMmc',
'description' => 'CepBucC npuema 3agBJIEHMM Ha CTpaxOoBaHME B
cucreme OMC',
'link title' => 'llomaTe 3adBjieHue’',
'url' => 'notimplemented',
'icon' => '/design/common/img/main items 04.png',
'type' => 'service',
'enabled' => TRUE
)y
'fake serviced' => array (
'title' => 'BreI30OB y4YaCTKOBOI'O Bpaua Ha moMm',
'title html' => 'BeI30B y4acCTKOBOI'O Bpada Ha moMm',
'description' => 'CepBucC npenHaszsHaUYeH IJIsg BHB0Ba y4aCTKOBOI'O
Bpaua',
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'link title' => 'BmezBaThp Bpadva',
'url' => 'notimplemented',
'icon' => '/design/common/img/main items 05.png',
'type' => 'service',
'enabled' => TRUE
)
'pharm' => array (

'title' => 'lloMCK JIBT'OTHEIX JIeKApCTB',
'title html' => 'lloMCk JBTOTHEIX JIEKAPCTB',
'description' => 'Hanuume MeIMKaMEHTOB B alTekKax CUCTEMH

obecrnieueHUs HeOOXOIUMEIMM JIEKAPCTBEHHEMM CPenCcTBaMM (IDOINOJIHMUTEJIEHOE
JleKkapcTBeHHOe obecrieueHue) ',
'link title' => 'Hantu',
'url' => 'notimplemented',
'"icon' => '/design/common/img/main items 06.png',
'type' => 'info',
'enabled' => TRUE
)
'hospitals' => array (
'title' => 'llepeueHb MeIMLMHCKMX OpTraHmz3aumi',
'title html' => 'llepedyeHb MEIMUMHCKMX OpTaHu3aumi',
'description' => 'CrpaHuus MeOIMUMHCKMX OpTaHM3aLum',
'link title' => 'Hantu',
'url' => 'notimplemented',
'icon' => '/design/common/img/main items 07.png',
'type' => 'info',
'enabled' => TRUE
),

'fake service5' => array (
"title' => 'llepeyeHb CTPaxOBEIX MeIMUMHCKUX OpTaHmu3auumn',
'title html' => 'llepeueHb CTPAaXOBEX MEOMUMHCKMX OpTaHmsaumi',
'description' => 'CTpaHMIE CTPAXOBHX MEOMUVMHCKMX OpITaHu3auumi’
'link title' => 'Hantu',
'url' => 'notimplemented',

'icon' => '/design/common/img/main items 08.png',
'type' => 'info',
'enabled' => TRUE

) s

/**
* HacTpoMKM CKaHepa WTPUXKOIOB
*/
'barcode' => array (
/**
* BKJIOUMTE/OTKIIOUMTEL padoTy CO CKaHEPOM WTPUXKOLOB
*/
'enabled' => true,
/**
* HazpauHme COM mopTa, IO KOTOPOMY I[OAKJIOUEH CKaHep WTPUXKOIOB
*/
'barcodePort' => 'COM18',
/**
* JIHTepBaJjl onpoca MNopTa B MWIJIMCEKYyHIaX
*/
'barcodeInterval' => 1000
)y
/**
* HacTpolrku CUMTHIBATEJA KapT
*/
'uec' => array (

/**

* BKJIOUMTE/OTKJIOUNTE paboTy CO CUMTEBATEJIEM KapT

l4
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*/
'enabled' => true,

/**

* JYHTepBaJl ONpocCa CUMTHBATEJS B MUIJIMCEKYHIAX
*/

'interval' => 1000

mail.php

HacTpoikn ons oTnpaBKku SNEKTPOHHOW NOYThI

return array (
'server' => '192.168.36.17",
'port' => 25,
'login' => 'reg@k-vrachu.ru',
'password' => 'xxx',
'from' => 'noreply@k-vrachu.ru'

site.php

O6Lwme HacTporKM ansa pervoHa
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return array (

/**

* HaszspaHMe camuTa

*/

'title' => 'PermMOHAJIBHBII [NOPTAJ MEOUUMHCKMX YyCayT',
/**

* PerMOHAJIbHEIE YyCTAaHOBKU

*/

'region' => array(

'name' => 'llepmb',
'nick' => 'perm',
'code' => 59,
'default city' => array(
'city name' => 'Ilepmb',
'city id' => 3310, // UpmenTmdmxaTop ropoma M3 TaOIIMLE
dbo.KLArea
'area id' => 59 // MpmenTudmxarop permonHa m3 Tabsmusl dbo.KLArea

)

/**

* MenUMUMHCKUM YyCIyT'¥U

*/

'services' => array (

'record' => array (
'title' => 'Bammce Ha HNpuéM k Bpauy',
'title html' => 'Banmce Ha npuéMm K Bpady',
'description' => 'Bammuch Ha IJIAHOBEI MPMEM K Bpady IO MECTY
XUTeJbCTBa. Tpebyercs perucrpaums.<br>TocymapCTBeHHas yciayra.',

'link title' => 'Bammcarsca',
'url' => '/service/record',
'icon' => '/design/common/img/main items 0l.png',
'type' => 'service',

'enabled' => TRUE,
'need auth' => TRUE,
'class' => 'kvrachu',
'banner' => 'record'

) s

'schedule' => array (
'title' => 'Pacnucaume paboTe Bpauei',
'title html' => 'Pacmnmcanue paboTe Bpaueit',

'description' => 'VubopmMauys O HaIMUMUM Bpadel—-CIEeUMaJIMCTOB B
MEIMUMHCKMX OPTaHM3alMax, pPexyuMe Mx paboTh M pacCnucaHuy IPMeMOB',

'link title' => 'Pacmmcanue',

'url' => '/service/schedule',

'icon' => '/design/common/img/main items 0l.png',
'type' => 'service',

'enabled' => TRUE,

'need auth' => FALSE,

'class' => 'rasp',

'banner' => 'schedule'
)y

'emk' => array (

'title' => 'MemuumHCckasa kapTa',

'title html' => 'MemmumHcCkasa kapra',

'description' => 'IllpocMoTp Bamey 3SJeKTPOHHOM MeOMUMHCKOM
KapTe',

'link title' => 'Banmcarsca',

'url' => '/service/emk',

'icon' => '/design/common/img/main items 0l.png',

'type' => 'service',

'date' => '2016-10-01",
'enabled' => TRUE,

'need auth esia' => TRUE,
'class' => 'emk',
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'banner' => 'emk',

'allow user access esia' => true
),
'diary' => array (

'title' => 'I[HEeBHMK 3OOPOBLA',

'title html' => '[lHeBHMK 3IOPOBLA',

'description' => 'Onmucahnwe njsa OHEBHMKA 3I0POBLA',
'link title' => 'IlHeBHMK 3IOPOBLA',

'url' => '/service/diary',

'icon' => '',

'type' => 'service',

'enabled' => true,
'need auth' => true,
'class' => 'diary',
'banner' => 'diary',
'version' => 2
)y
'doctorhome' => array (
'title' => 'BuHBOB y4YacTKOBOI'O Bpada Ha moMm',
'title html' => 'BeI30B yYaCTKOBOT'O Bpaua Ha HOOM',
'description' => 'OnummmTe CUMITOMHI M BBIBOBMTE ydaCTKOBOIO
Bpada Ha noM',
'link title' => 'BmspaTe Bpaua',
'url' => '/service/doctorhome',
'icon' => '/design/common/img/main items 05.png',
'type' => 'service',
'enabled' => TRUE,
'need auth' => TRUE,
'class' => 'nadom',
'banner' => 'nadom'
)y
'pharm' => array (

'title' => 'lloMCkK JIBTOTHEIX JIEKAPCTB',
'title html' => 'lloMCck JBTOTHEIX JIEKapCTB',
'description' => 'Hajnmumue MeIMKaMEeHTOB B alTeKaX CHCTEME

obecrnieueHss HeOOXOIOMMEIMM JIEKAPCTBEHHEMM CPeICTBaMM (IONOJIHUTEJIbHOE
JlekapcTBeHHOe obecneueHue) ',
'link title' => 'Hantu',
'url' => '/service/pharm',
'icon' => '/design/common/img/main items 06.png',
'type' => 'info',
'enabled' => true,
'class' => 'drugs'
)y
'hospitals' => array (
'title' => 'MemmumHCKME opTaHms3aumm',
'title html' => 'MeamumMHCKMe opTaHmM3auMu',
'description' => 'Comcokx MeOMLUMHCKMX OpTaHM3auuii u Bpauen',
'link title' => 'Haitu',
'url' => '/service/hospitals',
'icon' => '/design/common/img/main items 07.png',
'type' => 'info',
'enabled' => TRUE,
'class' => 'medorg',
'banner' => 'hospitals'
) s
'find regions' => array(
'title' => 'llouck ydacTka IpUKpelieHus',
'title html' => 'llouck ydacTkKa NpUKpPerUieHms',
'description' => 'lloMCk MeIMUMHCKOM OpraHM3alLMy, BpadebHOTO
ydacTka, M Bpauda, OOCIyXMBAKOIEI'O yKa3aHHEN ampec',
'link title' => 'Haimu',
'url' => '/service/regions',
'icon' => '/design/common/img/main items 10.png',
'type' => 'info',
'enabled' => TRUE,
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'class' => 'uchastok',
'banner' => 'regions'
)y
'paidservices' => array(
'title' => 'ljnaTHHEe MeOUUMHCKMKE ycayru',
'title html' => 'llnaTHele ycayru',
'description' => 'Vcayru, npenocTaBJIIEeMBIE IOMOJHUTEJILHO K
OecnjaTHEM MEeIMUVHCKMM ycayram',
'link title' => 'Bammcareca',
'url' => '/service/record/paid’',
'icon' => '/design/common/img/main items 0l.png',
'type' => 'service',
'enabled' => true,
'need auth' => TRUE,
'class' => 'paidservices',
'banner' => 'paidservices',
),
'attachment' => array(
'title' => 'llpukpemnyeHue',
'title html' => 'lpukpenyuerne',
'description' => 'JloGaBUTb MIM USMEHUTH IIPUKPEIJIEHUE K
MeIMLMHCKOM opTraHm3auum',
'link title' => 'UsmMeHurs',
'url' => '/service/emk/attachment',
'icon' => '/design/common/img/main items 0l.png',
'type' => 'service',
'enabled' => true,
'need auth' => TRUE,
'class' => 'attachment',
'banner' => 'attachment',
)y
)y

/**
* Ilpodunm Bpauen
*/
'profiles' => array(
// Cnmcok 1d TJaBHBIX CleUMalibHOCTEeM IJid BEBOIA B Hadajle CIMCKa
'main profiles' => array (
// TepamneBT, CTOMATOJIOT, TMHEKOJIOT, IeIuaTp
//6, 10, 11, 29, 31, 36, 37, 38, 56, 63, 100, 10000, 12006,
12013, 401455, 401387, 401468, 401444
// XVpyprus, IepMaToJIOTMS, TPaBMaTOJIOTMS, TMHEKOJIOTMUSI,
CTOMATOJIOTHMSA, OTOJIAPMHTOJIOTHS, OQTaJILMOJIOTNS
)
// Cmmcok 1id rJaBHBIX ClIeUMaljibHOCTEeM IJid BEBOIA B Hadajle CIMCKa
'main profiles_auth' => array(
//6, 10, 11, 29, 31, 56, 63, 100, 401455, 401387, 401468,
401444
// XVpYypTMsa, OTOJIAPUHIOJOTUSA, ObTalbMOJIOTUS, TPAaBMAaTOJIOTW,
OepMaToJIOTMs, TMHEKOJIOTMS, CTOMATOJIOTWS,
)
// COMCOK CIeuMajibHOCTEN [0 KOTOPBIM €CThb MNPUKPEIJIeHUe
'attach' => array (2, 21, 12), // TepamnerT, nemmaTp WM IMHEKOJOT
'attach adult' => array(2, 5080), // mo TepameBTy wuaM IO Bpady
obumer NpakTUKH,
'attach child' => array(21), // mns meTeil nmo neguarpy
'attach women' => array(12), // ruHexoJOT
// CromaToJjior
'stomatologist' => array (35, 36, 37, 38, 12006),
// TepamnerT
'therapist' => array (2, 33020),
// TemnwaTp
'pediatrician' => array (21, 914),
// TuHekoJon
'gynecologist' => array (12, 12013, 10000)
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)
/**

* HacTpOMKM 3alMCU Ha IOpHeM
*/
'record' => array (
// BpeMms, [oCjie KOTOPOTO 3alpeleHa Banuch Ha clenyoumii geHb (H:i)
'max_time' => '17:00',
// Bos3pacT B3pPOCJIOTO NalLVeHTa
'adult age' => 18,
// KosmuecTBO IHEM, Ha KOTOPHE LOOCTYIIHA 3allChb
'max day' => 14,
'allow record today' => true,
// BKJIOUUTH aBTOMATUUYECKY MOIEpallyio
'enable automatic moderation' => true,
'enable automatic moderation always' => true,

/**
* JIpOBEPKM MNPM 3BalMCKU
*/
'validations' => array (
// PaspemaTb TOJBKO OOHO MNPENCTOoslee IOCEUEeHMe IO IPOoduo
'only one record allowed' => true,
// PaspemaTb TOJBKO ONHO [OCEUEHME K OIOHOMY CIEeLMalUMCTy B OLHO
JIIIY Ha ©neHb
'only one record on day allowed' => true,

),

/**

* PaspeumTb IIJIATHBD [IPUEM
*/

'allow pay' => true,
'allow disp' => true,

/**
* PaspemmTh HACTPOMKY paspelleHMs ONoBemeHmi u3 lpoMena
*/

'set promed notifications' => false,

/**
* PazpeumTs OTMEHATHL 3aNIMCU B Jioboe BpeMAd
*/

'allow cancel any time' => true,

/**

* OTpaHMUEeHMe BamucCy MaUMeHTOB C 3aKPHTHM ojmcom OMC
*/

'restrict record with closed polis' => true

)

/**
* Cnmcok odMIMAJIBHEIX NOKYMEHTOB IJIS BEIBOIA Ha CTpPaHMIAX
*/
'documents' => array (
array (

'link' => '/docs/pgg2015.pdf"',

'title' => 'llporpaMMa I'OCYIapCTBEHHHIX I'apaHTUM OKa3aHUs
rpaxnaHaM Poccurickoy demepaumy OecIlaTHOM MeIMLUMHCKOM nomomy Ha 2015 rom m
Ha aHoBe nepmon 2016 m 2017 rozmom'

),
array (

'link' => '/docs/tpgg2015 perm.pdf',

'title' => 'Baxon N 427-IIK or 25 mexabpsa 2014 «O
TEPPUTOPUATIEHOM NPOTPaMMe TOCYOapPCTBEHHEIX T'apaHTUM OeCIJIaTHOTO OKa3aHUI
rpaxiaHaM MemuumHcKoy noMoum Ha 2015 ronm m Ha niaHoBem nepmonm 2016 m 2017
TonoB» '
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),
array (
'link' => '/docs/sed-34-01-06-346.pdf"',
'title' => 'llpmkas MuHMCTEpCTBa 3IpaBOOXpaHeHMs [lepMCKOTO Kpas
N con-34-01-06-346 otr 21 ceHTabpa 2011 7. «00 yTBepXIeHMM HOPSAIKA
IIPUKPEIJIEHMA HacCeJIeHMA K MeIMUVMHCKMM OPTaHM3alMAM IOJIA IIOJIYYEeHMA
aMOyJIaTOPHO~IOJIMKIIMHNYECKOM TOMOMWY» '
)
),

/‘k*

* YJacoBoM IoscC

*/

'timezone' => 'Asia/Yekaterinburg',
/**

* Kooy 1miid SHOEKC-KapT

*/

'map_key' => '**x',
/**

* OObABJIEHME IJIA TJIABHOM CTPAaHMIIEL
*/

'notice' => array (

// TexkcT oObABJeHMS (nommepxuBaercs Textile)

'text' => "
CamT paboTaeT B O3HAKOMMUTEJILHOM pexuMe. Bckope cocTomuTCs
nepexon B paboumuit pexuMm. <a href="/about/new">Uro HOBOTO?</a>
Al

// Iara u Bpemsa (Y-m-d H:1) cpoka memcTBus OOBABIEHUSA
'expires' => '2016-09-28 12:00'"'
)/

/**

* Tun pno®aBJieHMS UYeJIOBEKa B KapTOTEKY

* 1 - Jobaeyenme 6e3 MOIepaluy, €CJM 4YeJIOBEK He HayuneH B BJl
* 2 - OrnpaBka 4YeJioOBeKa Ha MoOepalMio, eCJM deJIOBeK He HalimeH B Bl
* 3 - Banper nobaBileHMs UeJIOBeKa eCJIM OH He HaumeH B Bl

*/

'add person type' => 1,

/**

* HacTpOoMKM aBTOpU3aLnu

*/

'auth' => array(

/**

* KoJimuecTBO HEBEPHEIX IIOIBITOK aBTOpPM3alVy OO MOMEHTAa, KoI'Ia
ydyeTHas 3alMchk Oyner BPEMEHHO BaGJ'IOKMpOBaHa
*/

'max_attempts count' => 5,

/**

* KomMuecTBO MMHYT, Ha KOTOpPHE OJIOKMPYyeTCsa ydeTHas 3allMChb I[10CJje
OIlpeleJIEHHOT'O BHIIE UMCJIa HEBEPHHX I[IONBTOK aBTOPpM3alMM.

*/

'ban_time' => 10,

'swToken' => '"**x*x!
'scan _code service' =>
'ws://127.0.0.1:8080/ScanCodeService/wsscancode'
),
'homevisit' => array (
/**
* BpeMeHHOM IIPOMEXyTOK, KOoI'Ia IOCTYIIeH CEepBUC
*/
'from time' => '08:00',
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'to_time' => '23:00"'
),
'MinTimeQueue' => '2"',
/**
* E-mail TexHMUEeCKOM MNOIIEepPXKM, MCHOJb3yeTCsa I GOopMel 0OpaTHOM CBA3U
*/
'support email' => 'support@k-vrachu.ru',
/‘k*
* AdHIDexC MeTpuKa
*/
'metrika' => 41455854,
/**
* PeI'MOHEH
*/
'regions' => array (
'astrakhan' => array (
'print name' => 'AcTpaxaHCKasa oOjacTe',
'geo_name' => 'AcTpaxaHckasa objacTh',
'link' => 'http://doctor30.ru'
)y
'ufa' => array (
'print name' => 'Pecny6amka BamkopTocTan',
'geo_name' => 'PecnyOimka BaumkopTocTaH',
'link' => 'https://rb.k-vrachu.ru'
)y
'buryatia' => array(
'print name' => 'Pecnybnmxa Bypatua',
'geo _name' => 'Pecnybnuka Bypartwusa',
'link' => 'https://reg03.k-vrachu.ru/"'
)y
'karelia' => array (
'print name' => 'PecnyOnmxa Kapenua',
'geo _name' => 'Pecnybnuka Kapemmsa',
'link' => 'https://reg.zdravlO.ru/'
)y
'perm' => array (
'print name' => 'llepMckuit Kpan',
'geo_name' => 'IllepMckuit objacts',
'link' => 'https://demo.k-vrachu.ru/"'
)y
'pskov' => array (
'print name' => 'llckoBckasa o6nacTe',
'geo_name' => 'IlckoBCkasa obnacTe',
'link' => 'https://k-vrachu.pskov.ru/"'
)y
'ekb' => array (
'print name' => 'CeepnjioBckasa o6jacTs',
'geo_name' => 'CeepnjioBckasa o6jacTs',
'link' => 'https://so.k-vrachu.ru/'
) s
'khakassia' => array (
'print name' => 'PecnyOnuka Xaxacuda',
'geo _name' => 'Pecnybnmuka Xakacwusa',
'link' => 'https://k-vrachu.mz19.ru/"'
)y
)y
/**
* HacrTpomkm cea3m c EIII
*/
'promed' => array (
/**
* IlyTp x ELII
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*/
'path' => 'http://pro.local/rish',

/**

* [IyTp k Birt

*/

'birt path' => 'http://192.168.136.40:812/birt-viewer/preview'
{éxternal' => array (

'promed path' => 'http://pro.local’
),

/‘k‘k
* HacTpOKM OT3HIBOB
*/
'feedbacks' => array (
'doctor' => array (
'enabled' => true // BKJIOYUMUTH/OTKJIOUMATL OTS3HBE O Bpauax
,'display type' => 0 // 0 wim He yka3aHO - TOJIEKO 3Be3HOYKM, 1
- 3BE3IOYKU + TEKCT
, 'posting expired time' => 10
)y
'lpu' => array (
'enabled' => true // BKIOUMTH/OTKJIOUUTEL OTSBBEIBEL O GOJIbHMUIIAX
,'display type' => 0 // 0 wim He yka3aHO - TOJBEKO 3Be3HOYUKM, 1
- 3BE30YKU + TEKCT
)
// BO3BMOXHOCTL MOIEpaLyM OT3EBOB Uepes3 MNaHesb MOLepalyu
// (1 - momepaumus paspemeHa | 0 wmim HE YKABAHO - Momepauus He

paspelieHa)

// mns Tuna orobpaxeHus "TOJBKO 3Bes3mouku", NpM3HAK MOoIepalLuy He
YUUTHBAETCS

, 'canModerate' => 1

// KTO MOXET OCTaBJIATbL OT3HIBHI

// 1 - monbko moJsib3BaTesu ECUA

// 0 — Bce moJib30BATENN

,'only esia can post' => 0

) s

/**
* HacTpoMkmu xajiod
*/
'complaints' => array (
'enabled' => false // BKJIOUUTH/OTKIIOUMTEL XaJIOOL

),
'logspath' => APPPATH . 'logs',

/**

* NODE JS mpokcu IJisa Inopraja

* 1. mjsg uMMeHM xXoCTa 0043aTesibHO yKasbBaTh HpoTokos (http:// wim
https://) B 3aBUCUMMOCTM OT TOTI'O B KakoM pexume 3anyumeH NODE-SERVER (MOXHO
IOCMOTPETHL IIPM CTapTe CepBepa WM B JloTax)

* 2. HOMepa IOPTOB IOyOJMPYITCS — 3TO HOPMaJIbHO,T.K. COKET CepBep
Telnepb MHULMAIMBMPYETCs dYepes IopT Beb-cepBepa
*/

'nodejs_portal proxy hostname' => 'https://perm.swn.local',
'nodejs portal proxy httpport' => '7070',
'nodejs portal proxy socketport' => '7070',

'workplaces' => array (
// HasBaHMe TOUKM Bxoma B EIIII
'endpoint name' => 'ENC3 IIK',

// HACTPOMKM IJIA PAa3HBIX TUIOB APM
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// APM COTPYIOHUKA OBP. VYU.

'edu' => array (
// Cnucok mocrynHeix JIIY mjg coTp. O0p. yUYPEeXIeHU
'lpu list' => array (10010833, 150185)

)

// MemuMLMHCKMI ONPOCHMK - COOp CTPYKTYPUPOBAHHOM MeOULIMHCKOM
nHOOpMaLMM ¥ NOOIOEPXKa NPUHATKA pPeleHUN
'dss' => array (
'api path' => 'http://192.168.37.3:2071/patient/API.php', //
TeCcTOBBI cepbep AIM CIIIP
'api version' => '4-1-0"'

)

// KosmuecTBO CTPOK Ha oskpaHe TB
'scoreboard timetable max rows' => 5,

// BKJIIOUUTL/OTKIOUUTE CMC yBemoOMJIEHMS

// Ina API maxommrcsa B config/regions.php
'sms notifications' => false,

'fcm:key' => tThkk1

// AHkeTH B 3MK
'polls' => array (
'enabled' => true

),

// TNyTb 1o OBuUMX CEPBUCOB
'SwServiceCommon' => array (
'default' => array (
'url' => 'http://192.168.37.3:2080/api/common',
'timeout' => 20,
'name' => 'Obumr GyHKLUMOHAJ',
'nick' => 'common',
'enabled' => true

) s

// HOyTes mo PUI
'SwServiceRish' => array (
'default' => array (
'url' => 'http://192.168.37.3:2080/api/rish"',
'timeout' => 20,
'name' => 'pyum',
'nick' => 'rish',
'enabled' => true

)

// IONOoJIHUTEeJIbHOEe JIOTUMPOBAHME
'logging' => array (
// BKJIOUEHO WM OTKJINUEHO
'enabled' => true,

// B3Iecb MOXHO MCKJIOUMTH KaKue-JIMOO JIOT'U
// (ElectronicQueue, ProffService, SwService, Infomat)
'exluded logs' => array()

)

// wucnoJsib30BaHMe MoOmeJier samnpocamu Ha PG

'use postgres' => true,
// paspeumThb MCIOJIb30BaHMe (QyHKUMOHAJAa 3asBOK
'enable record request' => false,

// nepeHanpaeBidaTb Ha canT ENIY OpM 3anmcy K Bpady
'use epgu record' => false
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sms.php

HacTponku ans otnpasku SMS

return array (
'login' => 'svan',
'password' => '¥*F*T,
'prefix' => 'karelia',
'sender' => 'reg.zdravl0',
'proxy' => array (
/%
'address' => '192.168.36.167",
'port' => '3128",
'login' => NULL,
'password' => NULL,
*/
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13 CepBuc LDAP

Ons YCTaHOBKW Ha centos HY>XeH A0CTYN K UHTEPHETY W BbINOMHUTL CNeayloLLyo KoMmaHay

curl https://cloud.swan-it.ru/index.php/s/Xp4xk9XN7XSpsgz/download |
sudo bash

Mocne ycTaHoBKM peructpupyeTcsa cepsuc B systemd opendj.service

CepBuc yxxe npegHacTpoeH u 3anuta nyctas 6asa c Base DN dc=ecp,dc=ru
AOMUHUCTpUpPOBaHWE ocyLllecTBrnsieTcs no nopTy 4444 napons rjynhjncnefktybt
B 6a3e Haxoautcst oguH nonb3oBatens Ans exoga B ELIN.MC admin/AmoKK

[aHHbI nonb3oBaTenb MOXeH ObiTb He NpuBA3aH HKU kK ogHo MO. B 3TOM criyvyae BXOOUM B
ELN.MUNC. Bugum BbiGop MO, Ho BbIGpaTh Sk0Obl HEBO3MOXHO. HO ecnu HavyaTb BBOAUTb

TecT, TOo MOXXHO nepenTu B JIMY TecT. nocne 4ero cosgaTb Nosnb3oBatens ¢ npuesskon k MO n
HeobXxoaMMbIMU NMpaBaMn. U B MOCNEAYIOWEM BXOAUTL YXKe NOA4 CO34aHHbIM Morib3oBaTeNeM.

Hobasnsem B HacTponku ELIN.MUC B promed.php, 3ameHnB agpec cepsepa Ha
HeobXoaMMbIN, CrneaylroLne HaCTPOKN:

// cepsep LDAP
define ("LDAP SERVER", "10.1.1.1");
define ("LDAP_SERVER_PORT ",389);

// HaCTpOMKM IepeBa

define ("LDAP DOMAIN","dc=ecp,dc=ru");

define ("LDAP_GROUP PATH", "ou=Groups,".LDAP DOMAIN) ;
define ("LDAP USER PATH", "ou=Users,".LDAP_ DOMAIN) ;
define ("LDAP_ADDRBOOK PATH", "ou=Books,".LDAP DOMAIN) ;

// ydeTHas s3anmnch
define ("LDAP_ USER","cn=admin,".LDAP DOMAIN) ;
define ("LDAP_ PASS", "amokkamokk") ;

Code Block 32 promed.php

YcTaHoBKa orpaHM4eHns no namsaTu:

MpaBum cnyx6y 1 ocTaBnsem

B dpanne /opt/opendj/config/java.properties
BbICTaBMsieM HEOOXOAMMbIE TPMHMLbI NaAMSATY.
overwrite-env-java-home=true

start-ds.java-args="-server" "-Xms2g" "-Xmx6g" "-XX:+UseCompressedOops"
3anyckaem
/opt/opendj/bin/dsjavaproperties

nepesanyckaem crnyxoy.
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https://cloud.swan-it.ru/index.php/s/Xp4xk9XN7XSpsgz/download

Pebunp vHpekcos

rebuild-index -h localhost -p 4444 -D "cn=directory manager" --bindPassword ***** --baseDN
dc=ufa,dc=local --rebuildAll --trustall
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14 CepBuc EPMI

14.1MNMporpaMmmMmHoe obecneyvyeHue:

1. Java l.8
Tomcat 9

Opaneep Postgresgl (MonoxuTs B lib TomkaTta)
(42.2.6) https://mvnrepository.com/artifact/org.postgresgl/postgresql/42.2.6

Ha paHHbI MOMEHT MOXHO B3ATb caM ERMP https://cloud.swan-
it.ru/index.php/s/PHxrRok6DoxStBE

js thannbl M3 nanku ermp_promed MO CCbIfKe BbIWe HaA0 MONOXUTL B NanKy ermp B KOPHEBOW
nanke ELN.MNC. (Ecnn ELUINT.MNC B nanke /srv/promed, To NONOXunTb B nanky
/srv/promed/ermp)

Crapble davnbl js nyylle yaanub.
.gwt.rpc cann nonoxutb psagom c nankor WEB-INF (nexuT Tak xe B ermp_promed)

HacTpowkun HaxoasaTtcsa B nanke webapps/ermp/WEB-INF/settings.xml
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<?xml version="1.0" encoding="UTF-8"?>

<servers>
<server>
<active>true</active>
<!-- MOXHO He NpPaBUTb Ha IaHHEM MOMEHT He MCIIOJIb3yeTCcsa —-—>

<ermp-export>
<see-in-browser>/export/ermp files</see-in-browser>
<url>file:///d:\ermp\</url>
<port></port>
<user></user>
<password></password>
<ermp temp></ermp temp>
</ermp-export>
<!-- V¥YkaszsplBaeM nogxjoueHM k Bl mongodb B KOTOPOM XpPaHATCHA CeccCum, T.e. K
TOM KOTOpas ykasaHa B KoHQuI'ypaumu opomMena B Odaine mongodbsessions.php -->
<noSQLAuthorizationDBConnection active="true">
<username></username>
<password></password>
<host></host>
<port></port>
<db_name></db_name>
<table name>Session</table name>
</noSQLAutEbrizationDBConnecti3h>
<!-- VYkasmeBaeM nonkjmodeHu k BJl postgresql ocrHoBHas. I'pynna B database.php
default -->
<authorizationDBconnection>
<username></username>
<password></password>
<url>jdbc:postgresql:///</url>
</authorizationDBconnection>
<!-- VYxaseBaeM nonkjwodeHM kK BJ]l postgresql ocHoBHasa. I'pynna B database.php
default -->
<workDBconnection>
<username></username>
<password></password>
<url>jdbc:postgresql:///</url>
</workDBconnection>
<service-auth>
<url>http://mz.nsser.prognoz.ru/MedStaff/MedStaff.svc/basic</u
rl>
<!l--
url>https://service.rosminzdrav.ru/MedStaffIntegration/medstaff.svc/basic<
/url-->
<username></username>
<password></password>
<!--hdStorePassword></hdStorePassword—-->
</service-auth>
<app-env>

<!-- Kpome koma [JIO (onmucaHme 1 peryJiSpHOE BHPaXeHMe) II0Ka HMUUEero He
NpaBMIM IO HOaHHBIM HaCTPOMKAaM XeJjlaTeJIbHO I[POKOHCYJIBTMPOBATLECS Yy
paspaboTunkoB (PazsopeuH Buxrop, ®pojoB AHTOH) —-->

<lpuSearchConstraint>true</lpuSearchConstraint>
<kodDloMask>[0-9] {6}</kodDloMask>
<kodDloMaskMessage>Kon [JIO OOJIXEH COCTOSTHL U3 6
unbp</kodDloMaskMessage>
<useKodDLOWi thLPU>false</useKodDLOWithLPU>
<generateDloButtonVisible>true</generateDloButtonVisible>
<needINN>true</needINN>
<needSNILS>true</needSNILS>
<needAddress>true</needAddress>
<needDocument>true</needDocument>
<exportAllPost>true</exportAllPost>

<!-- KOHTpPOJIbL Ha 0043aTeJIbHOCTL IIOJIel ——>
<useFRMR>false</useFRMR>
<!-- BanpeT Ha pPemaKTUPOBAHME COTPYIHUKA-—>
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<preventEditableWorker>true</preventEditableWorker>

<! --KOJIMYEeCTBO CTaBOK——>

<medPersonalRate>1.5</medPersonalRate>

</app-env>
</server>

</servers>
<!--
Isiga BO3MOXHOCTU pPemnakTupoBaHua CTPOKM WTATHOTO PACHMCAHMS HAa MecTe paboTh
B Tabmmue BIl persis.ClientSettings znosxeH HNPMCYTCTBOBATH apaMeTp
isEditStaff co BHaueHueM true (Tabiuia pernoHabHAaS)
I;iga BO3MOXHOCTU PemNaKTUPOBaHMA JOJKHOCTM B CTPOKE WTATHOT'O PACHMCAHMSI B
Tabmuue Bll persis.ClientSettings nosmxeH npmcyTcTBOBATh napamerp isEditPost
co sBHaueHMeM true (Tabiamuia perroHaJibHAaL)
-——>

Code Block 33 settings.xml

Bbiwe B KOMMEHTapunax HanncaHo Kakme noakrnoyYeHna nponncbiBaTb. Yutante BHMMATENLHO.

Hactporika aBTopusauymm B EPMI

14.2 HacTtpouka aBTopusauuu B EPMII

Hactpowka asTopusaunm 8 EPMI npounssogutca B panne Hactpoek WEB-INF/settings.xml

Bbrioku oTBevaroLmMe 3a HaCTPOWKY

AsTopusauna yepes bl (Ha AaHHbLIN MOMEHT YXXe HE UCNOoSb3yeTcs) :

<authorizationDBconnection>
<username></username>
<password></password>
<url>jdbc:postgresql:///</url>

</authorizationDBconnection>

Code Block 34 settings.xml

AsTopusauuns yepes MongoDb:

<noSQLAuthorizationDBConnection active="true">
<uri></uri>
<username></username>
<password></password>
<host></host>
<port></port>
<db_name></db_name>
<table name>Session</table name>
</noSQLAuthorizationDBConnection>

Code Block 35 settings.xml
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Bbibop cnocoba aBTOpU3aLMn Npon3BoanTCS crieayowmnm obpasom: No yMonyaHuo
ncnone3yeTcs aBTopusaumnsa Yepes 64, ecnu xe B Tere

noSQLAuthorizationDBConnection napameTp active yctaHOBneH B "true" To nponssoauTcs
aBTopu3auusa Yepes MongoDb

HacTpoliika aBTopusaumm Yepes 64 (Ha AaHHbI MOMEHT YXXe He UCMOomb3yeTcs):

ykasaTb UMs nonb3oBatens (<username>somelLogin</username>)
naponb (<password>*****</password>)

CTpoKy coefumHeHus jdbc ¢ cepeepom 6asbl AaHHbIX
(<url>jdbc:postgresql://192.168.36.24:5432/promedtest</url>)

HacTpoiika asTopusaumm 4yepes Mongo:

1) Hactpoiika coegmMHeHnsa ¢ oguMHoYHbIM cepeepom MongoDb
CTpOKa coeUHEHUs oCTaBnaeTCsa NycTom (<uri></uri>)

yKkasaTb ecnu TpebyeTcs aBTopusaLums UMsi nonb3oBaTens
(<username>somelogin</username>)

naponb (<password>*****</password>)

xocT (<host>192.168.36.84</host>)

nopt (<port>27017</port>)

nmsa 6asbl (<db_name>db_perm</db_name>)

uMsa xosulekumu (<table name>Session</table name>)

HoctynHo ¢ Bepcun v1.0.2

2)HacTtpoiika coegmHeHuns ¢ knactepom MongoDb

yKa3blBaeTCsA CTPOKa COEQUHEHNS C
knactepom (<uri>mongodb:/mongorsinl:27017,mongorsin2:27017,mongorsin3:27017/?r
eplicaSet=mongors1</uri>)

nms 6asbl (<db_name>db_perm</db_name>)

MMS KOJIJIEKLMM (<table_name>Session</table_name>)
IpM yKaz3aHuM CTPOKM COeIMHeHMs (urili) coemMHeHMe CcO3IaeTCsa M3 HETO
3HAUEHMs XOCTa M [OPpTa MIHOPMUPYITCHS Iaxe €CJIM 3allOJIHEeHH

[NpoBepka NpaBMILHOCTN HACTPOEK
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mongodb://mongors1n1:27017,mongors1n2:27017,mongors1n3:27017/
mongodb://mongors1n1:27017,mongors1n2:27017,mongors1n3:27017/
https://confluence.rtlabs.ru/pages/viewpage.action?pageId=258452439

15 CepBuc chopmupoBaHua ot4yeToB birt-viewer

1. Java 1.8 (1.11)
Tomcat 9

3. [Opavieep Postgresgl (IMonoxuTs B lib
ToMKaTa) (42.2.6) https://mvnrepository.com/artifact/org.postaresal/postgresql/42.2.6

4. birt-viewer 4.8

CkavaTb birt-viewer moxHo no ccbinke https://download.eclipse.org/birt/downloads/

CraHpapTHast MHCTPYKLMS NO YCTaHOBKE HaXOAMTCS MO CChISKe -
https://www.eclipse.org/birt/documentation/integrating/viewer-setup.php

Mocne ycTaHOBKM Hafo ckayaTb LIPUGTLI, KOTOPbIE UCMOMb3YHTCA B OTYETaX
https://cloud.swan-it.ru/index.php/s/sLtpxTcb3HefPap

NOoNoOXuTb B OAHY U3 crneayrwnx nanok:

lusr/X/lib/X11/fonts/TrueType
/usr/shareffonts/default/TrueType
/usr/openwin/lib/X11/fonts/TrueType
/usr/openwin/lib/locale/euro_fonts/X11/fonts/TrueType
/usr/openwin/lib/locale/iso_8859 2/X11/fonts/TrueType
/usr/openwin/lib/locale/iso_8859 5/X11/fonts/TrueType
/usr/openwin/lib/locale/iso_8859 7/X11/fonts/TrueType
/usr/openwin/lib/locale/iso_8859 8/X11/fonts/TrueType
/usr/openwin/lib/locale/iso_8859 9/X11/fonts/TrueType
/usr/openwin/lib/locale/iso_8859 13/X11/fonts/TrueType
/usr/openwin/lib/locale/iso_8859 15/X11/fonts/TrueType
/usr/openwin/lib/locale/ar/X11/fonts/TrueType
/usr/openwin/lib/locale/hi_IN.UTF-8/X11/fonts/TrueType
/usr/openwin/lib/locale/ja/X11/fonts/TT
/usr/openwin/lib/locale/ko/X11/fonts/TrueType
/usr/openwin/lib/locale/ko.UTF-8/X11/fonts/TrueType
/usr/openwin/lib/locale/KOI8-R/X11/fonts/TrueType
/usr/openwin/lib/locale/ru.ansi-1251/X11/fonts/TrueType
/usr/openwin/lib/locale/th_ TH/X11/fonts/TrueType
/usr/openwin/lib/locale/zh_TW/X11/fonts/TrueType
/usr/openwin/lib/locale/zh_TW.BIG5/X11/fonts/TT
/usr/openwin/lib/locale/zh_HK.BIG5HK/X11/fonts/TT
/usr/openwin/lib/locale/zh_CN.GB18030/X11/fonts/TrueType
/usr/openwin/lib/locale/zh/X11/fonts/TrueType
/usr/openwin/lib/locale/zh.GBK/X11/fonts/TrueType
/usr/X11R6/lib/X11/fonts/TrueType
/usr/X11R6/lib/X11/fonts/truetype
/usr/X11R6/lib/X11/fonts/tt

/usr/X11R6/lib/X11/fonts/TTF
/usr/X11R6/lib/X11/fonts/OTF
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https://mvnrepository.com/artifact/org.postgresql/postgresql/42.2.6
https://download.eclipse.org/birt/downloads/
https://www.eclipse.org/birt/documentation/integrating/viewer-setup.php
https://cloud.swan-it.ru/index.php/s/sLtpxTcb3HefPap

/usr/share/fonts/ja/TrueType
/usr/share/fonts/truetype
/usr/share/fonts/ko/TrueType
/usr/share/fonts/zh_CN/TrueType
/usr/shareffonts/zh_TW/TrueType
Ivar/lib/defoma/x-ttcidfont-conf.d/dirs/TrueType

Mepesanyckaem cepsuc.

C nanke report cosgaem cann ConnectLib.rptlibrary
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<?xml version="1.0" encoding="UTF-8"?2>
<library xmlns="http://www.eclipse.org/birt/2005/design™ version="3.2.23"
id="1">
<property name="createdBy">Eclipse BIRT Designer Version
4.2.2.v201301221637 Build &1t;4.2.2.v20130206-1509></property>
<property name="units">in</property>
<property name="theme">defaultTheme</property>
<parameters>
<scalar-parameter name="CurrentRegion" id="374">
<property name="hidden">true</property>
<text-property name="promptText">Texyum pernoH</text-property>
<property name="valueType">static</property>
<property name="isRequired">false</property>
<property name="dataType">integer</property>
<property name="distinct">true</property>
<simple-property-list name="defaultValue">
<value type="constant">1</value>
</simple-property-list>
<list-property name="selectionList"/>
<property name="paramType">simple</property>
<property name="controlType">text-box</property>
<structure name="format">
<property name="category">Unformatted</property>
</structure>
</scalar-parameter>
</parameters>
<data-sources>
<oda-data-source extensionlD="org.eclipse.birt.report.data.oda.jdbc"
name="DataSourceReportPgSQL" id="365">
<list-property name="privateDriverProperties">
<ex-property>
<name>metadataBidiFormatStr</name>
<value>ILYNN</value>
</ex-property>
<ex-property>
<name>disabledMetadataBidiFormatStr</name>
</ex-property>
<ex-property>
<name>contentBidiFormatStr</name>
<value>ILYNN</value>
</ex-property>
<ex-property>
<name>disabledContentBidiFormatStr</name>
</ex-property>
</list-property>
<property
name="odaDriverClass">org.postgresqgl.Driver</property>
<property name="odaURL"></property>
<property name="odaUser"></property>
<encrypted-property name="odaPassword"
encryptionlD="base64"></encrypted-property>
</oda-data-source>
<oda-data-source extensionlD="org.eclipse.birt.report.data.oda.jdbc"
name="DataSourceReportPgSQLStac" id="367">
<list-property name="privateDriverProperties">
<ex-property>
<name>metadataBidiFormatStr</name>
<value>ILYNN</value>
</ex-property>
<ex-property>
<name>disabledMetadataBidiFormatStr</name>
</ex-property>
<ex-property>
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<name>contentBidiFormatStr</name>
<value>ILYNN</value>
</ex-property>
<ex-property>
<name>disabledContentBidiFormatStr</name>
</ex-property>
</list-property>
<property
name="odaDriverClass">org.postgresqgl.Driver</property>
<property name="odaURL"></property>
<property name="odaUser"></property>
<encrypted-property name="odaPassword"
encryptionID="base64"></encrypted-property>
</oda-data-source>
<oda-data-source extensionlD="org.eclipse.birt.report.data.oda.jdbc"
name="DataSourceReportPgSQLLis" id="368">
<list-property name="privateDriverProperties">
<ex-property>
<name>metadataBidiFormatStr</name>
<value>ILYNN</value>
</ex-property>
<ex-property>
<name>disabledMetadataBidiFormatStr</name>
</ex-property>
<ex-property>
<name>contentBidiFormatStr</name>
<value>ILYNN</value>
</ex-property>
<ex-property>
<name>disabledContentBidiFormatStr</name>
</ex-property>
</list-property>
<property
name="odaDriverClass">org.postgresqgl.Driver</property>
<property name="odaURL">jdbc:postgresqgl:///</property>
<property name="odaUser"></property>
<encrypted-property name="odaPassword"
encryptionlD="base64"></encrypted-property>
</oda-data-source>
<oda-data-source extensionlD="org.eclipse.birt.report.data.oda.jdbc"
name="DataSourceReportPgSQLRegistry" id="369">
<list-property name="privateDriverProperties">
<ex-property>
<name>metadataBidiFormatStr</name>
<value>ILYNN</value>
</ex-property>
<ex-property>
<name>disabledMetadataBidiFormatStr</name>
</ex-property>
<ex-property>
<name>contentBidiFormatStr</name>
<value>ILYNN</value>
</ex-property>
<ex-property>
<name>disabledContentBidiFormatStr</name>
</ex-property>
</list-property>
<property
name="odaDriverClass">org.postgresqgl.Driver</property>
<property name="odaURL"></property>
<property name="odaUser"></property>
<encrypted-property name="odaPassword"
encryptionlD="base64"></encrypted-property>
</oda-data-source>
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<oda-data-source extensionlD="org.eclipse.birt.report.data.oda.jdbc"
name="DataSourceReportPgSQLPolka" id="370">
<list-property name="privateDriverProperties">
<ex-property>
<name>metadataBidiFormatStr</name>
<value>ILYNN</value>
</ex-property>
<ex-property>
<name>disabledMetadataBidiFormatStr</name>
</ex-property>
<ex-property>
<name>contentBidiFormatStr</name>
<value>ILYNN</value>
</ex-property>
<ex-property>
<name>disabledContentBidiFormatStr</name>
</ex-property>
</list-property>
<property
name="odaDriverClass">org.postgresqgl.Driver</property>
<property name="odaURL"></property>
<property name="odaUser"></property>
<encrypted-property name="odaPassword"
encryptionID="base64"></encrypted-property>
</oda-data-source>
<oda-data-source extensionlD="org.eclipse.birt.report.data.oda.jdbc"
name="DataSourceReportPgSQLSMP" id="371">
<list-property name="privateDriverProperties">
<ex-property>
<name>metadataBidiFormatStr</name>
<value>ILYNN</value>
</ex-property>
<ex-property>
<name>disabledMetadataBidiFormatStr</name>
</ex-property>
<ex-property>
<name>contentBidiFormatStr</name>
<value>ILYNN</value>
</ex-property>
<ex-property>
<name>disabledContentBidiFormatStr</name>
</ex-property>
</list-property>
<property
name="odaDriverClass">org.postgresqgl.Driver</property>
<property name="odaURL"></property>
<property name="odaUser"></property>
<encrypted-property name="odaPassword"
encryptionlD="base64"></encrypted-property>
</oda-data-source>
<oda-data-source extensionlD="org.eclipse.birt.report.data.oda.jdbc"
name="DataSourceReportPgSQLNSI" id="372">
<list-property name="privateDriverProperties">
<ex-property>
<name>metadataBidiFormatStr</name>
<value>ILYNN</value>
</ex-property>
<ex-property>
<name>disabledMetadataBidiFormatStr</name>
</ex-property>
<ex-property>
<name>contentBidiFormatStr</name>
<value>ILYNN</value>
</ex-property>
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<ex-property>
<name>disabledContentBidiFormatStr</name>
</ex-property>
</list-property>
<property
name="odaDriverClass">org.postgresqgl.Driver</property>
<property name="odaURL"></property>
<property name="odaUser"></property>
<encrypted-property name="odaPassword"
encryptionID="base64"></encrypted-property>
</oda-data-source>
<oda-data-source extensionlD="org.eclipse.birt.report.data.oda.jdbc"
name="DataSourceReportPgSQLA1l" id="373">
<list-property name="privateDriverProperties">
<ex-property>
<name>metadataBidiFormatStr</name>
<value>ILYNN</value>
</ex-property>
<ex-property>
<name>disabledMetadataBidiFormatStr</name>
</ex-property>
<ex-property>
<name>contentBidiFormatStr</name>
<value>ILYNN</value>
</ex-property>
<ex-property>
<name>disabledContentBidiFormatStr</name>
</ex-property>
</list-property>
<property
name="odaDriverClass">org.postgresqgl.Driver</property>
<property name="odaURL"></property>
<property name="odaUser"></property>
<encrypted-property name="odaPassword"
encryptionlD="base64"></encrypted-property>
</oda-data-source>
<oda-data-source extensionlD="org.eclipse.birt.report.data.oda.jdbc"
name="DataSourceEMD" id="7">
<list-property name="privateDriverProperties">
<ex-property>
<name>metadataBidiFormatStr</name>
<value>ILYNN</value>
</ex-property>
<ex-property>
<name>disabledMetadataBidiFormatStr</name>
</ex-property>
<ex-property>
<name>contentBidiFormatStr</name>
<value>ILYNN</value>
</ex-property>
<ex-property>
<name>disabledContentBidiFormatStr</name>
</ex-property>
</list-property>
<property
name="odaDriverClass">org.postgresql.Driver</property>
<property name="odaURL"></property>
<property name="odaUser"></property>
<encrypted-property name="odaPassword"
encryptionlD="base64"></encrypted-property>
</oda-data-source>
</data-sources>
<themes>
<theme name="defaultTheme" id="4"/>
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</themes>
<page-setup>
<simple-master-page name="NewSimpleMasterPage" id="3"/>
</page-setup>
</library>

HeobxogmMmMo 3anonHuTb cnepywoilee:

<property
name="odaURL">jdbc:postaresql://DB_ADDRESS/DB_NAME</property>

<property name="odaUser">USERNAME</property>

<encrypted-property name="odaPassword"
encryptionID="base64">PASSWORD_BASE64</encrypted-property>

B cTpokax Kancrnokom nponucaHbl napameTpbl, KOTOpble HEOOXOAMMO NOMEHSTL
DB_ADDRESS - noMeHATb Ha agpec basbl 4aHHbIX 1 nopT

DB_NAME - nmsa B[]

USERNAME - nonsoBaTenb No4 KOTopbiM ByaeT nogknoyaTbcs
PASSWORD_BASE®64 - Naponb 3awmngpoBaHHbI base64

NCTOYHMKN AaHHBIX:

DataSourceReportPgSQL - YkasbiBaeTcs NoaknoveHne kK ot4eTHon b
DataSourceReportPgSQLStac - YkasbiBaeTcsi nogkntoveHme Kk b[] ctaumoHapa
DataSourceReportPgSQLLis - YkasbiBaeTca nogkntodeHume k b JINC
DataSourceReportPgSQLRegistry - YkasbiBaeTcsa nogknoveHne kK peectposon b1
DataSourceReportPgSQLPolka - YkasbiBaeTcsa noakntoyenne k b nonmkMnmHHMKN
DataSourceReportPgSQLSMP - YkasbiBaeTcs nogkntodenune k b CMI1
DataSourceReportPgSQLNSI - HEOEXOOMMO MNMOACHUTL Y PASPABOTHYMKOB
DataSourceReportPgSQLAIl - O6wen B (HyxHo onsa nevatn peuentos u T.4.)

<parameters>

<scalar-parameter name="CurrentRegion" id="374">

<property name="hidden">true</property>

<text-property name="promptText">Tekywmnin pernon</text-property>
<property name="valueType">static</property>

<property name="isRequired">false</property>

<property name="dataType">integer</property>

<property name="distinct">true</property>
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<simple-property-list name="defaultValue">

<value type="constant">1</value>
</simple-property-list>

<list-property hame="selectionList"/>

<property name="paramType">simple</property>
<property name="controlType">text-box</property>
<structure name="format">

<property name="category">Unformatted</property>
</structure>

</scalar-parameter>

</parameters>

B pasgene <parameters> Heo6GXxoAMMO 3anofiHUTL 3HaYeHne <value type="constant"> kogom
pervoHa, Ans KOTOporo pa3sopayneaeTcs cepsep birt.

OT4eTbl NONOXUTL B Nanky reports cepsuca birt-viewer.
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16 YctaHOBKa Beb6 cepBepa Ha linux

Heob6xoaumoe nporpammHoe obecneyeHue:

e nginx nocrnegHas ctabunbHas Bepcus

e openssl Bepcun 1.1.1

e java Bepcum 1.8 1 Bbiwe

e npwu ucnonb3oBaHnm MSSQL Heobxoamm Microsoft ODBC apawisep Bepcun 17
e php 7.0  BbIWE

e Moaynu php

e bcmath
o fpm

e mbstring
e stomp

e Idap

e qd

e pgsql

e curl

e opcache
e soap

e Zip

e xml

e mongodb
e dbase
e rar

e sqlsrv(npu ncnonb3oBaHm MSSQL 6a3bl 4aHHbIX)

CTpyKTypa nanok
/

— etc
— nginx

nginx.conf
— php
L— 7.2
L— fpm
': php-fpm.conf
pool.d
www.conf

— ssl
L openssl.cnf

— SIXrVv
L— hosts
L— promed
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l: export
uploads

OnucaHue dainnoB u nanok

/etc/nginx/nginx.conf

/etc/nginx/conf.d/promed.conf

[etc/php/7.2/fpm/php-fpm.conf

OcHOoBHOM KOHUT nginx
KoHndour ELIN.MNC

OcHoBHon kKoHur PHP

letc/php/7.2/fpm/pool.d/www.conf koHdur php ans ELN.MANC

/etc/ssl/openssl.cnf
/srv/hosts/promed

/srv/hosts/promed/export

/srv/hosts/promed/uploads

Openssl koHUr
nyTb Ansa npunoxexHuns ELIN.MANC

nanka co creHepupoBaHHbIMW OOKYMEHTaMU, Hanpumep
OTBETbI

nanka ¢ 4OKyMeHTaMU, YTO 3arpyXxakwT no3nb3oBatenmn

B nanke export Heobxo4MMO co3aaTbh CaMOCTOSATENbHO cnenywowme nanku:

Jregister_files
Jregistry_es
Jostat_registry_files
Jreports

Jvzn_register
Jdd_files

Jattach_list
Jmedpersonal_list
Jstaff files
Jcryptcp_temp
Jinvilp_price_files
Jpl_files

Jmiac_export
Jregistry_es files
Jperson_card_inform
Jstickfssdata_files
Jtemplate

Jpdf_print
Jexport_morbus_onko_data
Jevn_prescr_mse
./measures_rehab
Jmedsvid_blanks
Jbsme_files
Jmes_files
Jperson_disp_list
./medpersonal_data_frmp
./nolos_person_register
Jegisso_recept
Jdo_files
J/hosp_data_for_tfoms
IVK_journals
Jlabordep_files
Jrhash_temp
Jsigned_files
Jperson_polis_list
./QueryToDbf
Jdisp_list

Jfrl_import
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Jattached_list
Jemd_files
Jps_files
Jpc_files
Jrrl_files

Jlpu_staff _qwerty reg_fond_files

B nanke uploads Heo6xoaumMo camocToATENBHO CO3A4aTh CreayoLwmne nanku:

./messages

.Jgeozones

.IDirectory_files
JimportRegistryFromTFOMS
Jdrugs

Jmce

.Jdoc_normative_files

Jusers
JimportHospDataFromTfoms
JRgistryFields
JimportPersonRPN
Jpmmedia

Jevnmedia
.Ipersoncardattaches
Jkazakh_project

JaudioCalls

Ipersons

./mseattaches

Jorgs

Mankam export n uploads Heo6xoaMMo AaTh NpaBa Ha 3anucb, Tak Xe npaea Ha 3anucb

HeobxoauMo AaTb nankam logs, ecnu ncrnosb3yeTe NOMB nanke BHYTPU NMPUIIOKEHUST 1 Manke

vendor/mpdf/mpdf/tmp
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apt-get install software-properties-common curl tzdata -y ;\

In -sf /usr/share/zoneinfo/$TZ /etc/localtime ;\

dpkg-reconfigure -f noninteractive tzdata ;\

add-apt-repository ppa:nginx/stable -y ;\

curl https://packages.microsoft.com/keys/microsoft.asc > microsoft.asc
A\

apt-key add microsoft.asc ;\

curl https://packages.microsoft.com/config/ubuntu/18.04/prod.list >
/etc/apt/sources.list.d/mssgl-release.list ;\

apt-get update ;\

ACCEPT EULA=Y apt-get install -y nginx openjdk-8-jre php7.2 php7.2-
bcmath php7.2-fpm php7.2-mbstring php7.2-dev php-stomp php7.2-1ldap php7.2-
gd php7.2-pgsgl php7.2-curl php7.2-opcache php7.2-scap php7.2-zip php7.2-
xml php-pear msodbcsgll7 mssgl-tools unixodbc unixodbc-dev libengine-gost-
openssll.l ;\

In -snf /opt/mssgl-tools/bin/sglcmd /usr/bin/sqglcmd ;\

In -snf /opt/mssgl-tools/bin/bcp /usr/bin/bcp ;\

pecl install mongodb sglsrv pdo sqglsrv dbase rar ;\

echo "extension=sglsrv.so" > /etc/php/7.2/fpm/conf.d/sglsrv.ini ;\

echo "extension=pdo sglsrv.so" >
/etc/php/7.2/fpm/conf.d/pdo_sglsrv.ini ;\

echo "extension=mongodb.so" > /etc/php/7.2/fpm/conf.d/mongodb.ini ;\

echo "extension=dbase.so" > /etc/php/7.2/fpm/conf.d/dbase.ini ;\

echo "extension=rar.so" > /etc/php/7.2/fpm/conf.d/rar.ini

Code Block 36 Mpumep yctaHoBku MO Ha ubuntu 18.04 ¢ MSSQL gpanBepom 1 moaynem
php

user www-data;
worker processes 1;
pid /run/nginx.pid;
include /etc/nginx/modules-enabled/*.conf;
worker rlimit nofile 16384;
events {
worker connections 2048;
}
http {
sendfile on;
tcp nopush on;
tcp nodelay on;
keepalive timeout 65;
types_hash max size 2048;
server tokens off;
charset utf-8;
client max body size 400M;
include /etc/nginx/mime.types;
default type application/octet-stream;
access_log /var/log/nginx/access.log;
error log /var/log/nginx/error.log warn;
include /etc/nginx/conf.d/*.conf;
#include /etc/nginx/sites-enabled/*;

Code Block 37 nginx.conf
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# REG NAME HYyXHO 3aMEHMTL Ha Ha3BaHME MMSA HEINOCPEeACTBEHHO TOTO PEermoHa,
KOTOPEIM BBl HacTpamBaeTe, HalpuMmep krasnoyarsk
server {
listen 2080;
root /srv/promed;
access _log /var/log/nginx/promed.access.log;
error log /var/log/nginx/promed.error.log;
location ~ \.php$ {
charset utf-8;
try files $uri = 404;
include fastcgi params;
fastcgi pass unix:/var/run/php/php7.2-fpm.sock;
fastcgi read timeout 3600;
fastcgi send timeout 3600;
fastcgi index index.php;
fastcgi param REGION REG NAME;
fastcgi param SCRIPT FILENAME S$document rootS$fastcgi script name;
}
location /
{
charset utf-8;
index index.php index.html index.htm;
try files $uri Suri/ /index.phpSquery string;
}

Code Block 38 promed.conf

[global]
pid = /run/php/php7.2-fpm.pid
error log = /var/log/php7.0-fpm.log

; OTM 3 CTPOKM CBS3aHBL C TeM YTOOB OUMIATEL HE3aBPIIEHHEE M 3aBUCIME
npolecce php

emergency restart threshold = 12
emergency restart interval = 65s
process _control timeout = 10s

; KOJINYECTBO IIPOLIECCOB
process.max = 1536
; HOoIKJIoUeHMe koHOMIa php no ananormum ¢ php.ini

include=/etc/php/7.2/fpm/pool.d/*.conf

Code Block 39 php-fpm.conf
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[www]

user = www-data

group = www-data

listen = /run/php/php7.2-fpm.sock
listen.owner = www-data
listen.group = www-data
pm = dynamic

pm.max children = 460
pm.start servers = 8
pm.min spare servers = 6
pm.max spare servers = 24
pm.process_idle timeout =
pm.max requests = 1536
env[TME] = /tmp
env[TMPDIR] = /tmp
env[TEMP] = /tmp

php flagldisplay errors] = off

php admin value[error log] = /var/log/fpm-php.www.log
php admin flag[log errors] = on
php:admin:value[meaory_limit] = 2048M

php admin value[date.timezone] = Europe/Moscow
php_admin value[post max size] = 400M

php_admin value[upload max filesize] = 400M
php_admin value[max execution time] = 3600

php_admin value[session.gc _maxlifetime] = 7200

60s;

Code Block 40 www.conf

MpumeyaHne
YKkasaHHble HWKEe HACTPOMKKN 3aBUCAT OT MOLLHOCTM CepBepa. HO Hago ObICTb C HUMMK
OCTOpPOXHbIMY noapobHee https://www.php.net/manual/ru/install.fpm.configuration.php

pm.max_children = 460
pm.start_servers = 8
pm.min_spare_servers = 6
pm.max_spare_servers = 24

#rommeM B Hadasie daiiya. HanpuMmep 31 He 3aKOMMEHTMPYEHOM CTPOKOM
openssl conf = openssl def

#IIvmeM B KOHLE dalia

[openssl def]

engines = engine section

[engine section]

gost = gost section

[gost section]

engine id = gost

dynamic path = /usr/lib/x86 64-linux-gnu/engines-1.1/gost.so
default algorithms = ALL

CRYPT PARAMS = id-Gost28147-89-CryptoPro-A-ParamSet

Code Block 41 openssl.conf
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17 YcTaHOBKa cepBepa XpaHeHUs cripaBOYHUKOB,
Ffloros, Kalla, ceccum

Onsa dyHKumoHnpoBaHusa Cuctembl Heobxoguma ycTaHoBKa 1 HacTporika CYB[
MongoDB. Vcnonb3yeTtcsa nocnenHss ctabuneHas sepcms mongodb 4.2

®yHKUMOHanbHoe HasHaveHne CYB[ MongoDB - xpaHeHue nokanbHbIX ClPaBOYHUKOB U
K3LLIMpoBaHWe JaHHbIX.

YcraHoBka CYB[] npou3soanTcsa Ha 6onblunHCTBE 13 NnaTtdopM B COOTBETCTBUM C
WHCTPYKLUUSIMU 0dMLManbHOro canTa:

e  WHCTPyKUMS no yctaHoske Ana Windows - https://docs.mongodb.com/manual/tutorial/install-
mongodb-on-windows/

e  WHCTPYKUMS MO yCcTaHoBKe Ans Linux -
https://docs.mongodb.com/manual/administration/install-on-linux/

e MHCTPYKLMSA no ycTtaHoBke Anst macOS - https://docs.mongodb.com/manual/tutorial/install-
mongodb-on-os-x/

MpumeyaHue - Ccbinku npuBegeHbl B 03HAKOMUTENBHbIX LIEMNsSX, MeCTopacnonoxeHue
WHCTPYKUUIA MOXET BbITb M3MEHEHO BnagenbLem canTta.

[lononHUTENbHbIX HACTPOEK, KPOME YKa3aHHbIX B UHCTPYKLMSIX MO YCTaHOBKE (MPUBEAEHHBIX NO
CCblIfnikaMm BbilLEe), He TpebyeTcs. Mo ymonyaHuio ncnonb3yemblin NopT nogkntoveHusa k CYB[] -
27017.

WHctanauua CYB MongoDB npoussoantcsa nnbo Ha oTAENbHO BbIAENEHHOM cepBepe Anis
CYB[, nnbo Ha cneunann3npoBaHHOM cepBepe, NpeaHa3HaYeHHOM A5t paboTbl CEPBUCOB U
NPUNOXEHNI.

Mocne yctaHoekn CYB[, MongoDB TpebyeTca 3arpy3ka nokanbHbIX CPaBOYHUKOB U
HacTpowka KOHMUrypaLmMoHHbIX dhannos web-cepBepos:

o promed/condig/mongodb.php — dann koHdurypaumm B[l cnpaBoYHMKOB.
e promed/condig/mongodblog.php — dann koHdurypaumm B[] noros nonb3oBaTtenen.
e promed/condig/mongodbcache.php — dann koHdurypaumm B kawa npunoxeHus.

¢ promed/condig/mongodbsessions.php — dan koHdurypauum B cceccun
nonb3oBaTenen.

B ykasaHHbIX KOHUrypaumsix yKasbiBaeTCs:

e S$config'mongo_host'] — HacTpovika IP mawwmHbl ¢ cepeepom mongodb;
e S$config'mongo_port'] — HacTpolika nopTta cepepa mongodb;

e $config'mongo_db'l — umsa B[] Ha cepsepe mongodb;

[nsa MoHuTOpuWHra npomssoauTensHocTu 1 ynpaeneHms CYB[ ncnonb3yeTtca MeHexep cTyaus,
Hanpumep, Robomongo, yctaHaBnMBaemMas Ha paboyem MecTe agMuMHUCTpaTopa.

3arpyska yHKLMOHAarbHbIX CMPaBOYHMKOB MPOMU3BOAUTCA COMMACHO MHCTPYKLMK:
1. ABTOpU3yMTECH B CUCTEME.

2. Otkponte APM Agmunnctpatopa LIO[, ecnu 3axoguTe B NepBbii pas, BO3MOXHO Y Bac He
oTkpoeTcst APM AgmunnctpaTtop LO[, TO B 3TOM Crnydae Hy>KHO OTKPbITb KOHCOSb
Opay3epa u BBecTu crnegytowyto komaHgy getWnd('swDBLocalVersionWindow').show();

3. Haxwmute kHomky «Cuctemay, BbibepuTe NOANYHKT «YNpaBfeHne BEPCUMAMU NTOKAIbHbIX
cnpaBo4HMKoBy». OTOOpasuTcsa popma cocrosiiasi U3 pasaeros:

Bepcuu - gaHHbI pasgen CoaepKuT yxKe creHeprpoBaHHbIE BEPCUM CNIPABOYHMKOB.

2. CnpaBOYHVKM BEPCUM - MOXHO MOCMOTPETb Kakue CpaBOYHMKM U B KaKyl BEPCUIO BOLLISIN.
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3.

Bce cnpaBo4YHUKK - NnepeyveHb CNPaBOYHUKOB, AOCTYMHbIX Ar1s NepereHepupoBaHus.
[obaBbTe nokanbHbIN CnpaBOYHUK. NS 3TOro:

B cekummn «Bce cnpaBoYHMKN» Haxxmute KHonky "[obaBuTb", OTKpoeTcst hopMa
nobaBneHnsi cnpaBoYvHUKa.

3anonHuTb nong: HaumeHoBaHne (HassaHue cnpaBoyHuka), Npeduke (coBnagaet ¢
HaMMeHoBaHWeM), KpaTkoe HanmeHoBaHuWe (CoBnagaeT ¢ HauMmeHoBaHneM), Cxema (Cxema
B KOTOPOW HaxO4MTCs CnpaBoyHuK), Kntou-none (KntoveBoe none tabnuubl, 06bI4HO UMS 1
_id), Mogynb (Promed).

Haxmute kHonky «CoxpaHuTb» U creHepupymnTe ero.

BAXHO. MNepea cambiM nepBbIM hopMUpoBaHMEM CMPABOYHUKOB HYXXHO yoeauTcs, 4To
y 6a3e ykaszaHa npaBunbHas permoHanbHocTb. Ecnu cnpaBoyHukm cchopmupoBanm
paHblUe, TO MOXHO yAanuTb 6a3y co cnpaBoYHUKaMM U NOBTOPUTb (hOpMUPOBaAHUE.
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18 ®oHOBbLIe npouecchl CUCTEMbI

18.1 ®oHOBbLIEe Npouecchl 6a3bl AaHHbIX.

18.1.1 Co3paHue peecTpa cYeTOB

[nsa cosgaHna peecTpoB CHETOB U3 oYepeamn co3fnaeTcs 3agaHue:

*/5 * * * * sudo -u postgres psql -d promedtest -U srv_rep50 -c "SELECT
r50.registry processing region();"

*/5 * * * * sudo -u postgres psql -d promedtest -U srv_rep60 -c "SELECT
r60.registry processing region();"

*/2 * x * * (/bin/date && sudo -u postgres psgl -d promedadygea -U
srv_repl -c "CALL rl.registry processing region();") #>>
/home/zartdinov/promedadygea.log 2>&1 #IlpM BEIIOJHEHMM CKPUIITA CO3OaETCs
dann ¢ mMeHeM promedadygea.log M 3anmMchBaeT MHOOPMALMIO O BHIIOJIHEHMUU

CKPHUIITA .
*/2 *x *x % * (/bin/date && sudo -u postgres psqgl -d promedtest -U srv_repl
-c "CALL rl.registry processing region();") #>>

/home/zartdinov/promedtest.log 2>&1 #Ilpu BHINOJNHEHMM CKPMITa co3maeTcs dain
c mMeHeM promedtest.log u 3anmceBaeT MHOOPMaLMIO O BHIIOJHEHMM CKPUIITA.

MeprognyHoOCTb 3anycka oT 2 40 5 MUH.

Mma cxeMbl 3aBMCUT OT HACTPOEK pernoHa.rpt.registry _lvn_processing_region();

18.1.2 Yunctka nora geMcTBMM NONb30OBaTens.
3apgaHus 3anyckatoTca Ha B[] PHP_LOG

QuucTka nora ¢ oTNpaBKoOW yaaneHHoro B apxue

select dbo.clear PHPLogZ (mont:=1);
0 3 * * 1-5 (/bin/date && sudo -u postgres psql -d php log -U srv_repl -c
"select dbo.clear PHPLog2(1l);") >> /home/zartdinov/1-5.log 2>&1

mont KoNn-Bo MecsILEB,0T TEKYLLEel AaThl, JaHHbIe 3a 9TOT Nepuop ocTaloTCs B fore, Bce
YTO cTaplle NepeHoCUTCA B apXmB Jor, Mo yMon4yaHuio =1.

MeproanyHOCTb 3anycka C NoHeAernbHVKa Mo NATHULY pa3s B AeHb.

QOuuncTka apxX1BHOro rora.

select dbo.clear PHPLogArchive (mont:=3);
0 3 * * 6-0 (/bin/date && sudo -u postgres psql -d php log -U srv_repl -c
"select dbo.clear PHPLogArchive(3);") >> /home/zartdinov/6-0.log 2>&l

mont KOn-BO MECSILIEB,0T TEKyLLEN AaTbl, AaHHbIE 3a 3TOT NEePUOA OCTaTCS B apXMBHOM
fiore, BCe YTO cTaplue yAaansieTcs, no ymonyaHuo =3,

[MepuoanyHocTb 3anycka ¢ cybboTa, BOCKpeceHbe pa3 B A€Hb.
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18.1.3 ®opmupoBanue JIBH

*/5 * * * * sudo -u postgres psql -d promedtest -U web promed50 -c "select
rpt.registry lvn processing region() ;"

*/5 * * * * sudo -u postgres psql -d promedadygea -U web promedl -c
"select rpt.registry lvn processing adygea region();"

18.1.4 Vacum

0 4 * * * su - postgres -c "vacuumdb --all --analyze --verbose"

18.1.5 YucTtka noroB PostgreSQL

0 0 * * * find /dbpostgres/postgresqgl/log/*.log -ctime +0 -delete

18.1.6 O6HOBNEeHMe maT npeacTaBleHUN

0 5 * * * sudo -u postgres psgl -d promedlistest?2 -c "select
xp materializedview refresh()"

18.1.7 Backup

0 0 * * * /opt/scripts/backupfull.sh

18.1.8 Auto kill

*/10 * * * * sudo -u postgres psqgl -d postgres -c "SELECT

pg_terminate backend(pid) FROM pg stat activity WHERE pid <>

pg _backend pid() AND state = 'idle' AND state change < current timestamp -
INTERVAL '10' MINUTE;"

18.1.9 Collect data iops for zabbix

* % % x * /etc/zabbix/scripts/iostat-collect.sh /tmp/iostat.out 60

18.2 doHoBbIe npoueccbl WEB cepBepa
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*/20 0-7 * * * /usr/bin/curl

'http://URL ADDRESS/?c=PhpLogServices&m=transferDataFromMongoDB&swtoken=<mo
IOCTapJIfgeM TOKEH IOJIb30BaTejid OT KOTOPOIO 3alyCKaTb KOMaHIy>'

IOaHHOE 3alaHMe Ha Npukjale BebO-cepsepa ELIN.MUC numeT OTIEJBHEI JIOT B
KOTOPOM MOXHO CMOTPeTh xon paboTe — TransferDataFromMongoDB

Code Block 42 3apnaHue ansa 3anycka nepeHoca noros us MongoDB B ocHoBHyto B[]
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YACTb 2 — CepBuUcCbI Ans B3aumMoaencTBus c
BHeLWHUMM heaepanbHbIMU CUCTEMAMU

133



1 swan-api

1.1 Pa3BopauuBaHue

1.1.1 YctaHoBKa c npumeHeHunem docker

1.1.1.1 Heobxogumoe O
e docker v19.03

e docker-compose 1.25

1.1.1.2 CrtpyKTypa nanok

/srv/hosts/swan-api - OCHOBHas nanka cepsuca
— api.yml - KOHGU chann
L—logs - nanka ¢ noramu

1.1.1.3 docker-compose.yml

version: "2"
services:
swan-api:
image: docker.promedweb.ru/swan-api:1.0.50
container name: swan-api_ promed
volumes:
- /srv/hosts/swan-api/logs:/opt/tomee/logs
- ./api.yaml:/opt/tomee/conf/api.yaml
environment:
- CATALINA OPTS=-Xms512M -Xmx2048M -server -XX:+UseParallelGC -
Dfile.encoding=UTF-8
- TIMEZONE=Asia/Yekaterinburg
ports:
- "8082:8080"

Code Block 43 docker-compose.ymi

1.1.2 YcraHoBKa Hanpsmyto Ha OC
1.1.2.1 Heobxogumoe MO
1.1.2.2 YcrtaHoBka TomEE

1.1.2.3 Hactporka TomEE kak cepBuca

1.2 OnucaHue channoB KoHcpuUrypaumm.
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# Hacrporkm z3amaiorca B bopmaTe YAML
# http://www.yaml.org/
# https://ru.wikipedia.org/wiki/YAML

# ! OrcTyne - 3TO He MNPOCTO TakK, OHM 3aHalT CTPYKTYPYy IHOOKYMEHTa, CM.
onmucanme tdopmara!

# Obume HacTpolkm API
api:
# BpeMs XMBHM CeCcCum
# sessionTTL: 3600

# Barpyxarb mparBep mig npobunmpoBaHus zanpocor jdbc? B ciyuae
oTkJIOUeHMs anpeca Buma jdbc:simon:* MmoryT He paboTaTh
# profilingUseJdbcDriver: true

# sarpyxars danyn KOHOMI'ypauuu IJis OPOOMIMPOBAHMUS?
profilingUseConfig: true

# cneumdprueckme HACTPOMKM IJIS PABJIMUHBEIX MOIYJEeM
app:
# mHTerpauusa c ApxuMen
archimed:
# mnenTuomkarop wabsona nias /archimed/EvnFuncDiagResult
EvnFuncDiagResulT.xmlTemplateBaseId: 33

# Hacrpomkm nopkjoueHus k LDAP. HeoOxXOOMMO MCIIOJIB30BATBH TOT XE& CEpPBEp UTO
n pua IlpoMen
ldap:

# URL LDAP-cepBepa

url: <LDAP IP>

# nopT

# port: 389

# ImomMeH aBTOPMBALUM

domain: dc=ecp,dc=ru

# nmosb30BaTEJNb

user: cn=admin

# nmaposb

pass: <LDAP PASS>
OyTh IJIg 3alpoCcOoB TPyNN
groupPath: ou=Groups
IyTh IJI 3alpoCOB [OJIb30OBaTeJeN
userPath: ou=Users

H = =

# HacrTporku nomkjuodeHus K Bl
db:
# IpailiBep IOJg NOIKJIOYEHMSI
driver: org.postgresqgl.Driver

# HacTpolky O permoHaMm:

# Ecim mys permoHa B API He MCIHOJIb3YIOTCSA OAOKJIOUYEHMS C Pa3JIMUHBEIMY POJISAMU
TO yKa3bBaeM:

# * um permoHa - r2, r59.. wmwm perm, ufa..

# * url - URL mig NOIOKJIOUEeHMS K BJ]

# * username - uMda [IOJIB30BATEJNS

# * password - mapoJib

# * isDefault - npmsHak "permoHa no ymoydaHmo", T.e. ecyM B 3anpocax K
API He yKa3aH pPerMoH — OyIeT MCIOJb30BaThbCSH 3TOT.

# Eciu permMoH TaKOBHIM He SBJISIETCS — MOXHO He yKasbBaThb

# r2:

# url:

jdbc:sqlserver://AHPEC7CEPBEPA;databaseName:MMﬂiEH;selectMethod:cursor
# username: IIOJIL3OBATEJL
# password: IAPOJIb
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# isDefault: true

# ECIM MCHONB3YIOTCS MOOKJIOUEHUS C PaBJIMUHEIMM POJIIMM, HanpuMep API moJixeH
paboraTe C OCHOBHOM M BJIl CMII, TO NOOKJIOUEHMS yKa3BEBAITCS B CEKLUUU

connects:
# * un permoHa - r2, r59.. wim perm, ufa..
# * role - "poss" Bll: pabouas - MAIN, peecrtpoBas - REGISTRY, oTueTHas -

REPORT, ocunoBHas CMI - EMERGENCY MAIN, peectpoBasa CMI - EMERGENCY REGISTRY
# * url - URL mig HOOOKJIOUEeHMS K Bl

# * username - uMA [OJIL30BATENA
# * password - mapoJb
# * isDefault - mpmsHak "KOHHEKTa MO yMoJsyaHmo'", T.e. ocHOBHag Bl c

KOTOpOM paboraer API. JIMGO He yKasHBAEM BTy OILMIO €CJM DTO He OCHOBHas B

# r2:

# connects:

# - role: MAIN

# url:
jdbc:simon:sqglserver://AIPEC CEPBEPA;databaseName=lMA Bll; selectMethod=curs
or B B

# username: IIOJIb30BATEJb

# password: IAPOJIb

# - role: EMERGENCY MAIN

# isDefault: true

# url:
jdbc:simon:sqglserver://AIPEC CEPBEPA;databaseName=IMi BJll; selectMethod=curs
or

# username: IIOJIb30BATEJb

# password: TAPOJIb

# BAXHO!!!

# ! Ina pabouero OKPYXEHMs yKasblBaAeM TOJIBKO OIMH PETMOH C KOTOPEM
paboTaeM

# ! EcyiM HacTPOEHO HECKOJbKO PEIMOHOB, TO IJIS OOHOT'O M3 HMX HEOOXOIMMO

3aIaTh OpM3HakK "permoHa no ymosuaHmo" (isDefault: true).

# EciM HaAaCTpPOEH TOJIbKO OOMH PETMOH - MOXHO He yKasEBaTb

# ! Ecim nJjs perroHa MCIOJB3YITCS COEIMHEHMS C Pas3IMUYHEIMM POJISMM (CeKUMs
connects) ToO HeOXOIMMO 3alaThb IJS ONHOTO M3 COeIMHEHUMN

# mpumsnHak "no ymosuaHuo" (isDefault: true)

regions:
r50:
role: MAIN
url:
jdbc:postgresqgl://<DB_HOST>/<DB NAME>?user=<DB_USER>&password=<DB PASS>&st
ringtype=unspecified
username: <DB USER>
password: <DB PASS>
r2:
driver: com.microsoft.sglserver.jdbc.SQLServerDriver
url:
jdbc:sqglserver://<DB_HOST>;databaseName=<DB NAME>;selectMethod=cursor
username: <DB USER>
password: <DB PASS>

Code Block 44 api.yaml (PostgreSQL)

Heobxogumo 3ameHuTb <IP_SERVER>
<LDAP_HOST> - ip agpec cepsepa ldap

<LDAP_PASS> - naponb cepBepa ldap (r03ep nponucan ansi npuMepa B KOHPUre. OHWN SOIDKHbI
ObITb CTAaHZAPTHbIE.)

136



<DB_HOST> - IP Agpec ba3sbl AaHHbIX
<DB_NAME> - Nma ba3bl AaHHbIX
<DB_USER> - lNonbk3oBatens b
<DB_PASS> - MNMapons ot B

1.3 ObHoBneHue

Onsi obHoBneHns MSSQL Bepcum Hy>KHO NepenTn Ha CreayLwmi
npoekT https://qgit.promedweb.ru/docker-service/swan-api

3anycTtuTb Pipline ¢ nepemeHHon ver n Bepcuent anu. lNocnegHss Ha gaHHbIN MOMEHT Bepcus
ana 1.0.50

Y @ @ gitpromedweb.ru/dockerservice/swan-api_pa/pipelines/new ne a

&) GitLab  npoexTsi rpynnet Eweé (@#TI NA MEpeiiTH K.. a 0D I B @

e > swanapi_pg » CEopouHbie nuHIK

S swan-apipg
£ Project overview 3anycTUTk C60POUHYI0 TMHUID

B PenosuTopuii
SanycTuts ana

O ObcyxzaeHusa
master
11 3anpocel Ha cvsHre 0 wecTByHoLy
Mepemennbie
4 Cl/cD P
Variable s ver 1.1.16 °
C6opoUHbIe MMHUM -
Saparnus Variable ¢ | | Knio sxoanoi nepemen | | 3nauerue sxopoli
PacnvcaHms
€ 3HaeHNA NepeMeHHb bl GyayT ucnon 3aHHble B HACTOIKM CL/CD GyAYT UCMONb30BaTLCA N0 YMONHaHMKG
@ Onepauum
3anycTUTs CEOPOUHYHD MHMIO Ormena
Lt Ananumica
0 wiki

1.4 [encTtBUA nocne yctaHOBKU

MoxxHO HacTpouTb Nginx anga paboTbl ¢ swan-api. Hanpumep gns pabotbl 1C unu Android-
npunoxenun ana CMI1.

server {
listen 8081;
server name apil.ecp-mis.ru;
access_log /var/log/nginx/api acc.log main buffer=64k;
error log /var/log/nginx/api err.log;
open file cache errors off;

location /swan-api/ {
index index.php;
proxy pass http://<IP_SERVER>:<PORT SERVER>/swan-api/;
proxy redirect off;
proxy set header Host Shost;
proxy set header X-Real-IP Sremote addr;
proxy set header X-Forwarded-For S$proxy add x forwarded for;

Code Block 45 api.conf
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2 ECHUA (ScanCodeService)

OnepaunoHHasa cuctema:
(1S Version Bit
CentOS 8.2.2004 X86_64 bit

MporpaMMHbIN KOMMJIEKC:

Application Version

Java 1.8.0-openjdk-devel
CriptoPRO JCP 2.0.40035

Apache Tomcat (TomEE) 8.5.50(7.0.7)
net-tools

unzip

Java

O6HoBnNsieM NakeTbl ONepaLnoHHON CUCTEMbI:

$ sudo dnf -y update

Mpoeepsem Bepcuto java:

$ sudo java -version

Ecnu java He ycTaHoBNeHa (OTnuyaeTcst Bepcus):

Mwem Hy>KHyt0 Ham Bepcuio java:

$ sudo dnf search 1.8.0-openjdk
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#2 zartdinov@localho

YcTtaHaenueaem java-1.8.0-openjdk-devel . x86_64:

$ sudo dnf -y install java-1.8.0-openjdk-devel.x86 64

MpoBepsiem Bepcuto java:

$ sudo java -version

@ rartdinov@localhost: ~

CriptoPRO JCP

Ina 3arpy3ku CriptoPRO noHagobuTtbcsa 3apernctpmpoBatbcs Ha noptarne CriptoPRO, Tak e
akTyanbHasi Bepcus CriptoPRO OyaeT BbinoxeHa Ha kopnopatmsHom Cloud.

Ckaumnaem CriptoPRO ¢ kopnopatusHoro Cloud:
$ curl -o jtls.zip https://cloud.swan-

it.ru/index.php/s/oPLFt84CXeYMgzb/download?path=%2FJCP%2FJavaTLS%2Fjcp—
2.0.400358files=jcp-2.0.40035.zip

Pacnakyew jtls.zip:

$ unzip Jjtls.zip

Pacnakyewm jcp-2.0.40035.zip B kaTanor /opt:
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$ sudo unzip jcp-2.0.40035/jcp-2.0.40035.zip -d /opt/

HasHaunm dhannbl ¢ pacumpeHuem .sh UCNONHAEMbIMU:

$ sudo chmod +x /opt/jcp-2.0.40035/*.sh

Mepengem B katanor jcp-2.0.40035:

$ cd /opt/jcp-2.0.40035

MpoBepsieM MCMoMb3yemyto Mo YMOn4YaHuio java 1 NyTb A0 KaTarnora:

$ sudo alternatives --config java

3anyckaem yCcTaHOBKY jcp:

$ sudo ./setup console.sh /usr/lib/jvm/java-1.8.0-openjdk-1.8.0.262.b10-
0.e18 2.x86 64/ -force -en -install -jcp -jcryptop -cades -jre
/usr/lib/jvm/java-1.8.0-openjdk-1.8.0.262.b10-0.el8 2.x86 64/

CkonupyeM jcp dependencies 6ubnuoteku B katanor ext:

$ sudo cp /opt/jcp-2.0.40035/dependencies/* /usr/lib/jvm/java-1.8.0-
openjdk-1.8.0.262.b10-0.el8 2.x86 64/jre/lib/ext/

Ckonupyem jcp javadoc 6nbnmoTeku B Katanor ext:

$ sudo cp /opt/jcp-2.0.40035/javadoc/* /usr/lib/jvm/java-1.8.0-openjdk-
1.8.0.262.010-0.e18 2.x86 64/jre/lib/ext/

MpoBepsaem nuueHaunto CriptoPRO JCP:

$ java ru.CryptoPro.JCP.tools.License
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@ zartdinov@localhost: ~

.0Pro.JCF.tools.

ESIA

AktyanbHas Bepcuss ECUA (ScanCodeServices) bygeT BbiknagbiBaTbCs Ha KOprnopaTUBHOM
Cloud.

Cospgagum rpynny tomee:

$ sudo groupadd tomee

Cos3gapum nonb3oBaTtens tomee:

$ sudo useradd tomee -s /bin/false -g tomee -d /opt/tomee

Ckaumnaem aktyanbHyto Bepcuio ECUA (ScanCodeServices) ¢ kopnopatmeHoro Cloud:

$ curl -o ScanCodeServices.zip https://cloud.swan-
it.ru/index.php/s/8FaGYLEneRTmi8S/download?path=%2FTomEE%2FScanCodeService
s&files=ScanCodeServices v202003.zip

Pacnakyem ScanCodeServices.zip:

S unzip ScanCodeServices.zip

Pacnakyem ScanCodeServices_v202003.zip B katanor /opt:

$ sudo unzip ScanCodeServices/ScanCodeServices v202003.zip -d /opt/tomee

HasHaunm dannbl ¢ paclumpeHunem .sh UCNonNHAEMbIMU:
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$ sudo chmod +x /opt/tome/bin/*.sh

HasHavyaem Bnagensuem katanora /opt/tomee/ tomee:

$ sudo chown -R tomee: /opt/tomee/

YcTaHoBMM pegakTop vim:

$ sudo dnf -y install vim

Hactpoum tomee

Cpoenaem pe3epBHYO KONU0 KOHGUrypawumMoHHoro ganna tom:

$ sudo cp /opt/tomee/conf/tomcat-users.xml /opt/tomee/conf/tomcat-
users.xml.old

OTpepaktTupyem KoHpUrypaumoHHbIn dann tomcat-users.xml:

$ sudo vim /opt/tomee/conf/tomcat-users.xml

Bbino:

2P zartdinov@localhosti~
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Crano:

P zartdinov@localhost:~

B koHdurypaumoHHbii chann tomceat-users.xml go6asunu:

<role rolename="admin-gui,manager-gui"/>
<user username="login" password="password" roles="admin-gui,manager-gui'"/>

Cpoenaem pesepBHYO KOnuio KoHdUrypawumoHHoro dgarna context.xmil:

$ sudo cp /opt/tomee/webapps/manager/META-INF/context.xml
/opt/tomcat/webapps/manager/META-INF/context.xml.old

OTpepakTupyem koHuUrypaumoHHbin damn context.xmil:

$ sudo vim /opt/tomee/webapps/manager/META-INF/context.xml
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Crano:

& undnovBlocalbort

B KoHurypaumoHHoM danne contex.xml nameHunu:

Bbino:

<Valve className="org.apache.catalina.valves.RemoteAddrValve"
allow="127\.\d+\.\d+\.\d+]::110:0:0:0:0:0:0:1" />

Crano:

<Valve className="org.apache.catalina.valves.RemoteAddrValve"
allow="\d+\.\d+\.\d+\.\d+" />

YCTaHOBUM CETEBYH YTUNUTY het-tools:

$ sudo dnf -y install net-tools

CmoTpum He 3aHaT iy nopt 8080:

$ sudo netstat -tulnt | grep "8080"

Ecnv nopt 8080 He 3aHAT naem B pasgen co3gaHust KoHurypaumoHHoro dhanna crapTa,
OCTaHOBKM W aBTOCTapTa tomee:

@ zartdinov@localhost:~

ngranm

Ecnu nopt 8080 3aHAT, MeHAieM ero Ha Apyroun:
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@ zartdinov@localhost:~

CaenaeM pesepBHYIO KOMWIO KOHUrypaLlmoHHoro danna server.xmil:

$ sudo cp /opt/tomee/conf/server.xml /opt/tomcat/conf/server.xml.old

OTpepakTupyem KoHUrypaumoHHbIn hamn server.xml:

$ sudo vim /opt/tomee/conf/server.xml

Crano:
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B KoHurypaumMoHHoM channe server.xml nameHunu:

Bbino:

<Connector connectionTimeout="20000" port="8080" protocol="HTTP/1.1"
redirectPort="8444" server="Apache TomEE" xpoweredBy="false"/>

Crano:

<Connector connectionTimeout="20000" port="9090" protocol="HTTP/1.1"
redirectPort="8444" server="Apache TomEE" xpoweredBy="false"/>

Cos3gagnm koHUrypaumoHHbIn hain ctapta, OCTaHOBKM M aBTOCTapTa tomee:

$ sudo touch /etc/systemd/system/tomee.service

Coenaem pe3epBHY0 KONWIO KOHGUrypaumoHHoro cdanna config.yaml:

$ sudo cp /opt/tomee/webapps/ScanCodeService/WEB-INF/classes/config.yaml
/opt/tomee/webapps/ScanCodeService/WEB-INF/classes/config.yaml.old

OTpenaktupyem KoHurypaumoHHein damn config.yaml:
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$ sudo vim /opt/tomee/webapps/ScanCodeService/WEB-INF/classes/config.yaml

@ mc [root@localhost.localdomain]:/opt/tomee/webapps/ScanCodeService/WEB-INF/classes

B koHdurypauunoHHom dparne config.yaml nponuceiBaetca keyAlias u keyPassword
ceptudukara:

configCryptoProJCP:
keyMediatype: HDImageStore
keyAlias: test2020
keyPassword: 12345678

B koHdurypaumoHHom dhanne config.yaml nponuceiBaem pexmnm paboTbl CkaHepa LUTPUX-KO40B
N kapapuaepa. YctaHaBnuBaeM pexum onpoca ckaHepa checkComPorts: true unm oTkniovaem
(false), aHanornyHo ans kapapuaepa checkTerminals: true. Pexxum onpoca Heobxogum, ecnm
npegnonaraeTcsi CYATbIBAHWE MONUCOB MO COOLITUAM BCTaBKM 3NEKTPOHHOMO nonmca u
CKaHMPOBAHWIO LUITPUX-KoAa BymaxkHoro nonuca. YkasbiBaeTcs MHTEpBan onpoca
checkComPortsInterval: 15 B munnucekyHaax. YkasbiBaeTcs nopTt ckaHepa comPort:
/dev/ttyACMO.

configScanCode:

comPort: /dev/ttyACMO

comPortExcludes: /dev/ttyS0;/dev/ttySl;COM1
checkComPorts: true

checkComPortsInterval: 15configScheduler:
checkTerminals: true
checkTerminalsInterval: 15

systemd

OTpenakTupyem KoHUrypaumoHHei dann tomee.service:
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$ sudo vim /etc/systemd/system/tomee.service

[Unit]
Description=TomEE
After=network.target

[Service]
Type=forking

Environment=JAVA HOME=/usr/lib/jvm/java-1.8.0-openjdk-1.8.0.262.b10-
0.e18 2.x86 64

Environment=CATALINA PID=/opt/tomee/temp/tomee.pid

Environment=CATALINA HOME=/opt/tomee

Environment=CATALINA BASE=/opt/tomee

Environment="CATALINA OPTS=-Xms512M -Xmx1024M -server -XX:+UseParallelGC"
Environment="JAVA OPTS=-Djava.awt.headless=true -
Djava.security.egd=file:/dev/./urandom"

ExecStart=/opt/tomee/bin/startup.sh
ExecStop=/opt/tomee/bin/shutdown.sh

User=tomee
Group=tomee

ExecReload=/bin/kill $MAINPID
RemainAfterExit=yes

[Install]
WantedBy=multi-user.target

Mepesarpyxaem KOHUrypaumo cepeuca:

$ sudo systemctl daemon-reload

3anyckaem cepsuc tomee:

$ sudo systemctl start tomee.service

[poBepsem, 3anyuwleH nn cepBuUc € getanbHbIM BbIBOOOM COCTOAHUA cepBUCa.

$ sudo systemctl status tomee.service
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AKTVIBVIpyeM cepBuc (I'IO3BOJ'IﬂeT CTapToBaTb BO BpeMs 3arnycCka CVICTeMbI)Z

$ sudo systemctl enable tomee.service

OTtkpbiBaem nopt 8080 Ha firewall:

$ sudo firewall-cmd --add-port=8080/tcp --permanent

Mepesanyckaem firewall:

sudo firewall-cmd --reload

Cos3gaaum kaTtanor tomee:

$ sudo mkdir /var/opt/cprocsp/keys/tomee/

Pacnakyem apxuB esiatest.000.zip:

$ sudo unzip esiatest.000.zip -d /var/opt/cprocsp/keys/tomee/

HasHauaem Bnagensua katanora /var/opt/cprocsp/keys/tomee/ tomee:

$ sudo chown -R tomee: /var/opt/cprocsp/keys/tomee/

OcTtaHaBnuBaem tomee:

$ sudo systemctl stop tomee.service

3anyckaem tomee:

$ sudo systemctl start tomee.service
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OTKprBaeM tomee B 6pay3epe:
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Mepexogum B servelet ScanCodeService:
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x4

e 3unimenc | 192.168.37.20.8081/ScanCodeService/

- a x
*00BOES D
Disconnect || GetPollsAsObject || GetPolsAsSuing || GetComPortList | | ReadEpCardint | GetPesclist || Getdacanalist || GetlacaraCerts || GetlacanaSign || GetlacanaCMSSign || GatRutokenlist || GtRunokenCerts || GatRutokenSign || GetRutokenCMSSign || GatCryptoProCMSSign |
GaPHCMSSign || GePrinteetist || Prnt
Cornected .
Server 1 {“msgType”s comect lanEstablished”, value™:"Coegumenme yeranamnens”}

Mpoeepsiem paboTy servelet ScanCodeServices HaxaTnem Ha kHonky GetCryptoProCMSSign:

I'IpVI6J'IVI3VITeJ'IbHO Takow OTBET OT CepBuca:

Ecnu CriptoPRO 1 TOmEE HacTpoeHbl NpaBunbHO, B OTBET LOMKHbI NONYYNTb
B eksocket teter % + T
« e saiumens | 192.168.37.288081/ScanCodeService/
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3 ECMHUA (ScanCodeService) Docker

3.1 OnucaHue cepBuca:

Cnyx6a nogaepxky BHeLLHNX ycTporcTB ScanCodeService npeaHa3HaveHa ans pabotsbl ¢
BHELUHVMMM YCTPONCTBaMU, NOAKIOYAEMbIMU Ha KITMEHTCKOM KoMnbloTepe. Habop ycTporicts
BKNtoyaeT B cebsi: TokeHbl aBTOopu3auun (PytokeH SLIM, Jacarta, ETokeH), anekTpoHHble
MONMCbI, CKaHepbl LUTPUX-KoAO0B. Takke cnyxba nogaepxmeaet hOpMUPOBaHME SNEKTPOHHOMN
NOAMMUCHU Ha KntoYax, 3anucaHHblX B xpanunuile Kpuntollpo JCP.

3.2 Penosntopum B Git:

3.3 lMNpumeyaHue:

B KoHTelnHepe 3awmnTbl TECTOBLIN cepTudmkat esiatest.000, keystore.jks n tomcat-users.xml
AN TECTOBOro pa3BepTbiBaHUS.

[na npoeepkn paboTbl BeO-cokeTOB peanudoBaHa html-

cTpaHuua http://localhost:8080/ScanCodeService/. HazBaHusa KHOMOK COOTBETCTBYHOT
Ha3BaHMAM TeCcTMpyeMbIX MeTOAOB.(NpoBepka paboTel servelet ScanCodeServices HaxaTnem
Ha kHonKy GetCryptoProCMSSign)

3.4 PasBepTtbiBaHMe ¢ ucnonb3oBaHuem docker-obpasa

3.4.1 Heobxoanmoe IO
10. docker v19.03
11. docker-compose 1.25

3.4.2 CTpyKTypa nanok MOHTUpPYeMbIX Ha host-mawunHy
{usr/local/tomee/
— logs - nanka c noramm

|— webapps/ScanCodeService/WEB-INF/classes/config.yaml| - koHpurypaumnoHHbii cain
cepBuca

|— webapps/host-manager/META-INF/context.xml - kKOHGUrypaLuMoHHbIN dann JOCTynoB
|— webapps/manager/META-INF/context.xml - KOHGWrypauuoHHbI dhann JOCTyMNoB
|— conf/tomcat-users.xml - dann HacTporkn nonb3oBarenen tomcat

|— conf/keystore.jks - java keystore

L constants.js - dhaiin HacTpoek cepsepa

/var/opt/cprocsp/keys/root/mumMsa KoHTelHep KpunTo-npo.000

3.4.3 [AnA pa3BepTbiBaHMA HEOOXO0AUMO
o Co3pgaTb nanky pasBepTbiBaHUSA

e B kopHe nanku passepTbiBaHusA co3gaTth cann config.yaml
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Cospartb nanku logs
CkonupoBaTb B TeKyLLyto narnky, nanky-KkoHTenHep KpunTo-npo

Cospgatb B nanke passepTbiBaHus dhavin docker-compose.yaml

CosfgaTb KoHUrypaumoHHbIn hann goctynos tomcat context.xml

CosgaTtb hainn HacTponku nornb3oBaTenen tomcat tomcat-users.xml

CkonupoBaTb B TekyLLyto nanky cdann ¢ napamm kroden keystore.jks (koHTenHep
cepTucmkaToB ANA 3aKpbiTua cepBuca no https. Knoy ana koHTenHepa [omkeH bbiTb
"123456", BpEMEHHO, OH 3alNT B KOHUI KOHTEeHepa)

MpoBepuTb cnHTakcuc koHdpurypaumm docker-compose komaHgon: docker-compose
config

3anycTuTb CepBuC C NOMOLLbIO koMaHAbl: docker-compose up -d
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# Pasmesl CONEpPXUT HACTPOMKU CKaHepa.
configScanCode:
# HammeHoBaHume COM-mopTa B CHUCTEME
comPort: /dev/ttyACMO
comPortExcludes: /dev/ttyS0;/dev/ttySl;COM1
checkComPorts: false
checkComPortsInterval: 15

# Pasmes COONEPXUT HACTPOMKM MPMHTEPA .

configPrinter:
# HamMeHOBaHMe MNpMHTEpa B cucTeMe (mo yMmondanwmio default).
printerName: default

# path to Rutoken native library
configlibrary:
libRutokenFile: librtpkcsllecp.so

# Paszmesl CONEpPXMT HACTPOMKM PaCIMCAaHMS ONpocCa BHEMHUX YyCTPOMCTB. Ompoc
HeobxomyM npm paboTe CO CMapTKapTaMM M CKAaHEPOM WTPMXKOOa IOJiS OeTeKLUMU
[IOOKJIOUEeHMST YyCTPOMCTBa M HEMEIJIEHHOT'O UTEHMS IaHHBIX.
# B Opyrux cjydasx OINPOC MSBJIMIIHE NOTPebsiseT pecypCH.
configScheduler:

# BKJIOUMTE /BHIKJIOUMTE OIPOC YCTPOMCTB

checkTerminals: false

# UHTepBan ompoca (cek)

checkTerminalsInterval: 15

# Pasmes COmEpXMT MapaMeTpH OJisS KBaJIMOUUMPOBAHHOM [IONIMCU
configCADES:
# URL cuyxOB WITaMIOB BpeMeHM https://www.cryptopro.ru/tsp/tsp.srf
http://pki.skbkontur.ru/tsp/tsp.srf http://tsp.ncarf.ru/tsp/tsp.srf
urlTSPService: http://tsp.ncarf.ru/tsp/tsp.srf

# Paszmesl comepxmT [apaMeTpH MNOANMCKM Ha kJinode Kpunrollpo
configCryptoProJCP:

keyMediatype: HDImageStore

# Anmac xioda

keyAlias: esiatest

# Ilaponb KJoOua

keyPassword: 12345678

configPfxFile:
fileName: pl2.pfx
filePassword: 12345678
aliasName: cp_ exported
keyPassword: 12345678

Code Block 46 config.yaml
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version: '3.3'

services:
scancode:
image: d-repo.rtmis.ru/promed/scancode:1.0.0
container name: scancode
volumes:
- ./config.yaml:/usr/local/tomee/webapps/ScanCodeService/WEB-
INF/classes/config.yaml
- ./tomcat-users.xml:/usr/local/tomee/conf/tomcat-users.xml
./logs/:/usr/local/tomee/logs/
Konremrep JCP
./esiatest.000/:/var/opt/cprocsp/keys/root/esiatest.000
KonremHep Jjava keystore
./keystore.jks:/usr/local/tomee/conf/keystore.jks
- ./context.xml:/usr/local/tomee/webapps/host-manager/META-
INF/context.xml
- ./context.xml:/usr/local/tomee/webapps/manager/META-
INF/context.xml
environment:
TZ: Asia/Yekaterinburg
# PaCKOMMeHTMpOBaTb P HaJN4dUM JIMIIEH3UN
# # KEY LICENSE
# JCP_KEY:
#
#

I == 1 == |

# COMPANY NAME
JCP_NAME:
CATALINA OPTS: "-Xms512M -Xmx1024M -server -XX:+UseParallelGC"
JAVA OPTS: "-Djava.awt.headless=true -
Djava.security.egd=file:/dev/./urandom"
ports:
- 8080:8080
- 8089:8089
- 8443:8443
- 8005:8005
- 8009:8009

Code Block 47 docker-compose.yaml

<?xml version="1.0" encoding="UTF-8"?>

<Context antiResourcelLocking="false" privileged="true" >

<Valve className="org.apache.catalina.valves.RemoteAddrValve"

allow="\d+\.\d+\.\d+\.\d+" />

<Manager
sessionAttributeValueClassNameFilter="java\.lang\. (?:Boolean|Integer|Long|
Number |String) |org\.apache\.catalina\.filters\.CsrfPreventionFilter\$LruCa
che (?:\$1)?|java\.util\. (?:Linked) ?HashMap" />
</Context>

Code Block 48 context.xml
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<?xml version="1.0" encoding="UTF-8"?>

<tomcat-users xmlns="http://tomcat.apache.org/xml"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalocation="http://tomcat.apache.org/xml tomcat-

users.xsd"
version="1.0">

<role rolename="manager-gui"/>

<role rolename="admin-gui"/>

<user username="tomcat" password="secret" roles="manager-gui,admin-gui"/>

</tomcat-users>

Code Block 49 tomcat-users.xml
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4 ECWUA (ScanCodeService) OLD

ocC Version PaspsagHocTb
CentOS minimal 8.2.2004 x86_64 bit
Application Version

Java 1.8.0-openjdk-devel
CriptoPro JCP 2.0.40035

Apache Tomcat(TomEE) 8.5.50(7.0.7)

net-tools

unzip

MpoBepsieM yCTAHOBMNEHO N Ha CEpBEpe java:

$ sudo java -version

Ecnu Ha cepBepe He ycTaHOBIEHa java

YcTtaHoBka Java

O6HoBnsieM cnmcok packages ms repository:

$ sudo dnf -y update

YcTtaHaBnmBaem Java:

$ sudo dnf -y install java-1.8.0-openjdk-devel

YcTaHoBKa net-tools

YcTtaHaBnmBaem net-tools:

$ sudo apt install net-tools

YcTtaHoBka Apache Tomcat (TomEE)/8.5.50 (7.0.7)

Co3pfaem gupekTopuio tomee:
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$ sudo mkdir /opt/tomee

Cosgaem rpynny tomee:

$ sudo groupadd tomee

Cosgaem nonb3osaTens tomee:

$ sudo useradd -s /bin/false -g tomee -d /opt/tomee tomee

Apache Tomcat(TomEE)
Apache Tomcat(TomEE): ScanCodeServices

Mpumep ckaumsaHua Apache Tomcat(TomEE): ScanCodeServices

curl -o ScanCodeServices v202003.zip https://cloud.swan-
it.ru/index.php/s/ZaNWYP3zF7DGRIA/download

Mepexogum B Katanor tomee:

$ cd /opt/tome

$ sudo chmod -R g+r conf

$ sudo chmod g+x conf

HasHavaem nonb3oBaTens tomee BnagenbLeM KaTanora tomee:

$ sudo chown -R tomee /opt/tomee

$ sudo update-java-alternatives -1

$ sudo vim /etc/systemd/system/tomee.service

Cosgaem daemon 3anycka, OCTaHOBKU M 3anycCka npu ctapTe CUCTEMbI:
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[Unit]
Description=TomEE
After=network.target

[Service]

Type=forking

Environment=JAVA HOME=/usr/lib/jvm/java-1.8.0-openjdk-amd64
Environment=CATALINA PID=/opt/tomee/temp/tomee.pid
Environment:CATALINA:HOME=/opt/tomee

Environment=CATALINA BASE=/opt/tomee

Environment:"CATALINX_OPTS:—XmSS12M -Xmx1024M -server -XX:+UseParallelGC"
Environment="JAVA OPTS=-Djava.awt.headless=true -
Djava.security.egd=file:/dev/./urandom"

ExecStart=/opt/tomee/bin/startup.sh
ExecStop=/opt/tomee/bin/shutdown.sh

User=tomee
Group=tomee

ExecReload=/bin/kill $MAINPID
RemainAfterExit=yes

[Install]
WantedBy=multi-user.target

Mepesanyckaem daemon:

$ sudo systemctl daemon-reload

BanyckaeM daemon tomee:

$ sudo systemctl start tomcat

MpoBepsem ctaTyc 3anycka daemon tomee:

$ systemctl status tomcat

Bkritoyaem 3anyckK npu crtapte CUCTEMbI.

S systemctl enable tomcat

Hactporka TomEE

[enaem pe3epBHy0 KONWIO KOH(UrypaLmMoHHoro danna tomcat-users.xmil:
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S sudo cp /opt/tomee/conf/tomcat-users.xml /opt/tomee/conf/tomcat-
users.xml.old

Pepaktnpyem koHcburypaLumoHHbIi cbann tomcat-users.xmi:

$ sudo vim /opt/tomcat/conf/tomcat-users.xml

JormkHo nonyyuTcs:

tomcat-users.xml
<role rolename="admin-gui,manager-gui"/>
<user username="login" password="password" roles="admin-gui,manager-gui"/>

b
§
|
"

BkntoveHue yaaneHHoro Bxoga B Tomcat Manager n Host Manager:

[enaem pe3epBHy0 KONMIO KOHUIypaLMoHHOro danna context.xml:

$ sudo cp /opt/tomee/webapps/manager/META-INF/context.xml
/opt/tomcat/webapps/manager/META-INF/context.xml.old

Pepaktupyem koHdurypaumoHHein danmn context.xmil:
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$ sudo vim /opt/tomee/webapps/manager/META-INF/context.xml

<Context antiResourcelLocking="false" privileged="true" >
<Valve className="org.apache.catalina.valves.RemoteAddrValve"
allow="127\.\d+\.\d+\.\d+[::110:0:0:0:0:0:0:1" />

<Manager
sessionAttributeValueClassNameFilter="java\.lang\. (?:Boolean|Integer|Long|
Number |String) |org\.apache\.catalina\.filters\.CsrfPreventionFilter\$LruCa
che (?:\$1) ?|java\.util\. (?:Linked) ?HashMap" />
</Context>

[ormkHo nony4nTbLCs:

<Context antiResourceLocking="false" privileged="true" >

<Valve className="org.apache.catalina.valves.RemoteAddrValve"

allow="\d+\.\d+\.\d+\.\d+" />

<Manager
sessionAttributeValueClassNameFilter="java\.lang\. (?:Boolean|Integer|Long|
Number |String) |org\.apache\.catalina\.filters\.CsrfPreventionFilter\$LruCa
che (?:\$1)?|java\.util\. (?:Linked) ?HashMap" />
</Context>

CMOTpUM ncnonb3yemble port:

$ sudo netstat -tulnp
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CmoTpuM mcnonssyemsble port:

$ sudo netstat -tulnp

e
a

MeHsiem port TomEE

[enaem pesepBHyO KONUO KOHGUrypawumoHHoro ganna server.xmi:

$ sudo cp /opt/tomee/conf/server.xml /opt/tomcat/conf/server.xml.old

Penaktupyem koHdurypaumnoHHeii davn server.xml:

$ sudo vim /opt/tomee/conf/server.xml
YcTaHoBKa unzip
YcTaHaBnmMBaem unzip:

$ sudo apt install unzip

YctaHoska KPUMTO-MPO JSP
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Onsa 3arpysku KPUMNTO-TMPO JCP c ocdumumansHoro canta KPUMTO-TMPO, HyXHO
3aperncTpupoBaTbCs U aBTOPU30BaTbCA.

Ccblinka Ha ocpmumanbHein cant KPUMTO-MPO: KPUMTO-MPO
Ccblinka Ha ocpmumanbHein cant KPUMTO-MPO JCP: KPUMTO-MPO JCP
Ckauunsaem KPUMTO-IMPO JCP: jcp-2.0.40035.zip

Konupyem Ha jcp-2.0.40035.zip Ha server Apache Tomcat (TomEE)/8.5.50 (7.0.7):

C Windows: WinSCP
C Linux:

$ scp /home/user/Download/jcp-2.0.40035.zip
user@127.0.0.1:/home/user/Download

Pacnakyem apxvB B AvpeKTopuio /opt:

$ sudo unzip /home/user/Download/jcp-2.0.40035.zip -d /opt

Hac nHTepecyeT setup_console.sh:

dainn setup_console.sh genaem ncnonHaembiM;

$ sudo chmod +x /opt/jcp-2.0.40035/setup_console.sh

Mepexogum B KaTanor ¢ pacnakoBaHHbIM jcp-2.0.40035:

S cd /opt/jcp-2.0.40035

YcraHaBnuBeaem jcp-2.0.40035:

$ sudo ./setup_console.sh
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5 UEMK

5.1 Pa3BopauuBaHue

He6GonbLive npegucnosue no cepaucy

Kak MHe ckasan pa3paboTyumk npu 3anycke cepBuca OH co3gaeT Heobxoammble B n 1.4.
NMOTOMY MpW NEPBOM CTapTe HyXHbl ByaeT npaBa y4yeTHOM 3anucy Bbille, Yem npu
NCMonb3oBaHWM NOTOM B paboTe.

B uenom paboTta nget npyMepHoO criegyoLmm 06pa3om. pas B onpeaeneHHoe BpeMs (caenan
pa3 B 15 MMHYT) cnyxba pennukaTopa 3anyckaetcst cMOTpuT 4To B Bl nmomeHsinocb
BbIrpyXaeT id 3Tux gaHHbIX B odepenb ActiveMQ. CepBuc npokcn MMeeT criyluatenen B
ActiveMQ. 3abupaeT id HeobxoanmbIx gaHHbIX 0bpalLaeTcst K ocHOBHoM B[] yepe3 swan-api.
MpuBoauT K BUAY M3 WabnoHa(ob 3To HMXE), NoANUChIBAET U OTNpaBnseT B deaeparnbHbie
cnyx6bl. Tak xe oH nony4aert callback.

Bce noru no pabote cepBuca swan-iemc-proxy ¢ AaHHbIMW KOTOPbIE Mbl Mepeaany 1 Nonyymnm
OH XpahuT B B[1.

5.1.1 YcrtaHoBKa ¢ npumeHeHunem docker

5.1.1.1 Heobxoaumoe 10
e docker v19.03

e docker-compose 1.25

5.1.1.2 CrpykTypa nanok u cpannos
/srv/hosts/iemk

—— api.yaml|

keys

—— logs

—— proxy

—— replicator
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5.1.1.3 docker-compose.ymi
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version: "2"
services:
activemg iemk:
image: docker.k-vrachu.ru/activemqg:latest
container name: activemg iemk

ports:
- "81l61:8161"
- "6l6l6:61616"
networks:
net-fer:

ipv4 address: 172.22.0.2
api:

image: docker.k-vrachu.ru/swan-api:1.0.52
container name: swanapi-iemk
ports:

- "8082:8080"
volumes:

- /srv/hosts/iemk/api.yaml:/opt/tomee/conf/api.yaml
networks:

net-fer:

ipv4 address: 172.22.0.3

replicator:

image: docker.k-vrachu.ru/iemkreplicator:pglatest
container name: iemkreplicator
volumes:

- /srv/hosts/iemk/logs/replicator:/opt/tomee/logs
environment:

- "DB MAIN HOST="

- "DB MAIN PORT="

- "DB_MAIN NAME="

- "DB_MAIN USER="

- "DB_MATIN PASS="

- "DB_LOG HOST="

- "DB_LOG PORT="

- "DB_LOG NAME=log service"

- "DB_LOG USER="

- "DB_LOG PASS="

- "ACTIVEMQHOST=172.22.0.2:61616"

- "filterLpu=102"

- "filterLpuUse=0"

- "filterLpuBuilding=10010817"

- "filterLpuBuildingUse=0"

- "filterMedStaffFact=99560009698"

- "filterMedStaffFactUse=0"

- "filterMedSpecOms=99560009698"

"filterDiag=34,383,384,385,386,387,5,75,76,77,78,79,80,81,82,83,84,253,324
,325,326,327,328,329,330,331,332,333,334,335,336,26"
- "filterDiagUse=0"
networks:
net-fer:
ipv4 address: 172.22.0.4

Proxy:
image: docker.k-vrachu.ru/swaniemkproxy:pglatest
container name: swaniemkproxy
ports:
- "8080:8080"
volumes:
- /srv/hosts/iemk/keys:/var/opt/cprocsp/keys/root
- /srv/hosts/iemk/logs/proxy:/opt/tomee/logs
- /srv/configs/tomee.xml:/opt/tomee/conf/tomee.xml
/srv/configs/iemk configs/crypto.properties:/opt/tomee/webapps/swan-iemc-
proxy/WEB-INF/classes/crypto.properties
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environment:
- "DB LOG HOST="
- "DB LOG_PORT="
- "DB LOG NAME=log service"
- "DB LOG USER="
- "DB LOG PASS="
- "ACTIVEMQHOST=172.22.0.2:61616"
- "cryptoUser=test"
- "cryptoPassword=12345678"
- "cryptoSignatureAlgorithm=SIGNATURE V2 ALGORITHM 2012 256"

"cryptoSignatureDigestAlgorithm=SIGNATURE V2 DIGEST ALGORITHM 2012 256"

#- "JCP _KEY LICENSE="
#- "JCP COMPANY NAME="

extra hosts:
- "ips.rosminzdrav.ru:10.41.19.39"

networks:

net-fer:

ipv4 address: 172.22.0.5

networks:
net-fer:
driver: bridge
ipam:
driver: default
config:
- subnet: 172.22.0.0/16
gateway: 172.22.0.254

Code Block 50 docker-compose.yml

5.1.2 YctaHoBKa Hanpsimyto Ha OC
5.1.2.1 Heobxoaumoe NO
5.1.2.2 YcrtaHoBka TomEE

5.1.2.3 Hactpoika TomEE kak cepsuca

5.2 OnucaHue KoHcpuUrypaumu.

HacTtpoiika swan-api onvMcaHa no ccbifke. swan-api Ao/MKeH caTpoeTb Ha OCHOBHYHO B[]
npomeaa

Bce ocTtanbHble CepBMChl HACTparBaOTCSA Yepes environvent K KaxaoMy cepsucy.
OnucaHne HacTpoeK CepBMcoB

DB_MAIN_HOST - IP agpec ocHoBHon B[] ELIN.MNC

DB_MAIN_PORT - NopT ocHoHou B[] ELIIN.MAC

DB_MAIN_NAME - ms ocHoeHon B ELIN.MNC

DB_MAIN_USER - lNonb3oBaTenb ans asTopmsaumm B ocHosHon b1 ELIIN.MUNC
DB_MAIN_PASS - Taponb gns asTopmsaumm B ocHoBHon B ELIIN.MUNC
DB_LOG_HOST - IP agpec B[ log_service

DB_LOG_PORT - lNopt B[ log_service

DB_LOG_NAME - Uma B log_service. Mo ymonuyaHwio ato Bl Ha3biBaeTcs log_service
DB_LOG_USER - lNone3oBaTens ansa asTopu3auum B B log_service
DB_LOG_PASS - lNaponb ans astopmsauum B B[] log_service

ACTIVEMQHOST - Aagpec ans ActiveMQ. BmecTte ¢ nopTom

filterLpu=0 - ®uneTp JIMY - no ymonyaxuio 0.MapameTp HyXXeH, ecrnv BbIrpy3ka no
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KOHKpeTHOMY(-bIM) NNy, Toraa B napameTp yepes 3ansaTyto nuwem Lpu_id

filterLpuUse=0 - Bkntountb counbtp JIY (0,1)- no ymonyanuio 0.Ecnu HyxHa BbIrpyska no
KOHKpeTHbIM JIny,To cTaBum= 1.

filterLpuBuilding =0 -®unbTp no nogpasaeneHnsam.AHanornyHo filterLpu.

filterLpuBuildingUse =0

filterMedStaffFact = 0-®duneTp no MedStaffFact_id. (Ctaska Bpaya).AHanornyHo filterLpu.
filterMedStaffFactUse =0

filterMedSpecOms =0 - ®unbTp N0 MEAULMHCKUM crieumanbHocTaM .AHanormdHo filterLpu.
filterMedSpecOmsUse =0 - BkrtounTtb dounbTp No MeamuuHekum cneuunansHocTam (0,1)
filterDiag =0 -®unbTp no AgnarHosam. Ecnu ykasaHbl AnarHosbl ,TO OHU He nepefatoTcs. HyxHo
,ECINN PEMMOHLI HE XOTAT NO KOHKPETHLIM AnarHo3aM nepefasath AaHHble. AHanormnyHo filterLpu.
filterDiagUse =0

cryptoUser - Umsi koHTeHepa KpunTollpo ¢ OTKPbIMbIM U 3aKPbITLIM KITtoYeM, A4S NoAnucaHms
OoTnpaBnsAeMblX JOKYMEHTOB.

cryptoPassword - [Naponb oT koHTelrHepa Kpunto npo

cryptoSignatureAlgorithm - Anroputm ncnone3yemoro kniova. MoXXHO UCrnonb3oBaTh Kakow B
npuMepe ykasaH, Tak kak cenvac MEMK noggepxwmsaet B ocHoBHOM GOST 2012_256
cryptoSignatureDigestAlgorithm - Anroputm ncnonbs3yemoro krntoda. MoXxHO Mcnonb3oBaThb
Kakou B Mpumepe ykasaH, Tak kak cenvyac MEMK nogaepxumeaeT B ocHoBHOM GOST 2012_256
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<?xml version="1.0" encoding="UTF-8"?>

<tomee>
<Resource id="iemcDatabase" type="DataSource">
JdbcDriver org.postgresqgl.Driver
JdbcUrl
jdbc:postgresgl://<DB LOG HOST>:<DB LOG PORT>/<DB_LOG NAME>?stringtype=uns
pecified
UserName <DB LOG USER>
Password <DB LOG PASS>
validationQuery = SELECT 1
JtaManaged true
</Resource>
<Resource id="iemcDatabaseUnmanaged" type="DataSource">
JdbcDriver org.postgresqgl.Driver
JdbcUrl
jdbc:postgresqgl://<DB LOG HOST>:<DB LOG PORT>/<DB LOG NAME>?stringtype=uns
pecified

UserName <DB LOG USER>
Password <DB LOG PASS>
validationQuery = SELECT 1
JtaManaged false
</Resource>
<Resource id="IEMCJmsResourceAdapter"
type="ActiveMQResourceAdapter">

BrokerXmlConfig =

ServerUrl = tcp://<ACTIVEMQHOST>

DataSource = iemcDatabase
</Resource>

<Resource id="IEMCJmsConnectionFactory"
type="Jjavax.jms.ConnectionFactory"
class-
name="org.apache.activemqg.ActiveMQConnectionFactory">
poolMaxSize = 40
ConnectionMaxIdleMinutes = 15
ConnectionMaxWaitMilliseconds = 5000
ResourceAdapter = IEMCJmsResourceAdapter
brokerURL = tcp://<ACTIVEMQHOST>
userName =
password =
</Resource>

<Container 1d="IEMCJmsMdbContainer" ctype="MESSAGE">
ResourceAdapter = IEMCJmsResourceAdapter
</Container>
<Resource 1d="PROMED.IN.QUEUE" type="javax.jms.Queue" />
<Resource 1d="PROMED.OUT.QUEUE" type="javax.jms.Queue" />
</tomee>

Code Block 51 tomee.xml
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# crypto provider settings
org.apache.ws.security.crypto.provider=ru.swan.soap.crypto.LocalMerlin
org.apache.ws.security.crypto.merlin.keystore.provider=JCP
org.apache.ws.security.crypto.merlin.keystore.type=HDImageStore

# crypto storage account settings
crypto.user=<cryptoUser>

crypto.signatureUser=<cryptoUser>
crypto.password=<cryptoPassword>

# trust settings
crypto.isTrustAllCerts=true

#signature digest algorithm

# CryptoPro

# vl gostr3411 signature digest algorithm
#crypto.signature.digest.algorithm=SIGNATURE DIGEST ALGORITHM

# v2 gostr3411 signature digest algorithm
#crypto.signature.digest.algorithm=SIGNATURE V2 DIGEST ALGORITHM

# v2 gostr34112012-256 signature digest algorithm
crypto.signature.digest.algorithm=SIGNATURE V2 DIGEST ALGORITHM 2012 256
# v2 gostr34112012-512 signature digest algorithm
#crypto.signature.digest.algorithm=SIGNATURE V2 DIGEST ALGORITHM 2012 512

#signature algorithm

# CryptoPro

# vl gostr3411 signature algorithm
#crypto.signature.algorithm=SIGNATURE ALGORITHM

# v2 gostr34102001-gostr3411 signature algorithm
#crypto.signature.algorithm=SIGNATURE V2 ALGORITHM

# v2 gostr34102012-gostr34112012-256 signature algorithm
crypto.signature.algorithm=SIGNATURE V2 ALGORITHM 2012 256

# v2 gostr34102012-gostr34112012-512 signature algorithm
#crypto.signature.algorithm=SIGNATURE V2 ALGORITHM 2012 512/

Code Block 52 crypto.properties

Tak e vacTb HacTpoek HaxoasTca B Bl B Tabnuue B B[ log_service. byaeTt B onucaHum
B[] log_service

5.3 OnucaHue Bl log_service ana ncnonb3oBaHUA cepBMUca
MEMK

5.3.1 iemc.integrationservicesystemoption

3710 B[] ¢ ocHoBHbIMK HacTporikamu cepsnca MEMK

syste title uniqueid value

m

1 Anpec cepsuca promedServiceEvnPS levn/EvnPS
evn/EvnPS

1 Appec cepsuca promedServicePersonStat /person/PersonState

person/PersonState e
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syste title uniqueid value
m

1 Appec cepsuca of promedServicePersonPrivi /person/PersonPrivilege
person/PersonPrivil lege
ege

1 Anpec cepsuca promedServicelLogin /login
login

1 Mepwoa optionsReloadingPeriod 600
penoaauHra
HacTpoekK (cek)

1 PervoH region r59

1 KonuyecTtBo queue.listener.count 10
NOTOKOB A4S
OTNpaBKu
coobLeHni

1 YpoBeHb gueue.listener.count DEBUG
NorMpoBaHus B
0a3e gaHHbIX
(INFO,DEBUG)

1 BpemeHHas 30Ha  timezone GMT+05

1 WaoeHTndmkatop mis.guid
MWC (MIS GUID)

1 Appec kannbeka callback.uri http://<IEMK_IP>/swan-iemc-
01151 aCMHXPOHHBbIX test/webservices/CallbackSoapService
CcepBucoB ?2wsdl

1 Appec Al restful.base.path http://<API_IP>/swan-api/rest-api
MpoMeg

1 Maponb promedPass
nonb3oBaTens
npomesn Ans
aBTOpU3auun B
RESTfull cepsuce

1 Mms nonb3oBaTtena promedUser
npomesn Ans
aBTOpU3auun B
RESTfull cepsuce

MNpumeyaHus k HacTponkam B B/:
promedServiceEvnPS,promedServicePersonState,promedServicePersonPrivilege, prome
dServiceLogin - MOXHO He MeHATb

optionsReloadingPeriod - Bpemsi 06HOBNEeHns KoHdwura n3 bLl. ykasbiBaeTcsa B ceKyHaax, HO BCE
paBHO NyuLle nepesanycTuTb CEPBUC.

promedUser,promedPass - norvH 1 naponb OT nonb3oBarerns B [pomeae. ato o6s13aTenksHo.
HY>XHO Ans aBTopusauuu B Al

restful.base.path - Agpec 1 nyTe 4o Swan-api, OH 4OMmkeH bbITb BUAEH CepBUCY Swan-iemc-
proxy

callback.uri - Agpec konnbaka Hawero cepsuca. [ng TeCTOBOW cpeabl OH AOIMKEH ObITb BUAEH
n3 nHTepHeTa. [ina paboyen cpeabl ormkeH obiTb BuaeH n3 3CI4. PernctpupoBath ero He
HY>KHO. MPOCTO aKTyarnbHbIA MOXHO NponucaTh cloga.
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http://iemc.promedweb.ru/swan-iemc-test/webservices/CallbackSoapService?wsdl
http://iemc.promedweb.ru/swan-iemc-test/webservices/CallbackSoapService?wsdl
http://iemc.promedweb.ru/swan-iemc-test/webservices/CallbackSoapService?wsdl
http://192.168.36.99:8082/swan-api/rest-api

mis.guid - naeHTUdUKaTOpP. MONYYNTUL Er0 MOXKHO NPU PEMUCTPAaLIUM CUCTEMBI.

5.3.2 iemc.integrationserviceeventtype

B aTton tabnuue HaxogATcs wabnoHel Ang oteetoB B MEMK. npuxogat ¢ obHoeneHvem B

id action

urn:ihe:iti:2007:Retrieve
DocumentSet

= ON

urn:ihe:iti:2007:Registry
StoredQuery

NON

urn:hl7-
org:v3:PRPA_IN201305

woN

urn:hl7-
org:v3:PRPA_IN201302

A ON

2 urn:ihe:iti:2007:Provide
0 AndRegisterDocumentS
6 et-b

2 urn:ihe:iti:2007:Provide
0 AndRegisterDocumentS
7 et-b
2 urn:ihe:iti:2007:Provide
0 AndRegisterDocumentS
8 et-b

2 urn:ihe:iti:2007:Provide
0 AndRegisterDocumentS
9 et-b

ac evenid serviceuri title
yn
c
1 RETRIEVE.DOCU http://api-iemc- Bbibopk
MENT test.rosminzdrav.ru/x a
ds/xdsClientRep?ws Aokyme
dl HTa
comMf
n3
N3MK
1 RETRIEVE.DOCU http://api-iemc- BbiGopk
MENT.METADAT test.rosminzdrav.ru/x a
A ds/xdsClientReg?ws meTaga
dl HHbIX
comMf
n3
N3MK
0 RETRIEVE.PATIE https://ips- 3anpoc
NT test.rosminzdrav.ru/5 gaHHbIX
2d76ffc06419 o]
naumeH
Te
0 CHANGE.PATIEN https://ips- N3meHe
T test.rosminzdrav.ru/5 Hne
2d76ffc06419 nauueH
Ta
1 SEND.EPICRISIS https://ips- Perunctp
test.rosminzdrav.ru/5 auus
2f0d9db3c8c0 3NNKpU3
a
cTauuo
Hapa
1 SEND.AMBULAT https://ips- Peructp
test.rosminzdrav.ru/5 auus
2f0d9db3c8c0 ambyna
TOPHOTO
3NNKpU3
a
1 CHANGE.AMBUL https://ips- N3meHe
AT test.rosminzdrav.ru/5 HHne
2f0d9db3c8c0 ambyna
TOPHOTO
3NNKPU3
a
1 SEND.DIRECTIO https://ips- Pernctp
N test.rosminzdrav.ru/5 auns
2f0d9db3c8c0 HanpaB
nexHus

intem outte
platei mplat
d eid
103 100
104 105
107 106
108 109
113 112
113 118
113 120
113 122
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http://api-iemc-test.rosminzdrav.ru/xds/xdsClientRep?wsdl
http://api-iemc-test.rosminzdrav.ru/xds/xdsClientRep?wsdl
http://api-iemc-test.rosminzdrav.ru/xds/xdsClientRep?wsdl
http://api-iemc-test.rosminzdrav.ru/xds/xdsClientRep?wsdl
http://api-iemc-test.rosminzdrav.ru/xds/xdsClientReg?wsdl
http://api-iemc-test.rosminzdrav.ru/xds/xdsClientReg?wsdl
http://api-iemc-test.rosminzdrav.ru/xds/xdsClientReg?wsdl
http://api-iemc-test.rosminzdrav.ru/xds/xdsClientReg?wsdl
https://ips-test.rosminzdrav.ru/52d76ffc06419
https://ips-test.rosminzdrav.ru/52d76ffc06419
https://ips-test.rosminzdrav.ru/52d76ffc06419
https://ips-test.rosminzdrav.ru/52d76ffc06419
https://ips-test.rosminzdrav.ru/52d76ffc06419
https://ips-test.rosminzdrav.ru/52d76ffc06419
https://ips-test.rosminzdrav.ru/52f0d9db3c8c0
https://ips-test.rosminzdrav.ru/52f0d9db3c8c0
https://ips-test.rosminzdrav.ru/52f0d9db3c8c0
https://ips-test.rosminzdrav.ru/52f0d9db3c8c0
https://ips-test.rosminzdrav.ru/52f0d9db3c8c0
https://ips-test.rosminzdrav.ru/52f0d9db3c8c0
https://ips-test.rosminzdrav.ru/52f0d9db3c8c0
https://ips-test.rosminzdrav.ru/52f0d9db3c8c0
https://ips-test.rosminzdrav.ru/52f0d9db3c8c0
https://ips-test.rosminzdrav.ru/52f0d9db3c8c0
https://ips-test.rosminzdrav.ru/52f0d9db3c8c0
https://ips-test.rosminzdrav.ru/52f0d9db3c8c0

id action ac

yn
c

2 urn:ihe:iti:2007:Provide 1
1 AndRegisterDocumentS
0 et-b

urn:ihe:iti:2007:Provide 1
AndRegisterDocumentS
et-b

[N )

urn:hl7- 0
org:v3:PRPA_IN201301

g1 O N

evenid serviceuri

SEND.PROTOCO https://ips-

title intem outte
platei mplat

d

Ha
rocnura
nusaum
0

Peructp 113

LLAB test.rosminzdrav.ru/5 auus

2f0d9db3c8c0

SEND.PROTOCO https://ips-

NpoTOKO
na
nabopa
TOPHOrO
uccnepn
oBaHus

Pernctp 113

LCONS test.rosminzdrav.ru/5 aunsa
2f0d9db3c8c0 NPOTOKO
na
KOHCYIb
Tauuu

REGISTER.PATI https://ips-

Peructp 110

ENT test.rosminzdrav.ru/5 aunsa
2d76ffc06419 nauueH
Ta

B 3TOM Tabnuue MeHSATCA TOMbKO agpeca serviceuri
B naHHOM npuMepe akTyanbHble TeCTOBblE aapeca.

[na nepeeona B paboumni pexxum B Tabnuue Heobxoaumo GyaeT 3aMeHUTb
https://ips-test.rosminzdrav.ru/52d76ffc06419 Ha https://ips.rosminzdrav.ru/52dd1bfaca6cs

eid

126

128

111

https://ips-test.rosminzdrav.ru/52f0d9db3c8c0 Ha https://ips.rosminzdrav.ru/52f3408e550d7

Mpwn aTom ips.rosminzdrav.ru Hy>xHO 4TOObI paboTan 4Yepes 3CIMA4

5.3.3 iemc.integrationserviceeventlog

B aTon Tabnuue HaxogsaTes norn paboTtbl cuctemsl. o Hen n onpeaensieTcs kak paboTtaet

cucrtema.
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https://ips-test.rosminzdrav.ru/52f0d9db3c8c0
https://ips-test.rosminzdrav.ru/52f0d9db3c8c0
https://ips-test.rosminzdrav.ru/52f0d9db3c8c0
https://ips-test.rosminzdrav.ru/52f0d9db3c8c0
https://ips-test.rosminzdrav.ru/52f0d9db3c8c0
https://ips-test.rosminzdrav.ru/52f0d9db3c8c0
https://ips-test.rosminzdrav.ru/52d76ffc06419
https://ips-test.rosminzdrav.ru/52d76ffc06419
https://ips-test.rosminzdrav.ru/52d76ffc06419
https://ips-test.rosminzdrav.ru/52d76ffc06419
https://ips.rosminzdrav.ru/52dd1bfaca6c5
https://ips-test.rosminzdrav.ru/52f0d9db3c8c0
https://ips.rosminzdrav.ru/52f3408e550d7

6 Pa3BopauuBaHue ®IP

6.1 YcrtaHoBKa c npumeHeHunem docker

6.1.1 Heobxogumoe 1O
e docker v19.03

e docker-compose 1.25

6.1.2 CTpykTypa nanok v cannos
/srv/hosts/fercon/
—— dbPG.properties

—— db.properties
—— fer.properties
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6.1.3 docker-compose.yml

version: '2'
services:
activemg instancel:
image: docker.k-vrachu.ru/activemg:latest
container name: activemg fercon 1
ports:
- "8161:8161"
networks:
net-fer:
ipv4 address: 172.23.0.2

activemg instance2:

image: docker.k-vrachu.ru/activemg:latest
container name: activemg fercon 2
ports:

- "8l62:8161"
networks:

net-fer:

ipv4 address: 172.23.0.3

fercon instancel:
image: docker.k-vrachu.ru/fercon:pglatest
container name: fercon 1
environment: -
- CATALINA OPTS=-Xms2048M -Xmx4096M -server -XX:+UseParallelGC
-Dfile.encoding=UTF-8 B
- INSTANCE=1
- ACTIVEMQ=172.23.0.2:61616
ports:
"8080:8080"
volumes:
- "/srv/hosts/fercon:/srv/config:ro"
networks:
net-fer:
ipv4 address: 172.23.0.4
depends_on:
- activemg_instancel

fercon instance2:
image: docker.k-vrachu.ru/fercon:pglatest
container name: fercon 2
environment:
- CATALINA OPTS=-Xmsl024M -Xmx3072M -server -XX:+UseParallelGC
-Dfile.encoding=UTF-8

- INSTANCE=2

- ACTIVEMQ=172.23.0.3:61616
volumes:

- "/srv/hosts/fercon:/srv/config:ro"
networks:

net-fer:

ipv4 address: 172.23.0.5
depends_on:
- activemqg instance2

networks:
net-fer:
driver: bridge
ipam:
driver: default
config:

- subnet: 172.23.0.0/16
gateway: 172.23.0.254

Code Block 53 docker-compose.yml
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6.2 OnucaHue channoB KoHdUrypaumum

HacTtpowikn db.properties n dbPG.properties nyénupytotca

HeobX0aAMMO 3aMeHUTbHa COOTBETCTBYIOLLNE
<SERVER _IP> - agpec cepBepa b[]

<SERVER_PORT> - nopt cepBepa b/}
<DATABASE> - uma bl

<USERNAME> - noruH gns astopusauum b
<PASSWORD?> - napornb asToTpusauuu B B[]

baseProp - otBevaert 3a T0, Kakyto B[] 6yaeT ncnonb3oatb cepeuc. 0 - MSSQL, 1 -
PostgreSQL
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# db connection settings

db.driver=com.microsoft.sqglserver. jdbc.SQLServerDriver
db.url=jdbc:sglserver://<SERVER IP>;databaseName=<DATABASE>;selectMethod=c
ursor;

db.username <USERNAME>

db.password = <PASSWORD>

# identified patient 0|1 logic - 0 -MSSQL, 1 - Postgress
baseProp = 1

# identified patient 0|1 logic
patientIdentify = 0

#Lpu Available Attachment filter, comma-separated list or 0
lpuAvailFilter = -1

#9990000055
#Lpu Available Attachment filter, comma-separated list or 0
lpuAlwaysAvailFilter = 22,23,25,26,'9990000096"',150185

#actual MO 0|1 logic
actualMainMoAttachment = 1
#person MO attachment 0|1 logic
mainMOAttachment = 0

#0111 logic
gynecologMOAttachment = 1

#0111 logic
stomatMOAttachment
#0111 logic
officeMOAttachment = 1
#0111 logic
moMainTerritory = 0

Il
—

#0111 logic
assignMainAttachment
#0]1 logic
noMainAttachmentAll = 0
#0111 logic
noMainAttachmentAllTer
#0111 logic
assignNoMainAttachment = 0

#unspecified sign no main Attachment (region!) 0|1 logic

Il
o

Il
o

#Main Attachment nsi.MedSpec filter, comma-separated list or O
filterNsiMedSpec = 8, 10, 11, 14, 16, 17, 19, 20, 22, 27, 30, 31, 118, 81,
260, 145, 42, 173, 174, 176, 175, 177, 178

#Other MO Main Attachment nsi.MedSpec filter, comma-separated list or O
otherMOfilterNsiMedSpec = 173,174,176,175,177,178,8, 207, 10

#Other MO NO Main Attachment nsi.MedSpec filter, comma-separated list or O
noMainfilterNsiMedSpec = 8,207,173,174,175,176,177,178

#age

ageGrown = 18

#NO child nsi.MedSpec filter, comma-separated list or O
noChildfilterNsiMedSpec = 27

#NO grown nsi.MedSpec filter, comma-separated list or O
noGrownfilterNsiMedSpec = 22, 173, 11,
41,42,43,44,45,46,47,48,49,50,51,73,77,79,80,81,82,83,84,85,86,89,90,91,92
,93,94,95,96,149,174

#NO male nsi.MedSpec filter, comma-separated list or O
noMalefilterNsiMedSpec = 8,207

#NO female nsi.MedSpec filter, comma-separated list or 0
noFemalefilterNsiMedSpec = 0

#date
dateAvail = 14
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#LpuUnitType id filter, 0|1 logic
policlinicAvail=1

#LpuUnit IsEnabled filter, 0|1 logic
operatorEntry = 1

#recType filter, comma-separated list or O
recType = 1

#shaduleTimeOpen filter, comma-separated list or O
shaduleTimeOpen = 20:00

#shaduleTimeCloseTomorrow filter, comma-separated list or 0
shaduleTimeCloseTomorrow = 17:00

#diffTime filter, comma-separated list or 0

diffTime = 30

#client

#misId test conc-50159-rmis production conc-50114-rmis
misId = conc-50114-rmis

#EpguUserId

epguUserId = 999900

#sourceSlot, comma-separated list or 0
sourceSlot = 0

#timeFailApp, comma-separated list or O
timeFailApp = 30

Code Block 54 db.properties

178



# db connection settings

db.driver=org.postgresqgl.Driver
db.url=jdbc:postgresqgl://<SERVER IP>:<SERVER PORT>/<DATABASE>?stringtype=u
nspecified

db.username <USERNAME>

db.password = <PASSWORD>

# identified patient 0|1 logic - 0 -MSSQL, 1 - Postgress
baseProp = 1

# identified patient 0|1 logic
patientIdentify = 0

#Lpu Available Attachment filter, comma-separated list or 0
lpuAvailFilter = -1

#actual MO 0|1 logic
actualMainMoAttachment = 0
#person MO attachment 0|1 logic
mainMOAttachment = 1

#0|1 logic
gynecologMOAttachment = 0

#0111 logic

stomatMOAttachment = 0

#0111 logic
officeMOAttachment
#0111 logic
moMainTerritory = 0

Il
o

#0111 logic
assignMainAttachment
#0111 logic
noMainAttachmentAll = 1

#0111 logic

noMainAttachmentAllTer = 0

#0]1 logic

assignNoMainAttachment = 0

#unspecified sign no main Attachment (region!) 0|1 logic

Il
o

#Main Attachment nsi.MedSpec filter, comma-separated list or O
filterNsiMedSpec = -1

#Other MO Main Attachment nsi.MedSpec filter, comma-separated list or O
otherMOfilterNsiMedSpec = -1

#Other MO NO Main Attachment nsi.MedSpec filter, comma-separated list or O
noMainfilterNsiMedSpec =
3,8,16,22,27,33,34,35,36,171,173,174,175,176,177,178,179

#age

ageGrown = 18

#NO child nsi.MedSpec filter, comma-separated list or O
noChildfilterNsiMedSpec = 0

#NO grown nsi.MedSpec filter, comma-separated list or O
noGrownfilterNsiMedSpec =
11,22,41,42,43,44,45,46,47,48,49,50,51,73,77,79,80,81,82,83,84,85,86,88,89
,90,91,92,93,94,95,96,174,149

#NO male nsi.MedSpec filter, comma-separated list or O
noMalefilterNsiMedSpec = 8,207

#NO female nsi.MedSpec filter, comma-separated list or 0
noFemalefilterNsiMedSpec = 0

#date
dateAvail = 14

#LpuUnitType id filter, 0|1 logic
policlinicAvail=1
#LpuUnit IsEnabled filter, 0|1 logic
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operatorEntry = 1

#recType filter, comma-separated list or O
recType = 1

#shaduleTimeOpen filter, comma-separated list or O
shaduleTimeOpen = 21:00

#shaduleTimeCloseTomorrow filter, comma-separated list or 0
shaduleTimeCloseTomorrow = 17:00

#diffTime filter, comma-separated list or 0

diffTime = 15

#client

#misId test conc-50143-rmis production
misId = conc-50143-rmis

#misIdHC test conc-50143-rmis production
misIdHC = conc-50239-rmis

#EpguUserId

epguUserId = 999900

#sourceSlot, comma-separated list or 0
sourceSlot = 1

#timeFailApp, comma-separated list or O
timeFailApp = 1

Code Block 55 dbPG.properties

MosicHeHus no koHdury db.properties n dbPG.properties:

misld - ID cepBuca 3anucu K Bpady. [0ns TectoBoro n paboyero oHv pasHble. NOny4YnTb nx
MOXHO Yepes MeHexepa, Nnocre perncTpaumm CUCTeMbl B COOTBETCTBYIOLLIEN CUCTEME.

misldHC - ID cepBuca Bbi3oBa Ha AoM. [1nsi TECTOBOro 1 paboyero OHW pasHbie. NOYYnTb KX
MOXXHO Yepe3 MeHexepa, Nnocre perncTpaumm CUCTeEMbl B COOTBETCTBYHOLLIEN CUCTEME.

sourceSlot = 0 gomkeH CToATbL B NepBOM 3k3emnnsipe n 1 Bo BTopoM. HactpauBaetcs
aBTOMaTMyeckn ot nepemeHHon B gokepe INSTANCE

# fer service

service.url=http://fer-
concentrator.egisz.rosminzdrav.ru/concentrator ws/ws/mis/
serviceHouseCall.url=http://fer-
concentrator.egisz.rosminzdrav.ru/concentrator ws/ws/housecallstatus/house
callstatus.wsdl

# soap settings
soap.isl2=true
soap.isLog=true

# listener settings
fer.UpdateAppointmentStatus.listener.count = 4
fer.HouseCallStatus.listener.count = 5

Code Block 56 fer.properties

MosicHeHus no koHowury fer.properties :

service.url - agpec ans paboTbl cepuca 3anuck K Bpady. Ans TectoBoro http://test-api2-fer.rt-
eu.ru/concentrator_ws/ws/mis/mis.wsdl nsa pabodero http://fer-
concentrator.egisz.rosminzdrav.ru/concentrator ws/ws/mis/
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http://test-api2-fer.rt-eu.ru/concentrator_ws/ws/mis/mis.wsdl
http://test-api2-fer.rt-eu.ru/concentrator_ws/ws/mis/mis.wsdl
http://fer-concentrator.egisz.rosminzdrav.ru/concentrator_ws/ws/mis/
http://fer-concentrator.egisz.rosminzdrav.ru/concentrator_ws/ws/mis/

serviceHouseCall.url - agpec ansa paboTbl cepuca Bei3oB Ha gom. [Inst TectoBro http://test-
api2-fer.rt-eu.ru/concentrator_ws/ws/housecallstatus/housecallstatus.wsdl ans

pabouyero http://fer-

concentrator.eqgisz.rosminzdrav.ru/concentrator ws/ws/housecallstatus/housecallstatus.wsdl

Paboune pomkHbl paboTaTtb Yepes 3CIMA

6.2.1 job.xml

OHu HaxoaaTcs B OTAENbHON Narnke BHYTPY KOHTENHepa 1 6epyTCcs Hy>KHble B 3aBUCMMOCTM OT
HOMepa ak3emnnsapa.

VX MOXXHO 3aMEHWTb Ha CBOW Npu HEOBXOAMMOCTM.

1 Ok3emnngap cepsuc FerConcentrator

MyTb B KOHTENHEepe. /srv/job/insl/FerConcentrator-2.0.0/WEB-INF/classes/job.xml

<?xml version="1.0" encoding="UTF-8"?>
<job-scheduling-data
xmlns="http://www.quartz-scheduler.org/xml/JobSchedulingData"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalLocation="http://www.quartz-
scheduler.org/xml/JobSchedulingData http://www.quartz-
scheduler.org/xml/job_scheduling data 1 8.xsd"
version="1.8">
<schedule>
<job>
<name>UpdateAppointmentStatusReplicatorJob</name>
<group>ferConcentrator</group>
<description>3anpoc maHHEX O Oupkam</description>
<job-class>ru.swan.client.SlotReplicatorJdob</job-class>

</7job>
<trigger>
<cron>
<name>SlotReplicatorTrigger</name>
<job-name>UpdateAppointmentStatusReplicatorJob</job-name>
<job-group>ferConcentrator</job-group>
<cron-expression>0/30 * * * * ?</cron-expression>
</cron>
</trigger>
</schedule>

</job-scheduling-data>

Code Block 57 job.xml

1 Ok3emnnsap cepsuc FerConcentrator-2.0.0
MyTb B kOHTENHEpe. /stv/job/insl/FerConcentrator-2.0.0/WEB-INF/classes/job.xml
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http://test-api2-fer.rt-eu.ru/concentrator_ws/ws/housecallstatus/housecallstatus.wsdl
http://test-api2-fer.rt-eu.ru/concentrator_ws/ws/housecallstatus/housecallstatus.wsdl
http://fer-concentrator.egisz.rosminzdrav.ru/concentrator_ws/ws/housecallstatus/housecallstatus.wsdl
http://fer-concentrator.egisz.rosminzdrav.ru/concentrator_ws/ws/housecallstatus/housecallstatus.wsdl

<?xml version="1.0" encoding="UTF-8"7?>
<job-scheduling-data
xmlns="http://www.quartz-scheduler.org/xml/JobSchedulingData"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalocation="http://www.quartz-
scheduler.org/xml/JobSchedulingData http://www.quartz-
scheduler.org/xml/job scheduling data 1 8.xsd"
version="1.8">
<schedule>
<job>
<name>UpdateAppointmentStatusSlotReplicatorJob</name>
<group>ferConcentrator</group>
<description>3anpoc maHHEIX O OupkKam</description>
<job-class>ru.swan.client.SlotReplicatorJob</job-class>
</job>

<job>
<name>UpdateAppointmentStatusCancelReplicatorJob</name>
<group>ferConcentrator</group>
<description>3anpoc maHHBIX O Oupkam</description>
<job-class>ru.swan.client.SlotCancelReplicatorJob</job-class>
</job>
<job>
<name>UpdateAppointmentStatusAppearReplicatorJob</name>
<group>ferConcentrator</group>
<description>3anpoc maHHHIX IO Oupkam</description>
<job-class>ru.swan.client.SlotAppearReplicatorJob</job-class>
</job>

<job>
<name>HCCancelReplicatorJob</name>
<group>ferConcentrator</group>
<description>3anpoc maHHEX MO BeI3OBaM</description>
<job-class>ru.swan.client.HCCancelReplicatorJob</job-class>
</job>
<job>
<name>HCNotReplicatorJob</name>
<group>ferConcentrator</group>
<description>3anpoc maHHEX MO BeI3OBaM</description>
<job-class>ru.swan.client.HCNotReplicatorJob</job-class>
</job>
<job>
<name>HCVizitReplicatorJob</name>
<group>ferConcentrator</group>
<description>3anpoc maHHBEX MO BeI3OBaM</description>
<job-class>ru.swan.client.HCVizitReplicatorJob</job-class>
</job>
<job>
<name>HCAccompReplicatorJob</name>
<group>ferConcentrator</group>
<description>3anpoc maHHBEIX IO BhHBOBaMm</description>
<job-class>ru.swan.client.HCAccompReplicatorJob</job-class>
</job>

<trigger>
<cron>
<name>HCCancelReplicatorJob</name>
<job-name>HCCancelReplicatorJob</job-name>
<job-group>ferConcentrator</job-group>
<cron-expression>0 0/10 * * * ?</cron-expression>
</cron>
</trigger>
<trigger>
<cron>
<name>HCNotReplicatorJob</name>
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<job-name>HCNotReplicatorJob</job-name>
<job-group>ferConcentrator</job-group>
<cron-expression>0 0/10 * * * ?</cron-expression>
</cron>
</trigger>
<trigger>
<cron>
<name>HCVizitReplicatorJob</name>
<job-name>HCVizitReplicatorJob</job-name>
<job-group>ferConcentrator</job-group>
<cron-expression>0 0/10 * * * ?</cron-expression>
</cron>
</trigger>
<trigger>
<cron>
<name>HCAccompReplicatorJob</name>
<job-name>HCAccompReplicatorJob</job-name>
<job-group>ferConcentrator</job-group>
<cron-expression>0 0/10 * * * ?</cron-expression>
</cron>
</trigger>
<trigger>
<cron>
<name>UpdateAppointmentStatusSlotReplicatorJob</name>
<job-name>UpdateAppointmentStatusSlotReplicatorJob</job-
name>
<job-group>ferConcentrator</job-group>
<cron-expression>0 0/10 * * * ?</cron-expression>
</cron>
</trigger>
<trigger>
<cron>
<name>UpdateAppointmentStatusCancelReplicatorJob</name>
<job-name>UpdateAppointmentStatusCancelReplicatorJob</job-
name>
<job-group>ferConcentrator</job-group>
<cron-expression>0 0/10 * * * ?</cron-expression>
</cron>
</trigger>
<trigger>
<cron>
<name>UpdateAppointmentStatusAppearReplicatorJob</name>
<job-name>UpdateAppointmentStatusAppearReplicatorJob</job-
name>
<job-group>ferConcentrator</job-group>
<cron-expression>0 0 13 * * ?</cron-expression>
</cron>
</trigger>

</schedule>
</job-scheduling-data>

Code Block 58 job.xml

1 Ok3emnnsap cepsuc FerConcentrator-3.0.0
MyTb B kKOHTENHEPE. /stv/job/insl/FerConcentrator-3.0.0/WEB-INF/classes/job.xml
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<?xml version="1.0" encoding="UTF-8"7?>
<job-scheduling-data
xmlns="http://www.quartz-scheduler.org/xml/JobSchedulingData"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalocation="http://www.quartz-
scheduler.org/xml/JobSchedulingData http://www.quartz-
scheduler.org/xml/job_scheduling data 1 8.xsd"
version="1.8">
<schedule>
<job>
<name>UpdateAppointmentStatusReplicatorJob</name>
<group>ferConcentrator</group>
<description>3anpoc maHHEIX O OupkKam</description>
<job-class>ru.swan.client.SlotReplicatorJob</job-class>

</job>
<trigger>
<cron>
<name>SlotReplicatorTrigger</name>
<job-name>UpdateAppointmentStatusReplicatorJob</job-name>
<job-group>ferConcentrator</job-group>
<cron-expression>0/30 * * * * ?</cron-expression>
</cron>
</trigger>
</schedule>

</job-scheduling-data>

Code Block 59 job.xml

1 Ok3emnngap cepsuc FerConcentratorHC
MyTb B KOHTEMHEpE. /srv/jobl/insl/FerConcentratorHC/WEB-INF/classes/job.xml

<?xml version="1.0" encoding="UTF-8"7?>
<job-scheduling-data
xmlns="http://www.quartz-scheduler.org/xml/JobSchedulingData"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalocation="http://www.quartz-
scheduler.org/xml/JobSchedulingData http://www.quartz-
scheduler.org/xml/job scheduling data 1 8.xsd"
version="1.8"> h - o
<schedule>
<job>
<name>UpdateAppointmentStatusReplicatorJob</name>
<group>ferConcentrator</group>
<description>3anpoc maHHHX IO Oupkam</description>
<job-class>ru.swan.client.SlotReplicatorJob</job-class>

</job>
<trigger>
<cron>
<name>SlotReplicatorTrigger</name>
<job-name>UpdateAppointmentStatusReplicatorJob</job-name>
<job-group>ferConcentrator</job-group>
<cron-expression>0/30 * * * * ?</cron-expression>
</cron>
</trigger>
</schedule>

</job-scheduling-data>

Code Block 60 job.xml
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2 Ok3emnnsp cepeuc FerConcentrator-2.0.0
MyTb B KOHTENHepe. /srv/job/ins2/FerConcentrator-2.0.0/WEB-INF/classes/job.xml

185



<?xml version="1.0" encoding="UTF-8"7?>
<job-scheduling-data
xmlns="http://www.quartz-scheduler.org/xml/JobSchedulingData"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalocation="http://www.quartz-
scheduler.org/xml/JobSchedulingData http://www.quartz-
scheduler.org/xml/job scheduling data 1 8.xsd"
version="1.8">
<schedule>

<job>
<name>UpdateAppointmentStatusRecordReplicatorJob</name>
<group>ferConcentrator</group>
<description>3anpoc maHHBIX O OupkaMm</description>
<job-class>ru.swan.client.SlotRecordReplicatorJob</job-class>
</job>

<job>
<name>UpdateAppointmentStatusSlotReplicatorJob</name>
<group>ferConcentrator</group>
<description>3anpoc maHHBIX O OupkKam</description>
<job-class>ru.swan.client.SlotReplicatorJob</job-class>
</job>

<job>
<name>UpdateAppointmentStatusCancelReplicatorJob</name>
<group>ferConcentrator</group>
<description>3anpoc maHHHIX IO Oupkam</description>
<job-class>ru.swan.client.SlotCancelReplicatorJob</job-class>
</job>
<job>
<name>UpdateAppointmentStatusAppearReplicatorJob</name>
<group>ferConcentrator</group>
<description>3anpoc maHHHIX IO Oupkam</description>
<job-class>ru.swan.client.SlotAppearReplicatorJob</job-class>
</job>

<job>
<name>HCCancelReplicatorJob</name>
<group>ferConcentrator</group>
<description>3anpoc maHHBEIX MO BeI3OBaM</description>
<job-class>ru.swan.client.HCCancelReplicatorJob</job-class>
</job>
<job>
<name>HCNotReplicatorJob</name>
<group>ferConcentrator</group>
<description>3anpoc maHHBEX MO BeI3OBaM</description>
<job-class>ru.swan.client.HCNotReplicatorJob</job-class>
</job>
<job>
<name>HCVizitReplicatorJob</name>
<group>ferConcentrator</group>
<description>3anpoc maHHBEIX [0 BHBOBaMm</description>
<job-class>ru.swan.client.HCVizitReplicatorJob</job-class>
</job>
<job>
<name>HCAccompReplicatorJob</name>
<group>ferConcentrator</group>
<description>3anpoc maHHEIX 10 BEHBOBaM</description>
<job-class>ru.swan.client.HCAccompReplicatorJob</job-class>
</job>

<trigger>
<cron>
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<name>HCCancelReplicatorJob</name>
<job-name>HCCancelReplicatorJob</job-name>
<job-group>ferConcentrator</job-group>
<cron-expression>0 0/10 * * * ?</cron-expression>
</cron>
</trigger>
<trigger>
<cron>
<name>HCNotReplicatorJob</name>
<job-name>HCNotReplicatorJob</job-name>
<job-group>ferConcentrator</job-group>
<cron-expression>0 0/10 * * * ?</cron-expression>
</cron>
</trigger>
<trigger>
<cron>
<name>HCVizitReplicatorJob</name>
<job-name>HCVizitReplicatorJob</job-name>
<job-group>ferConcentrator</job-group>
<cron-expression>0 0/10 * * * ?</cron-expression>
</cron>
</trigger>
<trigger>
<cron>
<name>HCAccompReplicatorJob</name>
<job-name>HCAccompReplicatorJob</job-name>
<job-group>ferConcentrator</job-group>
<cron-expression>0 0/10 * * * ?</cron-expression>
</cron>
</trigger>

<trigger>
<cron>
<name>UpdateAppointmentStatusRecordReplicatorJob</name>
<job-name>UpdateAppointmentStatusRecordReplicatorJob</job-

name>
<job-group>ferConcentrator</job-group>
<cron-expression>0 0/5 * * * ?</cron-expression>
</cron>
</trigger>
<trigger>
<cron>
<name>UpdateAppointmentStatusSlotReplicatorJob</name>
<job-name>UpdateAppointmentStatusSlotReplicatorJob</job-
name>
<job-group>ferConcentrator</job-group>
<cron-expression>0 0/5 * * * ?2</cron-expression>
</cron>
</trigger>
<trigger>
<cron>
<name>UpdateAppointmentStatusCancelReplicatorJob</name>
<job-name>UpdateAppointmentStatusCancelReplicatorJob</job-
name>

<job-group>ferConcentrator</job-group>
<cron-expression>0 0/5 * * * ?</cron-expression>
</cron>
</trigger>
<trigger>
<cron>
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<name>UpdateAppointmentStatusAppearReplicatorJob</name>

<job-name>UpdateAppointmentStatusAppearReplicatorJob</job-

name>
<job-group>ferConcentrator</job-group>
<cron-expression>0 5 13 * * ?</cron-expression>
</cron>
</trigger>
</schedule>

</job-scheduling-data>

Code Block 61 job.xml

2 3Ok3emnngap cepsuc FerConcentrator-3.0.0
MyTb B KOHTENHEepe. /srv/job/ins2/FerConcentrator-3.0.0/WEB-INF/classes/job.xml
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<?xml version="1.0" encoding="UTF-8"7?>
<job-scheduling-data
xmlns="http://www.quartz-scheduler.org/xml/JobSchedulingData"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalocation="http://www.quartz-
scheduler.org/xml/JobSchedulingData http://www.quartz-
scheduler.org/xml/job scheduling data 1 8.xsd"
version="1.8">
<schedule>
<job>
<name>UpdateAppointmentStatusSlotReplicatorJob</name>
<group>ferConcentrator</group>
<description>3anpoc maHHEIX O OupkKam</description>
<job-class>ru.swan.client.SlotReplicatorJob</job-class>
</job>

<job>
<name>UpdateAppointmentStatusCancelReplicatorJob</name>
<group>ferConcentrator</group>
<description>3anpoc maHHBIX O Oupkam</description>
<job-class>ru.swan.client.SlotCancelReplicatorJob</job-class>
</job>
<job>
<name>UpdateAppointmentStatusAppearReplicatorJob</name>
<group>ferConcentrator</group>
<description>3anpoc maHHHIX IO Oupkam</description>
<job-class>ru.swan.client.SlotAppearReplicatorJob</job-class>
</job>

<trigger>
<cron><!--JloBGaBJieHME IOCEUEHN) 10 BalucsaM--—>
<name>UpdateAppointmentStatusSlotReplicatorJob</name>
<job-name>UpdateAppointmentStatusSlotReplicatorJob</job-
name>
<job-group>ferConcentrator</job-group>
<cron-expression>0 0 3 ? * * *</cron-expression>
</cron>
</trigger>
<trigger>
<cron><!--OrMeHa 3anmucu-->
<name>UpdateAppointmentStatusCancelReplicatorJob</name>
<job-name>UpdateAppointmentStatusCancelReplicatorJob</job-
name>
<job-group>ferConcentrator</job-group>
<cron-expression>0 0 4 ? * * *</cron-expression>
</cron>
</trigger>
<trigger>
<cron><!--3anmucy Ge3 NOCEWEHM) B TEeUeHUM Iepuoma-—-—>
<name>UpdateAppointmentStatusAppearReplicatorJob</name>
<job-name>UpdateAppointmentStatusAppearReplicatorJob</job-
name>
<job-group>ferConcentrator</job-group>
<cron-expression>0 0 5 ? * * *</cron-expression>
</cron>
</trigger>

</schedule>
</job-scheduling-data>

Code Block 62 job.xml
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6.3 HdenctBus nocrie ycTaHOBKU

Mocne ycTaHOBKM HEOOXOAMMO HanMcaTb 3asiBKY Ha MOAKMHOYEHMEe Ballen CUCTEMbI K TECTOBOW,
a NnoToMm U K NPOAYKTUBHOW cpeae.

Mocne Toro Kak 3asABKy NpUMYT BbiAaayT id cepBMca, KOTOPbIN HY>XHO ByaeT nponucatb B
HacTponKax CUCTEMBI.

Apnpec wsdl ans npegocTaBneHns 3asaBku OMKEH OblTb BUOAEH U3 MHTEPHETa. HeobXoauMmo
HacTpouTb OyLEeT cepBuUC Yepes HanaHCMPOBLLMK

agpec wsdl B cepsuce:

3anuco K
Bpayy: http://<IP_ADDRESS>:<PORT>/FerConcentrator/services/FerConcentrator.svc?wsdl

Bbizo Ha gom:  http://<IP_ADDRESS>:<PORT>/FerConcentratorHC/HouseCallPortal ?wsdl

Mpumep HacTpoKkn GanaHCUPOBLLMKA NPUBOXY HUXE:

server {

listen 80;
server name fer.promedweb.ru;
open_file cache errors off;

location /FerConcentrator/ {
proxy pass
http://<IP_SERVER>:<PORT>/FerConcentrator/;

proxy redirect off;
proxy set header Host
Shost:$server port;
proxy set header X-Real-IP Sremote_ addr;
proxy set header X-Forwarded-For
Sproxy add x forwarded for;
proxy connect timeout 5;
proxy send timeout 60s;
proxy read timeout 600s;
proxy http version 1.1;
proxy set header Upgrade Shttp upgrade;
proxy set header Connection

Sconnection upgrade;

}

location /FerConcentratorHC/ {
proxy pass
http://<IP_SERVER>:<PORT>/FerConcentratorHC/;

proxy redirect off;
proxy set header Host
Shost:$server port;
proxy set header X-Real-IP Sremote_ addr;
proxy set header X-Forwarded-For
Sproxy add x forwarded for;
proxy connect timeout 5;
proxy send timeout 60s;
proxy read timeout 600s;
proxy http version 1.1;
proxy set header Upgrade $http upgrade;
proxy set header Connection

Sconnection upgrade;

}

Code Block 63 fer.conf (nginx)
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7 KY ®3P lMpodocmoTpbl (Dispensary)

7.1 PasBopaumBaHue

7.1.1 YctaHoBKa ¢ npumeHeHuem docker

7.1.1.1 Heobxoanmoe MO
e docker v19.03

e docker-compose 1.25

7.1.1.2 CTpykTypa nanok

/srv/hosts/disp - OCHOBHas nanka cepsuca
—— conf - nanka c KoHduramm (camu dpavinbl ONUCHIBAKOTCS HIDKE)
—— logs - Narka ¢ noramu

7.1.1.3 docker-compose.ymi

version: '2'
services:
dispensary:
image: docker.k-vrachu.ru/dispensary:pglatest
environment:

- "CATALINA OPTS=-Xms256M -Xmx1024M -server -XX:+UseParallelGC -

Dfile.encoding=UTF-8"
ports:
- 8080:8080
extra hosts:

- " fer-concentrator.egisz.rosminzdrav.ru:10.41.19.36"

volumes:

- "/srv/hosts/disp/logs:/opt/tomee/logs"
"/srv/hosts/disp/conf/application.properties:/opt/tomee/webapps/swan-
dispensary-service/WEB-INF/classes/application.properties:ro"

# Ecou mcnomnbsyercs PostgreSQL Baszsa [JaHHHX

- "/srv/hosts/disp/conf/db.postgres.xml:/opt/tomee/webapps/swan—
dispensary-service/WEB-INF/classes/db.postgres.xml:ro"
"/srv/hosts/disp/conf/db.postgresgl.properties: /opt/tomee/webapps/swan—
dispensary-service/WEB-INF/classes/db.postgresql.properties:ro"

# Eciomm ucnosbayercsa MSSQL Baza JaHHHX

#- "/srv/hosts/disp/conf/db.mssqgl.xml:/opt/tomee/webapps/swan—
dispensary-service/WEB-INF/classes/db.mssql.xml:ro"

#_
"/srv/hosts/disp/conf/db.mssqgl .properties: /opt/tomee/webapps/swan—
dispensary-service/WEB-INF/classes/db.mssql.properties:ro"

Code Block 64 docker-compose.yml

7.1.2 YctaHoBKa Hanpsimyro Ha OC

7.1.2.1 Heobxoaumoe NO
[nsa paboTbl cepBuca HeobxoamMmMo ucnone3oBate Java 8 n Apache TomEE - cepsep
npunoxenunn JavaEE sepcun 7.1

CkayaTb MOXHO Mo ccbifke: https://tomee.apache.org/download-ng.html
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7.1.2.2 YcTtaHoBka TomEE
MponsBoanTCa cornacHo 4OKYMEHTaLUM pasMeLLeHHOM Ha
canTe: https://tomee.apache.org/docs.html

7.1.2.3 Hactponika TomEE kak cepsuca

Mocne yctaHoBkv TOMEE ckonupoBaTh fononHuTeNbHble 61ubnuoteku, B nanky lib cepeepa

NPUNoXeHWn 1 nepesanyctuts TOmMEE
JdononHutenbHble GUBNMOTEKM HaxoaATCa B penosutopum git:

https://qit.promedweb.ru/rtmis/disp/-/tree/master/tomee-lib

7.2 OnucaHue cphannoB KoHcuUrypaumum

dann application.properties

# System User Id
swan.system.user.id = 1
swan.rmis.id = conc-<ID>-rmis
swan.dap.sys.nick = profosmotr
swan.dap.therapy.codes =

02,B04.047.002,B04.047.002.999,B04.047.004,B04.047.004.999
swan.manual.update.pool = 10

db.data.source = db.postgres.xml
#db.data.source = db.mssqgl.xml

#scheduling the top of every hour of every day.
scheduling.job.cron=0 0 * * * *

#scheduling check service every 3 minute
scheduling.job.cron.check.service=0 0/3 * * * *

#scheduling from 20:00 to 06:00
#scheduling.job.cron=0 0 20-23,0-6 * * *

# Web Service

# Ina nopkimodeHmMs K pabouer cperne

# spring.ws.dispensary.callback.uri = http://fer-
concentrator.egisz.rosminzdrav.ru/examination-
callback/DispensaryCallbackServicece

# spring.ws.booking.update.uri = https://fer-
concentrator.egisz.rosminzdrav.ru/update-booking-
details/UpdateBookingDetailsService

# Ina DOOKJIOYEeHMSA K TEeCTOBOM cpene
spring.ws.dispensary.callback.uri = http://test-api2-fer.rt-
eu.ru/examination-callback/DispensaryCallbackService

booking-details/UpdateBookingDetailsService

B01.047.001.001,B01.047.001.001,B04.047.002,02003509,B02.000.003,B04.026.

spring.ws.booking.update.uri = http://test-api2-fer.rt-eu.ru/update-

0

Code Block 65 application.properties

MosicHeHua k cpanny application.properties

swan.system.user.id = 1 - id nonb3oBaTtens, OT UMEHM KOTOPOro npoussoaaTca 3anucu B b[.

swan.rmis.id - ID cepBuca. [nis TeCTOBOro n pabo4yero OHW pasHble. MONy4UTb X MOXHO
Yepes MeHexepa, Nocrne perncTpaLum CUCTEMbl B COOTBETCTBYHOLLIEN CUCTEME.

swan.dap.sys.nick - Tun ycnyru, kotopasi Ucnornb3yeTcs npu 3anvcu Ha [BH.
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swan.dap.therapy.codes - kogbl Yycnyr, KOTOpble MOMYT OCYLLECTBINATL AUCNaHCEPU3aLImio
B3POCMOro HaceneHus

swan.manual.update.pool - konn4yecTBo NOTOKOB, KOTOPOE ByaeT NCMONb30BaTLCA NPU
nepefaye U3MeHeHHbIX B [lpomeae HanpaBneHun Ha AncnaHcepusaLmio, korga aToT MeToq
BbI3biBaeTcsd REST 3anpocom

db.data.source - B criyqae nogknoyeHus K postgresql cepsepy nogktodaem db.postgres.xml
1 npobpacbkiBaem B KoHTenHep dawnbl db.postgres.xml n db.postgresql.properties. Ecnu y Hac
noaknodeHne kK MSSQL cepeepy nponuceiBaem HacTponky db.mssgl.xml v B KOHTeHep
npobpackiBaeM darnbl db.mssql.xml n db.mssgl.properties

scheduling.job.cron - pacnucanve gnst aBToMaTUYECKOro 3anycka BbIrpy3kv OOHOBIEHHLIX B
Mpomene HanpaBreHun.

scheduling.job.cron.check.service - pacnucaHue ansi aBToMaTU4eCcKoro 3anycka npoBepku
AOCTYMHOCTU heaepanbHOro cepauca

spring.ws.dispensary.callback.uri n spring.ws.booking.update.uri - [Ins Tectoson u
pabouer cpeabl y>xe NPOnNUcaHbl Bbille. MOXHO NPOCTO PACKOMEHTUPOBATb M 3aKOMEHTMPOBATb
Hy>kHble cTpoku. Ho ecnu cepeuc paboTtaeT B NpoaykTMBHOM (paboyen) cpege Heobxoanmo
4yTO6bI agpec fer-concentrator.egisz.rosminzdrav.ru pabotan 4yepe3 3CI[ (nomxeH
cooTtBeTcTBOBaTh agpecy 10.41.19.36)

darinbl Ans koHgpwUrypaummn PostgreSQL
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<?xml version="1.0" encoding="UTF-8" 2>
<!DOCTYPE configuration PUBLIC "-//mybatis.org//DTD Config 3.0//EN"
"http://mybatis.org/dtd/mybatis-3-config.dtd">
<configuration>
<properties resource="db.postgresql.properties" />
<environments default="development">
<environment id="development'">
<transactionManager type="JDBC" />
<dataSource type="POOLED">
<property name="driver" value="${db.driver}" />
<property name="url" value="${db.url}" />

<property name="username" value="${db.username}" />
<property name="password" value="${db.password}" />
</dataSource>
</environment>
</environments>

<databaseIdProvider type="DB VENDOR">
<property name="PostgreSQL" value="postgres"/>
</databaseIdProvider>
<mappers>
<mapper
resource="ru/swan/dispensary/db/postgres/ConcentratorSessionMapper.xml" />
<mapper
resource="ru/swan/dispensary/db/postgres/IdentifyPatientMapper.xml" />
<mapper
resource="ru/swan/dispensary/db/postgres/DispensaryInfoMapper.xml" />
<mapper
resource="ru/swan/dispensary/db/postgres/QuestionTypeMapper.xml" />
<mapper
resource="ru/swan/dispensary/db/postgres/ServicesSlotsMapper.xml" />
<mapper
resource="ru/swan/dispensary/db/postgres/BookingDataMapper.xml" />
<mapper
resource="ru/swan/dispensary/db/postgres/ReplicatorJobMapper.xml" />
<mapper
resource="ru/swan/dispensary/db/postgres/UpdateBookingMapper.xml" />
</mappers>
</configuration>

Code Block 66 db.postgres.xml

db.driver=org.postgresqgl.Driver
db.url=jdbc:postgresgl://<IP_SERVER>:<PORT_ SERVER>/<DB>
db.username = <USERNAME>

db.password = <PASSWORD>

Code Block 67 db.postgresql.properties

daiinbl koHpUrypaumum MSSQL
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<?xml version="1.0" encoding="UTF-8" 2>
<!DOCTYPE configuration PUBLIC "-//mybatis.org//DTD Config 3.0//EN"
"http://mybatis.org/dtd/mybatis-3-config.dtd">
<configuration>
<properties resource="db.mssqgl.properties" />
<environments default="development">
<environment id="development">
<transactionManager type="JDBC" />
<dataSource type="POOLED">
<property name="driver" value="${db.driver}" />
<property name="url" value="${db.url}" />

<property name="username" value="${db.username}" />
<property name="password" value="${db.password}" />
</dataSource>
</environment>
</environments>

<databaseIdProvider type="DB VENDOR">
<property name="SQL Server" value="mssql"/>
<property name="PostgreSQL" value="postgres"/>
</databaseIdProvider>
<mappers>
<mapper
resource="ru/swan/dispensary/db/mssql/ConcentratorSessionMapper.xml" />
<mapper
resource="ru/swan/dispensary/db/mssqgl/IdentifyPatientMapper.xml" />
<mapper
resource="ru/swan/dispensary/db/mssqgl/DispensaryInfoMapper.xml" />
<mapper
resource="ru/swan/dispensary/db/mssqgl/QuestionTypeMapper.xml" />
<mapper
resource="ru/swan/dispensary/db/mssql/ServicesSlotsMapper.xml" />
<mapper
resource="ru/swan/dispensary/db/mssql/BookingDataMapper.xml" />
<mapper
resource="ru/swan/dispensary/db/mssql/ReplicatorJobMapper.xml" />
<mapper
resource="ru/swan/dispensary/db/mssql/UpdateBookingMapper.xml" />
</mappers>
</configuration>

Code Block 68 db.mssqgl.xml

# db connection settings
db.driver=com.microsoft.sqglserver.jdbc.SQLServerDriver
db.url:jdbc:sqlserver://<IP_SERVER>;databaseName:<DB>;selectMethod:cursor;
db.username = <USERNAME>

db.password = <PASSWORD>

Code Block 69 db.mssql.properties

7.3 HenctBus nocrie yctaHOBKU

Mocne ycTaHOBKM HEOBXOOMMO HanucaTtb 3asiBKy Ha MOOKMIOYEHME Balle CUCTEMbI K TECTOBOW,
a NoToM U1 K NPOAYKTUBHOW cpeae.

Mocne Toro kak 3asiBKy NpuMyT Bbi4adyT id cepBuca, KOTOpbIV HYXXHO ByaeT nponucatb B
HacTpPOMKax CUCTEMBI.

Anpec wsdl ansa npegocTaBneHus 3asBKN AOMKEH ObITb BUAEH U3 MHTEPHETA. HeobxooMMo
HacTpouTb ByaeT cepBuUC Yepe3 HanaHCUPOBLLMK
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agpec wsdl B cepsuce http://<IP_ADDRESS>:<PORT>/swan-dispensary-
service/ws/dispensaryCommons.wsdl?wsdl

MpuMep HacTpoiiku GanaHCMPOBLLIMKA MPUBOXY HUXKeE:

server {

listen 80;
server name disp.promedweb.ru;
open file cache errors off;

location /swan-dispensary-service/ {

proxy pass http://<IP_SERVER>:<PORT>/swan-
dispensary-service/;
proxy redirect off;
proxy set header Host
Shost:$server port;
proxy set header X-Real-IP $remote_ addr;
proxy set header X-Forwarded-For
Sproxy add x forwarded for;
proxy connect timeout 5;
proxy send timeout 60s;
proxy read timeout 600s;
proxy http version 1.1;
proxy set header Upgrade Shttp upgrade;
proxy set header Connection

Sconnection upgrade;

}

Code Block 70 fer.conf (nginx)
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8 PIM[ (9neKkTpoHHble MeANLUUHCKME AOKYMEHTbI)

8.1 PasBopaumBaHue

8.1.1 YcraHoBKa ¢ npumeHeHunem docker
8.1.1.1 Heobxoaumoe 1O
8.1.1.2 CrTpykTypa nanok

/srv/hosts/remd

— config
— keys
—— logs

8.1.1.3 docker-compose.ymi

version: '2'
services:
remd:
image: docker.promedweb.ru/remd:pglatest
environment:

- "CATALINA OPTS=-Xms512M -Xmx1536M -server -XX:+UseParallelGC -
Dfile.encoding=UTF-8"
#- "JCP_KEY LICENSE="
#- "JCP_COMPANY NAME="
extra hosts:
- "ips.rosminzdrav.ru:10.41.19.39"
volumes:
- "./config/application.properties:/opt/tomee/webapps/Remd/WEB-
INF/classes/application.properties:ro"
- "./config/crypto.properties:/opt/tomee/webapps/Remd/WEB-
INF/classes/crypto.properties:ro"
- "./logs:/opt/tomee/logs"
- "./keys:/var/opt/cprocsp/keys/root/"
ports:
- "8080:8080"

Code Block 71 docker-compose.ymi

8.1.2 YctaHoBKa Hanpsimyko Ha OC
8.1.2.1 Heobxoaumoe NO
8.1.2.2 YcraHoBka TomEE

8.1.2.3 Hactpornka TomEE kak cepsuca

8.2 OnucaHue KoHduUrypaumm.

8.2.1 OnucaHue HacTpoek cepBuca
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# crypto provider settings
org.apache.ws.security.crypto.provider=ru.swan.soap.crypto.LocalMerlin
org.apache.ws.security.crypto.merlin.keystore.provider=JCP
org.apache.ws.security.crypto.merlin.keystore.type=HDImageStore

# crypto storage account settings

crypto

crypto.
.password=${crypto.password}

crypto

crypto.
crypto.

.user=${crypto.user}

signatureUser=S${crypto.user}

signature.algorithm=${crypto.signature.algorithm}
signature.digest.algorithm=${crypto.signature.digest.algorithm}

# trust settings

crypto

.isTrustAllCerts=true

Code Block 72 crypto.properties
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#CONNECTION DEVELOP

spring.datasource.url = jdbc:postgresqgl://${DB_HOST}:${DB_PORT}/${DB_NAME}
spring.datasource.username = ${DB USER}

spring.datasource.password = ${DB PASS}

# KEEP THE CONNECTION ALIVE IF IDLE FOR A LONG TIME (NEEDED IN PRODUCTION)
spring.datasource.testWhileIdle = true
spring.datasource.validationQuery = SELECT 1

# USE SPRING.JPA.PROPERTIES.* FOR HIBERNATE NATIVE PROPERTIES (THE PREFIX
Is
# STRIPPED BEFORE ADDING THEM TO THE ENTITY MANAGER) .

# SHOW OR NOT LOG FOR EACH SQL QUERY

spring.jpa.show-sgql = false

spring.jpa.hibernate.naming.physical-
strategy=org.hibernate.boot.model.naming.PhysicalNamingStrategyStandardImp
1

# HIBERNATE DDL AUTO (CREATE, CREATE-DROP, UPDATE): WITH "UPDATE" THE
DATABASE

# SCHEMA WILL BE AUTOMATICALLY UPDATED ACCORDINGLY TO JAVA ENTITIES FOUND
IN

# THE PROJECT

spring.jpa.hibernate.ddl-auto = none
spring.jpa.properties.hibernate.default schema=EMD

# NAMING STRATEGY

#spring.jpa.hibernate.naming-strategy =
org.hibernate.cfg.ImprovedNamingStrategy

= JPA / HIBERNATE

H= = =

spring.datasource.driverClassName=org.postgresgl.Driver
spring.jpa.properties.hibernate.show sgl = false
spring.jpa.properties.hibernate.format sql = false
spring.jpa.properties.hibernate.globally quoted identifiers = true
spring.jpa.properties.hibernate.dialect =
org.hibernate.dialect.PostgreSQL94Dialect

#SYSTEM USER ID
swan.system.user.id = 1

#TRIAL MODE
swan.trial.mode = ${trial mode}

#SCHEDULING FROM 20:00 TO 06:00
scheduling.job.cron=${schedule}

#IDENTIFICATION KEY RMIS IN IPS

rmis.identification.key = ${ident key}
rmis.system.sid = S${system sid}
rmis.download.url = ${promed url}

#WEB SERVICE

spring.ws.remd.egisz.uri=${egisz uri}
spring.ws.remd.callback.uri=http://www.w3.0rg/2005/08/addressing/anonymous
spring.ws.remd.callback.ips.uri={ips_url}

# Crypto settings
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crypto.passwordCallbackClass=ru.swan.soap.crypto.PasswordFromCryptoPropert

iesFileCallback

ips.handle.headers=true
ips.message.i1d=09fa0dfc-a%975-42ce-9739-d8afac7df2d0
ips.action=registerDocument

ips.response.action=http://emu.callback.mis.service.nr.eu.rt.ru/Callback/s

endResponseResponse

Code Block 73 application.properties

egisz_uri - ansa paboyero cepBepa http://ips.rosminzdrav.ru/59a6aa9dcd045, ans

TecToBoro http://ips-test.rosminzdrav.ru/598c424055f7d . ips.rosminzdrav.ru - 40fmKeH ObITb

BuaeH yepes 3CIMA

trial_mode - true nnu false. Ha pabouyein cucteme trial formKkeH ObITb OTKIIOYEH.
schedule - kpoH ansa 3anycka 3agaHus

ident_key - kntou dpopmaTa UUID. nonyyaeTcsa nocne perucrpawmu.

system_sid - ID cuctembl. nony4aeTcs nocne perucTpaLum.

promed_url - agpec ELUN.MUC gnsa nonyyenuna cdannos EM[I u3 nankun export. ecnm

ncnonb3yeTcqa httpS TO CepTI/ICbI/IKaT OOIMKeH ObITb BanNUAHbIA. OH OOMKEH ObITb BMOEeH cepBucy

n BuaeH yepes 3CIMA (goctyneH ons 3anpoca deaepanbHbiMU MHOPMaLMOHHBIMMW
pecypcamu)

ips_url - agpec NOX0X Ha egisz_uri. nony4yaeTca nocne perncrpauumn.

crypto.user - nmsa kKoHTeriHepa Kpuntollpo Aons nognvcaHus OKYMEHTOB
crypto.password - naponbe oT KoHTenHepa Kpuntollpo

crypto.signature.algorithm - anroputm wundpoBaHns koHTerHepa Kpuntollpo
crypt